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B TEEO® B EEN
B Remote AttestationZ= {4

O BABHAMAL/INGZIN—FIT T TFoNTLVS

@ ZLBEFESVYIMOT LM (Hash)ZstBIT 2V IMNIEBETES
B TEE®MRemote Attestation/\2—>

® (—15)AMD SEV-SNPDOVME!TEE®MRemote Attestation
1. CPUA—ZX®Attestation (VMFZEIR)
1. Provisioning (S8 D& E)
2. Initial Measurement (VM EIFTA A—)
3. Making Attestation Evidence (&4 {1 Attestation EvidencefE k)
2. VIPMAR—X®Attestation (VMIZEI£)
B Remote Attestation&Zero Knowledge (FAR)
® fA[AZero Knowledge TTESM ?
® TikTok®Trustless Attestation (CircomZ{#E->TL\5)
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EoKFSAICHRIBLTIZLLVREE A

B Remote AttestationiN TZero TrustiZZEZ 5N BEZAH?
® Quote?
®CPU-N—FIx71E#HR?
&/ \1F)IEE?
® Verifier?
® E £ (Attestation Key) ?
® Hardware Root of Trust

B Remote Attestation I THELGELELNETA?
® (F78)Hardware Root of TrustCOHZE R IR &




_TEEEIE (1/2)

B N\—Fox 7RI DiEBEEITIRIEHIEE(Hardware- CPUIProduct
assisted Isolated Execution Environments)(—2 -
® HIEEIZIEBIOSAESSMM4A2Intel CSME&AMD ASP. Rl|Fw = Frogammarl

MDTPM & Apple Secure Enclaveb“&»%’a ________________

Intel CSME

® TEE(iH‘-_%h\j D77\/ T&é=&§¢#1ﬂtj—é Updateable AMD ASP
_______ ?;ﬁlre Element

Hardcoded (another chip)

B TEEZCPUMDIRREZZDIZH (T4
® /—7JLJ—)LF (i.e., REE: Rich Execution Environment)
& & E DOS(Linux, Windows)mWE1T&Nn %
® X177 —)Lk(i.e., TEE: Trusted Execution Environment)

Secure World

QS OSONAIN—INAF = EDNHBELIZEZDIRE
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Service Provider/

BIOS/UEFI
Vendor User
TEE
Intel SGX
AMD SEV
ARM TrustZone
RISC-V Keystone
Intel SMM (main CPU)

Normal World
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W
® (#BimlZEAIL) —FFHIIZ[RRE RTINS DA
o RHIMLTRAFINDFEIANDE
@ Root of TrustlZIERLIZHR -FIAEEZREFTDOMA/INN—F I T7HNLE
O NEEEOEFITHEMSDEE D REE (Remote Attestation) A {ThHh b
B F|ATZ5CPU
® ARM TrustZone (ARV7R)
® Intel SGX (H#—/\, PClddeprecatd)
® Intel TDX (Xeon H—/\)

® AMD SEV (EPYC #—/%)

ZDihEL (Arm TrustZone M —ZFLY)
n RE

® GPUM (Nvidia H100)
® AWS Nitrol/\ A /3—/\A/HF—++F217/7\—F(Nitro Card, Nitro Security Chip)

Secure World Normal World
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Normal World ‘_Secure World

B Library Type  JNormal World _ 2cure Worl
® A part of process (library) is executed in TEE. l
® CPU: Arm Cortex-M, Intel SGX 1 Nomal 05 (kemel) ___Ji

B Process Type

® Secure World has an own OS and TA (Trusted (
Application) runs on it. Normal App calls TA. |

® CPU: Arm Cortex-A, AMD PSP, Apple Secure
Enclave

m VM Type Normal World Secure World
® Secure World has VMs, namely confidential VM. ¢~~~ "~~~ "~~~
® The OS modified for secure world.
® CPU: Intel TDX, AMD SEV, Arm CCA

|

I (A

:[ Normal OS (kernel) |
|




Current TEE-enabled CPUs and targets A "

Embedded Smartphone Server/Cloud

Arm TrustZone (Cortex-M) | Raspberry Pi Poco

Arm TrustZone (Cortex-A) Raspberry Pi 3B+ Nintendo Switch

Arm CCA upcoming ? ? ?

Intel SGX (Core) deprecated deprecated

Intel SGX (Xeon Scalable) Azure, GCP,
etc

Intel TDX (Xeon) Azure, GCP,
etc

AMD PSP Playstation5

AMD SEV (EPYC) Azure, GCP,
etc

Apple Secure Enclave iPhone Mac
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€ Android KeyMaster
® DRMALIE
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& fEREREEALIE
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FS—TTVITENIGEAOT=

o WHEBEDEHITT—4 L JEURSEAS
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® JoANU—IRER — « Intel SGX. AMD SEV A%
® E{=TFREMN « Confidential Computing®
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TEETH3 7% thRemote AttestationZSghBEAn 2 4 e v

B TEEZBRGYIMNETTEZONRMETIRIETHY . REE(Secure World)h
SIEAIZEL TS DM R IBELY,
B TEEDREITZEETETHOMN?
® TEEDEFTEEN(EDN—RHITT . YTz T)NERETEDOM?
QEFEITESIHEILINDEDMN?

B TEEQD/LIE
® TEEQI—KFIERETHUVREENLA—FENS, A—FIXEREINLLY,
® JHIT—2ELREEMNLIIM. TEEEITERDELITR ALY,

®TEETHRINDHIL Integrity Confidentiality
Code O AR D EAiTZEED)
Data O O (Remote Attestation
®ITEY)

B AttestationTlEIntegrityZxf&E:2d 5
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® [ A—Ryb ETIEXBHEFARIZEHELENSLELN ]
”On the Internet, nobody knows you're a dog”
® New Yorker(1993F7H5H)TO A A—yhERHICRET 51K

® https://en.wikipedia.org/wiki/On_the Internet, nobody knows you're _a_dog

® _NTIEAUF—R Y TEERGINTEGEND, FEET H1-HIEA FBEE. Y—/\FE;
TEDEMAEATL,

® E5(HAT, HHEFDFEOTLET /A Z(PC R FHEBTE DDA (/N\—RIFHE
EDLDTHEH ., YIMERESN TV, )& UE—FTHRET ST
Remote Attestation

® REDERAEHI
® Smartphone

® TPM (Trusted Platform Module) on PC
® FIDO (Fast IDentity Online)
® Smart home protocol “Matter”
o TEE
® Because TEE is an isolated execution environment and hides the
behavior.
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B [ETF RFC 9334 RATS(Remote Attestation ProcedureS) \ ;’/ | RATS Logo
® Attester éﬁ

wants to get data or service form Relying Party. The device offers the evidence which shows the soundness of
devices, systems, applications, configurations, etc.

® Relying Party
wants to confirm the Attester’ s soundness to provide data or service.
® Verifier

judges the Attester’ s evidence based on registered endorsement (ex: attestation public key), reference values,
and policies.

Fm——————— +
‘ Compare Evidence
Verifier against appraisal @ Verifier has the certificate of Attestation Public Key and
policy . i
e . reference values (ex: hashes of applications).
" | Verifier judges the Evidence with them and send the result.
Evidence Attestation
Result

| v :

R . oo . Evidence Result
—————————————— > Compare Attestation
Attester Evidence Relying Result against

J|r J|r J|r Party Jr appraisal policy @ Relying Parity cannot verify and ask Verifier with the evidence.

Figure 6: Background-Check Model .
Evidence

® Make “Attestation Evidence (Ex:hash values of applicatoins)”
and sign it with Attestation Private Key.



Remote Attestation 2Phases

H2NDJx—X
1. Provisioning
2. Remote Attestation

Roles
at provisioning

Artifact
at provisioning

C} : Roles —» : Artifact

A INSTITUTE of INFORMATION SECURITY

Figure 1: Conceptual Data Flow

Relying Party
Owner

Appraisal
Policy for
Attestation
Results

y

Reference Verifier
Value Owner
Provider
Endorsements Reference Appraisal
Values Policy for
Evidence
v 4
(——b Verifier
Evidence Attestation
Results
Attester

Relying Party




Jemote Attestation 3k EIH Ay e ranunan secunn

B EREED: BEAEISN—FIITHICSFON TSI E
® AU /IN—TZ/IN—F )T 7 TFoN TS &
@ EZBEIINA—HPKIR—ZXDEERAEZHT &
B ERBIEQ: EAREFESVYINOEAT SV INNEETESL L
® 1—HNREATELGNEREIZGOTNSZE
® 1—HMNRITALI-EEHETESZL
€ TPM@MMeasure Boot Log*¥>Secure BootbF DA THEZ HE A B E,, (R B TH THEALY)
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Wmmstation Private Key must be protected securely. ) '"e7'7oTe o ronmanion secumy

B CPU Vendors Key
® AMD SEV-SNP (VECK: Versioned Chip Endorsement Key) protected by AMD-SP

& AMD SEV MCertl&#R  https://www.amd.com/ja/developer/sev.html

® Intel TDX
@ Intel TDX D CertiEER  https://download.01.org/intel-sgx/latest/dcap-latest/linux/docs/Intel TDX DCAP Quoting Library APl pdf
® [ntel SGX

https://api.trustedservices.intel.com/documents/Intel SGX PCK Certificate CRL Spec-1.5.pdf

@ Intel SGX M CertlF#R

B Vendors get the FIPS(Federal Information Processing Standards) 140-3 validation certificate.
® https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search

Certificate Validation
Number Vendor Name Module Name Module Type Date
Active

Crypto Module for Intel® Alder Point PCH Converged Security and Manageability Engine Firmware- 08/02/2024

4749 Intel Corporation

(CSME) hybrid

4941 Advanced Micro Devices (AMD) AMD ASP Cryptographic CoProcessor ("Genoa") Firmware- 01/15/2025 Active
hybrid

4915 Advanced Micro Devices (AMD) AMD ASP Cryptographic CoProcessor ("Raphael") Firmware- 12/12/2024 Active
hybrid

4914 Advanced Micro Devices (AMD) AMD ASP Cryptographic CoProcessor ("Storm Peak”) Firmware- 12/12/2024 Active
hybrid
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__EREE QORRK (CPUKE) A

FEREIE Q: EBERAREFEOIVINCETRIT AV IIEFTETESIL
ADMDREREHTIV
B Hardware Only
® SGX
€ Architectural Enclave (Quoting Enclave)
B Hardware + Secure Boot
® Arm Cortex-A TrustZone

B Hardware + Trusted Boot (VTPM) Cpua)%f\%;g%éﬁ?;é%_%’
® AMD SEV VMEEI R ITPMZE{ES,
® Intel TDX DFY2EREICZoTLS
® Arm CCA

B Hardware + Trusted Boot (vVTPM) + Secure Boot
® RISC-V APTEE or CoVE
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mﬂa)TEEODZF'iBERemote Attestation A v e sene

B VMEDTEE(Intel TDX, AMD SEV-SNP)D Z< I3 2B IZ7E>TLYS,
® I :CPUR—X M AttestationTTIIVMEEI R FETIEBALLY, CPUR—X D Attestation Tl&
VMO EERIT(BIOS, TPM) DK ETEIRIIT B,
® VMiZE) & I TPMA—X D Remote AttestationZ{#5,

B 2EEfERemote Attestation
® 1st Step: CPU rooted Attestation
O ERFIFED BALARIICPURA—HMEHL. Hardware Root of TrustT5F 4,
¢ EREFEQ TEEQHERAG S TEHRITHZETHEKRT 5,
® 2nd Step: VMIAMDVTPM Based Attestation
S ERFBIEQD RETPMVTPMZEELTEBALEEBIN DI E, VTIRRUAIKTE,
& ZREIEQ FHAIEXBIOSLLETMD CRTM(Core Root of Trust Measurement)WSiaESZ &,
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1st Step: CPU rooted Attestation ®

mAMD-SEV-SNP®Remote Attestation A e o sssuarion seconn

5If%t\ll\\
B 2D0)Attestation Key

® \/CEK (Versioned Chip Endorsement Key): Chip ID ZtIZH{TSNLE R #,

® VLEK (Versioned Loaded Endorsement Key): AMD & CSP (Cloud Service Provider. 451
AWS) BT 5 —FhoBHINSESLBE, AMD Key Derivation Service (KDS)M 51z
fitchd,

B 2D 0)Attestation 5=
® Standard (Regular) Attestation (PKIDEEBAZ /L)
® Extended Attestation (PKI®D SEBRZE ()

B Migrationt®o & <#E>f=Verifierst s HEZESN TLNVS
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JMD SEV-SNPTfEDN S %

B AMD SEV-SNPR®D G5
@ TTRT—IavT—AREFEHAGRAROS/INAIN\—IN(HHl) TaET 3= 4

\ 4
\ 4

SET_CONFIG 7. Standard (Regular) Attestation
SET_EXT_CONFIG ;%: Extended Attestation

® REEIF (FRRAMOS//\A 73—/ A H )

4
\ 4
4
\ 4
¢

LAUNCH_START

LAUNCH_UPDATE_DATE & LAUNCH_UPDATE_VMSA
LAUNCH_MEASURE

LAUNCH_SECRET

LAUNCH_FINISH

® JE— 7TRT—avks (S AFOSH)

¢
¢

GET_REPORT 7¥: Standard (Regular) Attestation
GET_EXT_REPORT *: Extended Attestation A

The Definitive SEV Guest API Documentation
https://docs.kernel.org/virt/coco/sev-quest.html

[Zgust ioctol&hypervisor ioctl A3 %5

A INSTITUTE of INFORMATION SECURITY
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__AMD SEV-SNPTiEh B8 J Te—

B PKIFE

® ARK (AMD Root Key): AMD M Lii25ER (Root of Trust) o ##

® ASK (AMD Sign Key): AMD W& 119 5 RIEREER D K575 #E
m FUTOEER

® CEK (Chip Endorsement Key):FvJEH OIEHE,

® PEK (Platform Endorsement Key): 75 vb 74— LEADH, T\, FYTETIVYNT+—LDEVIETERE,
m AttestationH

® VCEK (Versioned Chip Endorsement Key): Chip ID ZJTIZRITSN2ELE,

® VLEK (Versioned Loaded Endorsement Key): AMD & CSP (Cloud Service Provider, #§: AWS) W& 35—
FhSEHINEELE, AMD Key Derivation Service (KDS)h b1z {it ‘é#’Lé

B KDS: Key Distribution Service
® KDSHoEAHZEDLFvyadHIEDLTH

Platform Owner ' 1 Platform Owner

Standard Attestation

50 5 D P D P S S U D D S D S S B S D

____________________________________________

S EV_S N P P I atfo rm Attestatl on U SI ng VI rTE E/S EV Figure 2-1: Standard (left) and extended (right) attestation flows

https://www.amd.com/content/dam/amd/en/documents/developer/58217-epyc-9004-ug-platform-attestation-using-virtee-snp.pdf 20



JtteStation?l“ﬁ A.'NST'TUTE of INFORMATION SECURITY

B AMD SEV-SNP

A) AttestationD1=bDEBBEINELNDSIETDENE (Provisioning)

B) /\1F1JO—KEFIZAttestation FHDT—%4(Quote)F1E5E THDEIE (VMDIFE [LGuestOS
ECENRI)

C) AttestationEFICCPUIZH %9 55 TEvidenceZ{ESF TDEIE

21



AuthentiCity Of AtteStation Report A INSTITUTE of INFORMATION SECURITY

“NP Attestation: Establishing Trust in Guests [Linux Security Summit Europe 2022]&V)

ramd-com/content/dam/amd/en/documents/developer/lss-snp-attestation.pdf

m $#EHKDF (Key Derivation Function)FIE&EEBAE DESE

Chip- AMD
Unique Root CA
Secret .
Certifies
AMD Certificates retrieved from
| Bootloader SVN SEV CA AMD Key Distribution Service
(KDS)

Cr'::ﬁc-.
@ - 05 SVN x
VCEK
- SNP FW SUN

L Microcode Patch Level L

Attestation
Report

VCEK

AMD Certificate Authority certifies
the VCEK

REPORTED_ TCB is mixed into the chip

unique secret to derive the Versioned Chip- VCEK signs the attestation report
Endorsement Key (VCEK), which is used as

the attestation key

22



dtteStation$l“§ A.'NST'TUTE of INFORMATION SECURITY

B AMD SEV-SNP

A) AttestationD1=bDEBBEINELNDSIETDENE (Provisioning)

B) /\1F1JO—KEFICAttestation FHDT—%4(Quote)F1E5E THDEIE (VMDIFE [LGuestOS
ECENRI)

C) AttestationBFICCPUIZH %9 55 TEvidenceZ{EHSF TDEIE
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AMD Secure Encrypted Virtualization API Version 0.244¢)

ments7/epyc—technical-docs/programmer-references/55766_SEV-KM_API_Specif

B cVMTOSHE & LLAT

Launching a Guest

Guest Owner

Provisioning

Cloud Provider

Hypervisor

Agreement on boot image and computation of hash

AMD Secure
Processor

Query for POH
certificate chain

Generate and
provide session info
for LAUNCH_START

Guest Startup

Query / store POH

» INT

certificate chain

Retrieves guest from
Nbrary and loads it
into memory

Provides the
customer DH key
and session info

| POH_CERT_EXPORT

P LAUNCH_START

Allocates an ASID
and activates guest

| ACTIVATE

Continues to ask

LAUNCH_UPDATE_DATA

LAUNCH_UPDATE_VMSA

Update commands are colled
& many times o needed

Launching a Guest (continued)

Guest Owner

encryption key and
sends to guest

Guest Startup

Cloud Provider

Inject guest with

secret (disk
encryption key)

A INSTITUTE of INFORMATION SECURITY
iCation.pdf

AMD Secure
Processor

| LAUNCH_MEASURE

-MeasuemenlJ

B{ LAUNCH_SECRET

.

Finalize launch
process

»|  LAUNCH_FINISH

Sets SEV-enable bit
in VM(B

VMRUN




__AMD SEV-SNPTOE B T —

B EFRICEHONSET
1. LAUNCH_START

2. LAUNCH_UPDATE_DATE & 3
LAUNCH_UPDATE_VMSA g
=
3. LAUNCH_MEASURE
® BESNETRARDAERIR—DAIFEEERT 4R Fencrypt Tvoervisor
RS ASNASTELGKIERICEEISN=Z L2 ydecrypt e O LAUNGH START
Bt o @ LAUNCH_UPDATE_DATA I Yo

4. LAUNCH_SECRET (#7i3v)

€ LAUNCH MEASUREMENTAYBZh 9 fulESecure
Processorh\fDSecret( T4 R VB S ) E IR T Tload oy OLAUNCH_FINISHED

5. LAUNCH_FINISH (St LIfE TguestOSHEE))

B CRKREOEHE

LAUNCH_UPDATE_VMSA

©LAUNCH_MEASURE

O LAUNCH SECRET

Firmware o F—ﬂ

® SEV-ES TEALTVMSA (Virtual Machine

Save Area)

Attestation Mechanisms for Trusted Execution Environments Demystified [arXiv22]

25



Attestation Report: Guest Measurements A TITE s onuaran sy
RFAF=aybR—h. AR

SNP_LAUNCH_START

l Guest Page

Digest
Extend

—» SNP_LAUNCH_UPDATE — Launch Digest [¢—

¥ e,
Page

SNP_LAUNCH_FINISH Metadata

LD := Hash(LD || Page || Metadata)

E _I_ iﬁllé *L 6 D (iVM D E@jﬁﬁ . (slight simplification)
2FY. BIOS-TPMOO—FAETEIEN S,

26



JtteStation?l“ﬁ A.'NST'TUTE of INFORMATION SECURITY

B AMD SEV-SNP

A) AttestationD1=bDEBBEINELNDSIETDENE (Provisioning)

B) /\1F1JO—KEFIZAttestation FHDT—%4(Quote)F1E5E THDEIE (VMDIFE [LGuestOS
ECENRI)

C) AttestationEfIZCPUIZH kY 48 TEvidenceZz{E5F TDEIE
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Retrieving Attestation Reports

28

B 7TRAT—a L iR— b DERRFIE

Linux7RRA ~&/dev/sevDIOCTLIZ A CHERKEEFABERI R E it TE S (FBHIER)

A INSTITUTE of INFORMATION SECURITY

(1)

SNP_SET_EXT_CONFIG — # R EBAREIBAE Z R 7L . /dev/sev-guest THIF TEHLDITT ‘ Guest

%

Linux%* X b 3/dev/sev-guestDIOCTLIE B TLR—MEIET 5
SNP_GET REPORT — LiKk—+£H87 %

sev-tool I--get-report %%ﬁ

ioct CGET_REPORT i
/dev/sev-guest

MSG_REPORT REQT

SNP_GET_EXT REPORT — L/ R—r&EFBREEEST 5 EBELCET
(2) Hypervisor
[(FIE]S A AvE—D B A TLR—NERE (EETEALY)

(A~ AR EMSG_REPORT REQAvtE—%HESE REIA
FANMITANREFICEEIN-RBEFRAL CXvE—FEE L. BEHERETD SNP_GUEST_REQUEST
FRAMESYTINTFZVIIRNENAIN— NP —ITEETD TiED i

@Y\ IR— A F—[FS5vTEN =S T AMx L TSNPIGUESTIREQUEST AT UM 3

(B)SEV-SNPT77— L7 (FRILCFvrILFHTHERIIAL R— iR Y ‘ SEV-SNP (3)

| AMD ASP
ZL @A HHrEay —(Frmware)

JO0tyS TS5,



LA —MER RS A

B GET REPORT#&:$
® Secure Processor @ measurement Z/ERIZEEBAE (TS TRYH T
® {ERi=h BAttestation Result
® Measurement Hash (LAUNCH_MEASURE THELT-1E)
& 7 ZAEA D1EHR (Guest SVN, Policy, Family/Model/Stepping % &)
&® 75k T7+—LER (Chip ID, TCB Version)
4 AMD Chip Endorsement Key (CEK) IZ&5E %
B GET EXT REPORT#&%
® GET_REPORT& T DHLiRIR TIEBAZE L 1TIT5,

I5H GET_REPORT GET_EXT_REPORT
FEH ‘7 A+ DK REEIEEAR FAMRRE + REBAEFI— 2T EHTRHE
WBHIAR Attestation Report 0 & Attestation Report + AMDEFEAZE
REEICHELGHEESR | AMD SERAZEZ &G EBMNMAE(LR—FRIZEEND)

FRA® ¥ 5 - NERAREE DR TDYE— T TRAT—23a2 (TIUIREE)

SHBER SEV-SNP Platform Attestation Using VIrTEE/SEV

https://www.amd.com/content/dam/amd/en/documents/developer/58217-epyc-9004-ug-platform-attestation-using-virtee-snp.pdf 29
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QEMUDZZE
$ sudo gemu-system-x86_64 ¥
-enable-kvm -cpu EPYC-v4 ¥
-machine q35,confidential-guest-support=sev0,memory-backend=mem0Q ¥
-smp cpus=4 ¥
-object memory-backend-memfd,size=8192M,id=mem0,share=true,prealloc=false,reserve=false ¥
-object sev-snp-guest,id=sev0,cbitpos={cbit M {E},reduced-phys-bits=1,init-flags=>5,igvm-file=coconut-gemu.igvm ¥
-no-reboot ¥
-device virtio-scsi-pci,id=scsi0,disable-legacy=on,iommu_platform=on ¥
-device scsi-hd,drive=disk0,bootindex=0 ¥
-drive file=guest.qcow2,if=none,id=disk0,format=qcow2 ¥
-netdev tap,id=nd0,ifname=tap0,script=no,downscript=no ¥
-device virtio-net-pci,netdev=nd0 ¥
-nographic ¥
-monitor unix:/tmp/monitor.sock,server,nowait ¥
-serial mon:stdio

/knowledge sakura.ad.jp/ 38508/

#2Eh#% D Attestation Evidence/ERk
S snpguest fetch vcek der milan certs report.bin

ReportiC A% (X DiED A

$ ./igvmmeasure coconut-gemu.igvm measure

igvmmeasure '‘coconut-gemu.igvm' Launch Digest:
A3A4D5E40A5D27FD5733930CC95813C861DD8D7077B12585E5E46F10192C679974B8BOAD5979F02E5867FEE41AS576FCC

Reoprt.bin®D 1 &

S ./snpguest display report report.bin

- (B H&) ---- Measurement: a3 a4 d5 e4 0a 5d 27 fd 57 33 93 0c c9 58 13 c8 61 dd 8d 70 77 b1 25 85 e5 e4 6f 10 19 2c 67 99 74 b8 b0 ad 59
79 f0 2e 58 67 fe e4 1a 57 6f cc ---- (H ) -

estation EvidenceIERBEIREE =~ A - o
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__2nd Step: vIPM Attestation Ay e o s

B 1st Step: CPU rooted Attestation CvTPMAYRemote Attestation THREETE= 5,
® DFY, IELLMRETPMELTHERRTE S,

B COVIPMEAR—XELTVMADOSDRemote AttestationZz172,
® (T FEEDOSTHL,

® VIPMIFIELLAELNZGWLA ENZEELTVSDIEITVERU A —
® VIPMADFEMIELLNMNAREA,
& /\—FOIF7TPMMDIGE IETPMARLU A —hHEndorsement KeyDEFBAEZEEHITL TS,
Fme_mgmemed TN1330

Technical note

N
Nso

B ST Micro
ST Trusted Platform Module (TPM) endorsement key (EK) certificates
) https://www.st.com/content/ccc/resource/technical/document/technical _note/group0/aa/c5/c7/a2/61/9a/4d/13/DMO
0711714/files/DM00711714.pdf/jcr:content/translations/en.DM00711714.pdf Introduction
[ | -
Nuvoton Gfineon « Q] e nuvoTon
0 Applications  Design Support Community About Infineon ~ Careers (=

®  https://www.nuvoton.com/export/sites/nuvoton/files/security/Nuvoton TPM_EK Certificate Chain.pdf

Nuvoton Trusted Platform Module
(TPM) Endorsement Key (EK)
Certificate Chain

B Infineon OPTIGA™ TP

M & OPTIGA™ Trust certificates
®  https://www.infineon.com/cms/en/product/promopages/optiga_tpm_certificates/
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2nd Step: vTPM Based Attestation ®

~Jrusted-Boot & Remote Attestation A

- TPM ZE R L9 58 2B 5 A (Trusted Boot)
— TPMIdpassive deviceTHY . TPMEBANBERIMGE X2 UTAZHERTHED TIEAEL
- EFETEDY IO I T /Ny a{BE(SHA-1)ZTPMAMDPCR (Platform Configuration Register)[ZExtendd 4%
- (EEETZEAY I, F7ILCRTM: Chain of Root of Trust ManagementM S35 . Chain of TrustZ{ERT 5

— Chain of Trust®PCRIE X4+ ER DR EEHERE (Verifier)Z @ L T, BN DT L2144 SEHARIHE, (Remote Attestation)

Chain of Trust
Phb ML, FHRMNREESND
Option
// ROMs

Integrity Measurement

BIOS [—p|Boot Loader|, | Linux = ELF file
(GRUB IMA) IMA
k: lib
Ll loadable
Seree module
Remote Attestation

Validation !!! 11 -

Sl Lkt | Integrity Reporting [ ")




: I . Measurement A INSTITUTE of INFORMATION SECURITY

o BT NARRT7AILITEEIFFIZFHRAISHL . TDSHA1 digest ZTPM®DPCR (Platform
Configuration Register)|Z “Extend” [Z&YEREE9 5,
— Extend
« PCR(i) = SHA1(PCR(i) +Digest)

« PCR OF|AEIITCGIZLYIRIBIESN TS,

TPM 1.1 TPM 2.0
PCR Function PCR Index | PCR Usage
- SRTM, BIOS, Host Platform Extensions, Embedded Option
0 CRTM, BIOS, and Platform Extensions 0 ROM:s and PI Drivers
1 Platform Configuration 1 Host Platform Configuration
2 Option ROM Code 2 UEFI driver and application Code
. . . 3 UEFI driver and application Configuration and Data
3 Optional ROM Configurations and Data UEFI Boot Managipr Code {usuallf the MBR) and Boot
4 IPL Code (Usually the MBR) 4 Attempts
5 IPL Code Configuration and DATA (for use by the 5 Boot Manager Code Configuration and Data (for use by the
IPL code) Boot Manager Code) and GPT/Partition Table
6 State Transition and Wake Events 6 Host Platform Manufacturer Specific
\ 7 Secure Boot Polic
7 Rese.rved for future usage. Don't use. 515 Defined for 1se byythe, Static OS
8-15 | Flexible use 16 Debug
23 Application Support




med BOOtO)ua“ A INSTITUTE of INFORMATION SECURITY

B CNETPM12OBITHWTI A, YT LD THENET,

— Isys/kernel/security/tmpO0/ascii_bios_mesurements

PCR SHA1 Event
32907b0a74e2e025{863bda3dd55a9ada385dcf28 04

]
42907b0a74e2e025f863bda3dd55a9ada385dcf28 04 [Event Separator]
52907b0a74e2e025f863bda3dd55a9ada385dcf28 04 [Event Separator]
]
]

Event Separator

6 2907b0a74e2e025f863bda3dd55a9ada385dcf28 04 [Event Separator.

7 2907b0a74e2e025f863bda3dd55a9ada385dcf28 04 [Event Separator

4 c1e25c3f6b0dc78d57296aa2870ca6782ccf80f 05 [Calling INT 19h]

4 38f30a0a967fcf2bfee1e3b2971de540115048¢8 05 [Returned INT 19h]

4 7ca42b22324927¢400263bae94ele7cc28655532 05 [Booting CD ROM]

4 5¢3eb80066420002bc3dccTcadabbefad7ed4aes 01 [POST CODE]

4 1cdac212c¢5342627905cfcc4931972a8b4209996 0d [IPL)/boot/grub/stage2_eltorito
4 2cedbf54913d69d027c5b97e02763f921b16e345 06 []

4 8cdc27ec545eda33fbbale8b8dae4da5c7206972 04 [Grub Event Separator]

5 8cdc27ec545eda33fbbaleS8b8dae4da5c7206972 04 [Grub Event Separator]

5 £1f74d078d57197ee9cd9205995a6ba5e6a68cbf Oe [IPL Partition Data] /boot/grub/grub.conf
5 aed235d4ddb5fed00156f4991f2c1d1330c97694 1105 []

8 94¢417906f8d383b811d918dce6bafdbe650ed42 1205 [] /boot/isolinux/linnux-ima

8 793eb4a591229afe35d60d5c2b66cee9dc33225¢ 1405 [l /boot/isolinux/minirt-ima.gz
5 2431ed60130faeaf3a045f21963f71cacd46a029 04 [0S Event Separator]

8 2431ed60130faeaf3a04521963f71cacd46a029 04 [0S Event Separator]

8 fac33a1fc0ad42c07d00322d64c23f67567f334a 1005 [I

Measured files
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B Remote AttestationiN TZero TrustiZZEZ 5N BEZAH?
® Quote?
®CPU-N—FIx71E#HR?
&/ \1F)IEE?
® Verifier?
® E £ (Attestation Key) ?
® Hardware Root of Trust

B Remote Attestation I THELGELELNETA?
® (F78)Hardware Root of TrustCOHZE R IR &

A INSTITUTE of INFORMATION SECURITY




JEEDT:RemOte AtteStation A INSTITUTE of INFORMATION SECURITY

B TikTok Trustless Attestation Verification Circom
® https://qgithub.com/tiktok-privacy-innovation/trustless-attestation-verification-circom
® Zero Knowledge ProoflZCircom#Z{#->TL\%
® \erifierZ{EiE & 3 [ Attestation Resut NMEETE 5 L5125,
S EHEITHLDEVKT D,
® 1=1=L. SEV-SNP ®MVCEK (Versioned Chip Endorsement Key) D{Ef8Fz—ILERT 5,
®VCEKEBLTCIDFVT / I7—LIITHEEMNERDLONEFERT 5,
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ﬁﬁmﬂii ﬁniiiimptZero Trust A e i ey

BE ¥ M Remote Attestation Zero Trust?iE FA L f=Remote Attestation

37



ic‘:&)

B Remote AttestationZ {4
D ZBEAEATMI/EN—FYT 7 TFLN TS
@ EBRBEMEIVINOTEEME(Hash)ZEHAIT DY IMNEIIEETES
B TEE®MRemote Attestation/\2—>
® (—15I)AMD SEV-SNPOVME!TEEMRemote Attestation
1.  CPUAR—ZXMAttestation (VMIAZENRI)
1. Provisioning (8D X 7E)
2. Initial Measurement (VMFEEFij A A—)

3. Making Attestation Evidence (& 4 {FAttestation Evidence{E k)
2. VIPMAR—XZMAttestation (VMEEE1£)

B Remote Attestation&Zero Knowledge (FAR)
® {a]AZero Knowledge TTESHM ?
® TikTok(®MTrustless Attestation

A INSTITUTE of INFORMATION SECURITY
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