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Abstract—Ensuring trust in software supply chains requires
verifying not only artifacts but also the processes that produce
them. Although Reproducible Builds (R-B) require rebuilding
to validate artifacts, they cannot verify whether the build was
executed with the intended toolchain and inputs and may
reproduce unintended or compromised builds without detection.
We present Attestable Build Chain, a framework for externally
verifying build-time execution without rebuilding. Rather than
preventing compromise, it provides verifiable, tamper-evident
evidence of actual build-time execution, enabling verification of
build process integrity from observed file accesses during the
build. Our system records execution evidence at the system
level using Linux IMA and a virtual TPM inside a Confidential
Virtual Machine (CVM), anchored in a hardware-rooted chain
of trust, and produces a unified Build Chain Report. Evaluation
in multiple open-source projects demonstrates practicality and
enables artifact validation without rebuilding.

Index Terms—Remote Attestation, Reproducible Builds, Soft-
ware Bill of Materials, Confidential Computing, Trusted Platform
Module, Software Supply Chain

I. INTRODUCTION

Ensuring trust in the software supply chain is a critical
challenge in modern systems. Each stage, from source code
development to building and distribution, can be a target of
tampering, and compromise at any single point can invalidate
the integrity of the final artifact. Incidents such as Solar-
Winds, XcodeGhost, and repository compromises in PyPI/npm
demonstrate that malicious code can be injected into legiti-
mate distributions through compromised build environments
or toolchains [1], [2]. These incidents highlight the need to
establish trust not only in artifacts but also in the processes
that produce them [3]-[6].

Reproducible Builds (R-B) [7] and Software Bill of Ma-
terials (SBOM) [8] have been proposed to improve the re-
producibility and transparency of the artifacts. R-B enables
verification of output equivalence, but it does not reveal
which toolchain components and build-time files were actually
used during the build; thus, even unintended or compromised
builds can be reproducibly regenerated, allowing attacks that
preserve output equivalence to remain undetected, including
Trusting Trust [9], [10] and OS-level manipulation (e.g., Iago
Attack [11]-[15]). Similarly, SBOMs provide visibility into the
composition of software, but cannot ensure integrity if their
generation process or execution environment is compromised
[16]. Although Confidential Computing [17], [18] and SLSA
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[19] strengthen the trust base, mechanisms that allow third
parties to verify build-time execution remain limited.

In this work, we define the end-to-end path from source
code to binary generation as the Build Chain and propose
Attestable Build Chain, a two-phase attestation framework that
enables third-party verification of both the build environment
and build-time execution. Builds run inside a Confidential
Virtual Machine (CVM) as a practical attestation and isolation
environment: Phase 1 verifies the CVM configuration, while
Phase 2 records build-time execution evidence using Linux
Integrity Measurement Architecture (IMA). This evidence is
collected at the kernel level within the attested CVM and pro-
tected by a virtual Trusted Platform Module (vTPM), making it
tamper-resistant even against compromised build components.
It is then externally presented, together with the build artifact
and SBOM, as a verifiable evidence package called the Build
Chain Report. This extends previous Attestable Builds [20]
by enabling verification of actual file accesses and executed
toolchain components during the build, rather than relying
solely on user-level reports of declared build steps. By combin-
ing signed SBOMs with the Build Chain Report, downstream
users can verify both the build environment and the executed
toolchain without rebuilding.

Our key contribution is not merely the combination of
existing primitives, but enabling externally verifiable, system-
level observation of actual build-time execution, rather than
relying on declared workflows or output equivalence. Our main
contributions are as follows.

« Verifiable Build Execution: We propose Attestable Build
Chain, a two-phase attestation mechanism that enables
third parties to verify both the build environment and
build-time execution, in addition to artifact reproducibil-
ity.

« Hardware-rooted Execution Evidence: We show how
Linux IMA and vTPM provide tamper-resistant kernel-
level evidence of accessed files and executed toolchain
components, thereby making executed toolchain usage
externally verifiable beyond output-based verification.

« Practical System and Evaluation: We implemented the
system on an AMD SEV-SNP-based CVM and evalu-
ated its applicability and performance on multiple OSS
projects.



II. BACKGROUND
A. Reproducible Builds (R-B)

R-B guarantees that identical binaries can be generated from
the same source code and build environment, allowing third-
party verification of artifacts [7]. However, reproducibility
alone does not reveal which toolchain components and build-
time inputs were actually used during the build process. As
shown by Trusting Trust attacks [9], malicious binaries can be
generated even from clean sources; therefore, mechanisms are
needed to make the build process itself externally verifiable
[21].

B. Software Bill of Materials (SBOM)

An SBOM is structured information that describes the
components and dependencies that comprise software, sup-
porting vulnerability management and license compliance [8].
However, the correctness and integrity of an SBOM are
not guaranteed; if the generation environment or tools are
compromised, an SBOM may appear valid but does not reflect
the actual build-time behavior [16]. Hence, trust in an SBOM
depends on the integrity of both the execution environment
and the generation process.

C. Confidential Virtual Machine (CVM)

A CVM provides an isolated execution environment as a
virtual machine, protected from the host through hardware-
assisted encryption. A representative implementation is AMD
SEV-SNP, which prevents observation by privileged software
outside the guest, including the host OS [22]. To verify the
integrity of software running inside a CVM, one can use a Se-
cure VM Service Module (SVSM) and a virtual TPM (VTPM),
together with Linux IMA, to record file integrity measurements
at the kernel level in a cryptographically verifiable, tamper-
evident form [23]-[25]. Linux IMA is a kernel subsystem that
records integrity measurements of accessed files and executed
binaries, forming append-only, ordered execution evidence. In
this work, we treat such measurements as build-time execution
evidence and use them for external verification of the build
process.

D. Remote Attestation (RA)

Remote Attestation (RA) provides cryptographic evidence
of the configuration and state of an execution environment,
enabling external verification [26]. With SEV-SNP, the CVM
configuration is provided as an attestation report verifiable un-
der AMD'’s endorsement chain. In addition, combining vIPM
and Linux IMA allows dynamic file integrity measurements to
be verified. We extend this model by attesting not only static
configuration but also build-time execution evidence, enabling
artifact validation based on evidence obtained during the build,
without rebuilding.

III. THREAT MODEL AND RESEARCH QUESTIONS
A. Threat Model

We assume a typical software supply chain in which source
code with a source-level SBOM is used and R-B produces

a binary artifact together with its corresponding SBOM. In
software supply chains, it is often necessary to verify, after the
fact, whether an artifact was built not only from the intended
source but also with the intended toolchain. However, R-B
alone is often insufficient for this purpose, as it requires an
uncompromised reference build and does not reveal what was
actually executed during the build process. Figure 1 illustrates
representative points at which integrity can be compromised

in this workflow.
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Fig. 1. Threat Model: Even when R-B produces identical binaries, tampering
with the toolchain (T1) or SBOM generation process (T2) may remain
undetected, as output-based verification does not capture build-time execution.

Specifically, as shown in T1, if the toolchain (e.g., compiler
or linker) is tampered with, a Trusting Trust attack can produce
malicious binaries without modifying the source code [9].
Build-time behavior may also be influenced by the execu-
tion environment; for example, OS-level manipulation during
execution (e.g., Iago attacks [11]-[15]) can affect runtime
behavior while remaining unobservable through output equiv-
alence. As a result, even when both the original build and the
reproduction use the same compromised toolchain, identical
binaries can still be produced, causing R-B verification to
succeed even though the executed toolchain is not the intended
one. As shown in T2, if the SBOM generation process is
compromised, attackers can insert malicious dependencies
or forge metadata, producing seemingly valid SBOMs and
artifacts [16]. Because SBOMs describe declared components
rather than actual execution, they may fail to reflect true build-
time behavior when the generation process is tampered with. In
both cases, the build process becomes effectively a black box
for external verifiers. Although output equivalence can be con-
firmed, it remains unclear whether the intended toolchain and
inputs were actually used during the build. Therefore, integrity
checks based solely on artifacts or SBOMs can miss attacks
involving unexpected or compromised toolchain components,
even when the output equivalence holds (’Potentially Missing’
in Figure 1).

Importantly, this limitation is not merely due to imperfec-
tions of R-B. Even if R-B were ideal and always produced
identical outputs, external verifiers would still be unable to



confirm whether the build was executed with the intended
toolchain and inputs, because the build process itself remains
unobservable. Therefore, securing the software supply chain
requires mechanisms that provide verifiable evidence of build-
time execution, including accessed files and executed toolchain
components, rather than relying solely on output equivalence.

B. Research Questions

R-B assumes that a third party can rebuild from source to
verify that an artifact was produced from the intended input.
In practice, however, constraints on execution environments
and distribution often require users to rely on third-party-
built artifacts as-is. For example, reproducing historical build
environments may be difficult due to toolchain updates, de-
pendency changes, or operational constraints. In such cases,
although R-B can confirm output equivalence and SBOMs
provide compositional transparency, neither can reveal whether
the build was actually executed with the intended toolchain
and inputs. As discussed in Section III-A, the build process
remains effectively unobservable to external verifiers, making
it difficult to detect tampering such as T1 and T2.

Ensuring the correctness of the build process alone is
therefore insufficient, because external verifiers cannot directly
observe or verify how the build was executed. In other words,
integrity must not only be ensured, but also be externally
verifiable. Our goal is not to prevent tampering itself, but to
make build-time deviations externally verifiable.

This leads to the following research questions.

RQ1: Build Process Visibility
Can we externally verify which files and toolchain compo-
nents were actually used during the build process?

RQ2: Integrity of Build Evidence
Can we ensure that the recorded build-time execution evi-
dence is protected against tampering and reflects the actual
build process?

RQ3: Verification without Rebuilding
Can an external verifier validate that the build and SBOM
generation were executed as intended, using only attested
execution evidence without re-executing R-B?

C. Assumptions

We aim to enable external verification of build-time ex-
ecution using attested execution evidence. Our assumptions
are intended to isolate the problem of verifying build-time
behavior from lower-level trust establishment.

We consider a setting in which builds are executed inside
a CVM, referred to as a Reproducible Build CVM (R-CVM),
whose configuration is verified via RA. We assume that
the CVM environment, including its initial software stack,
matches pre-registered reference values. Such reference values
can be established using techniques such as Diverse Double-
Compiling (DDC) [27], which has been studied as a founda-
tion for the construction of verifiable toolchains.

We further assume that the hardware root of trust (e.g.,
SEV-SNP) and attestation mechanisms (including vIPM) are
correctly implemented and not compromised. Risks related

to trust boundaries and infrastructure dependencies in cloud
environments have been extensively discussed in previous
work [28], [29], and are assumed to be mitigated in our setting.
Finally, we assume that signature verification for SBOMs and
attestation reports is performed correctly, that the supporting
public-key infrastructure (PKI) is securely operated, and that
cryptographic primitives are secure.

Under these assumptions, the external verifier still does not
have visibility into the internal state of the R-CVM. Even if
the R-CVM is securely constructed and its configuration is
correctly attested via RA, the verifier cannot determine from
artifacts or SBOMs alone whether the intended toolchain and
inputs were actually used during the build. Therefore, we focus
on external verification of build-time execution.

IV. DESIGN
A. Security Mechanism

Based on RQI1-RQ3, we design a scheme that extends
artifact-level verification to verification of build-time execu-
tion. Although R-B enables output equivalence checking, it
does not provide visibility into how the artifact was produced
or which toolchain components were actually executed. To ad-
dress this limitation, we introduce the Attestable Build Chain,
an extended attestation mechanism that provides verifiable
evidence of build-time execution based on file accesses and
toolchain usage. Our approach shifts the verification target
from output equivalence to execution evidence, recording
which files and toolchain components were actually used
during the build. Figure 2 illustrates the overall mechanism.
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Fig. 2. Attestable Build Chain: Extending verification from output equivalence
to build-time execution evidence. Build execution is measured inside an R-
CVM using Linux IMA and vIPM, and verified externally via a hardware-
rooted chain of trust.

Attestable Build Chain
(Execute on R-CVM)

The scheme integrates multiple security primitives within
an R-CVM to ensure integrity across the workflow from
source code to binary generation. The input source code
and SBOM are verified through signatures. Build execution
is isolated inside the R-CVM, whose initial configuration is
attested using RA and rooted in Trusted Boot measurements.
During execution, Linux IMA records file accesses and tool
invocations at the kernel level, providing visibility into actual



build-time execution. Because these measurements are inde-
pendent of the build process itself, they cannot be forged by
compromised build components. The vIPM ensures that the
measurements are append-only and tamper-evident, forming
ordered execution evidence.

All evidence is aggregated into a Build Chain Report, signed
under the SEV-SNP trust base. External verifiers validate
the report by comparing recorded execution evidence against
expected reference values, such as known toolchain binaries
and declared SBOM components. This enables verification
of deviations such as toolchain substitution or inconsistencies
between declared and executed components without requiring
rebuilding. As a result, integrity can be verified across the
input, the environment, the execution, and the output, allowing
verification beyond the output equivalence. The key manage-
ment details required for the signing and verification of the
Build Chain Report are described in Section IV-C.

B. System Architecture and Attestation Procedure

Figure 3 shows the system architecture and attestation
workflow of the Attestable Build Chain. The scheme consists
of two phases: traditional attestation and extended attestation.
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Fig. 3. Two-phase attestation workflow of Attestable Build Chain. Phase 1
verifies the execution environment, while Phase 2 provides verifiable evidence
of build-time execution.

In Phase 1 (Traditional Attestation), Verifierl confirms that
the R-CVM configuration matches pre-registered reference
values. This ensures that the R-CVM is instantiated with
an attested configuration, providing an isolated and integrity-
protected execution environment. Next, signed SBOM and
the corresponding source code are delivered to the R-CVM,
and the input integrity is confirmed by SBOM signature
verification.

In Phase 2 (Extended Attestation), the build execution
becomes observable and verifiable. During the build, Linux
IMA records the file accesses and executed binaries and
extends these measurements to vIPM PCRs. Because the
measurements are chained and signed, the resulting execution
evidence is tamper-evident and ordered.

The collected evidence is packaged into the Build Chain
Report, together with the generated binary and signed SBOM.
External verifiers validate that recorded toolchain components
and accessed files match expected reference values, enabling
detection of substituted or unexpected toolchain execution

without re-executing the build. Unlike approaches that rely
solely on output equivalence, this mechanism provides visibil-
ity into the build process itself. Even when identical binaries
are produced, discrepancies in toolchain usage or execution
behavior can be verified from attested evidence.

C. Key Management

A key-management framework is essential to realize the
security mechanisms in Section IV-A. As shown in Figure 4,
the Attestable Build Chain manages three types of keys: signed
SBOM Keys, Attestation Keys (SEV-SNP and vITPM) and
Verifier Keys, clarifying the issuer of each piece of data.

The signed SBOM Key is generated by the R-CVM provider
and distributed as a public-key certificate through a CA. Its pri-
vate key is kept inside the R-CVM and is used exclusively for
SBOM signing. For Attestation Results, the verifier’s signing
key is also trusted via a CA-issued public-key certificate.

Attestation Keys are securely provisioned within the TEE
of the R-CVM equipped with SEV-SNP. The corresponding
public keys are distributed to verifiers via a key distribution
service and are used to verify the attestation reports. In
addition, vITPM keys are generated at each R-CVM boot
and are endorsed by the SEV-SNP Attestation Key, allowing
verification. This composite key management guarantees the
integrity and trust of SBOMs and attestation evidence.
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Fig. 4. Key Management Architecture for Attestable Build Chain: Red flows
show signed SBOM Keys, generated by the R-CVM provider and certified by
CA. Blue flows represent Attestation Keys (SEV-SNP and vTPM), provisioned
and generated under the chain of trust rooted in SEV-SNP with SVSM. Green
flows indicate Verifier keys, certified by CA.

V. IMPLEMENTATION AND EVALUATION
A. Prototype System Implementation

We implemented a prototype integrating AMD SEV-SNP,
vIPM, Linux IMA, and Bazel to enable verifiable build-time
execution inside an R-CVM. The R-CVM runs on QEMU with
an SEV-SNP-enabled kernel based on COCONUT-SVSM
[30], and the builds are executed using Bazel [31]. During
the build, Linux IMA records the file accesses and executed



binaries, extending the measurements to vVIPM PCRs. At
launch, an SEV-SNP attestation report is obtained via VirTEE
snpguest [32], [33], embedding the hash of the vITPM
Endorsement Key (EK) into report_data to bind the CVM
and the vTPM. All evidence is aggregated into a Build Chain
Report, and a Flask-based API enables external verification.
We configured IMA to record all file accesses, including
repeated events, to capture complete execution behavior. This
prototype enables external verifiers to verify not only artifact
integrity but also build-time execution without rebuilding.

The prototype system realizes the three roles defined above:
Relying-Party (Software Developer and Software User), At-
tester (R-CVM) and Verifier (Verification Service). For sim-
plicity, we implemented Relying-Party as a single client and
integrated Verifier_1 and Verifier_2 on one verification server.
Table I lists the OS and the main configurations of the tools
of each component.

TABLE I
MACHINE SPEC WITH OS AND TOOLS

Component (Role) Machine Spec with OS and Tools (Version)
AMD Ryzen 3 7330U Processor

Virtual Box (7.1.4)

- 2CPU (2295.6 MHz X 2), Memory 2048 MB
Ubuntu Server (24.04.2 LTS)

Kernel (6.8.0-59-generic)

Python3 (3.12.3), Requests(2.32.3)

OpenSSL (3.0.13 30 Jan 2024)

tpm2-tools (5.6-1build4)

AMD EPYC 7313P Processor

gemu (v8.2.0-81-g260df2b36b-dirty)

- 4CPU (3000.0 MHz x 4), Memory 8192MB
Ubuntu Server (24.04 LTS)

Kernel (6.8.0-coconut-svsm-sevsnp+) *customized
Python3 (3.12.3), Flask (3.1.0)

OpenSSL (3.0.13 30 Jan 2024)

VirTEE snpguest (0.5.1)

tpm2-tools (5.7-12-gbd832d3f)

Bazel (7.6.1)

AMD Ryzen 3 7330U Processor

Virtual Box (7.1.4)

- 2CPU(2295.6 MHz x 2), Memory 2048 MB
Ubuntu Server (24.04.2 LTS)

Kernel (6.8.0-59-generic)

Python3 (3.12.3), Flask (3.1.0), PyJWT (2.10.1)
OpenSSL (3.0.13 30 Jan 2024)

VirTEE snpguest (0.8.3)

tpm2-tools (5.6-1build4)

Build Client
(Relying-Party_1&2)

Build Server
(Attester)

Verification Server
(Verifier_1&?2)

B. Build Chain Report Implementation

The Build Chain Report bundles evidence for external
verification, without rebuilding, of artifact integrity, process
integrity, and hardware/environment integrity into a single
package. Figure 5 illustrates the structure of a Build Chain
Report for the hello_world example and how each compo-
nent maps to its verification target (artifact, process, hardware).

The figure shows that evidence for different targets (artifact,
build process, and execution environment) is organized so that
it can be verified stepwise from a hardware root of trust,
beginning with Trusted Boot and extending to kernel-level
runtime measurements. We categorize the components of the
Build Chain Report into three groups.

Artifacts and SBOMs
The artifact (e.g., hello_world.tar) and its signed

SBOM (e.g., » . spdx. json, *.sig, public_key.pem)
enable verification of the correspondence between the artifact
and its composition information (artifact integrity).
Runtime measurement evidence

The IMA log (e.g., ascii_runtime_measurements)
and the vTPM PCR quote (e.g., pcr_quote. x, nonce_2,
ak.x) enable verification that the history of refer-
enced/generated files and execution events during the build
and SBOM generation has not been tampered with (process

integrity).
Hardware-rooted attestation evidence
The SEV-SNP attestation report (e.g.,

snp_report.bin) and the boot measurement log (e.g.,
binary_bios_measurements) enable verification that
the initial state and TCB of the R-CVM match reference
values (hardware/environment integrity). Furthermore,
embedding the vITPM EK hash into report_data binds
the CVM and vTPM evidence to the same trust anchor,
allowing external verification of the linkage between
environment attestation and runtime measurements.

Build Artifact (R-B Output)

- hello_world.tar

T Output Integrity Verification i
Signed SBOM for Artifact Integrity E

- hello_world.bin.spdx.json
- hello_world.bin.spdx.json.sig
- public_key.pem

Process Integrity Verification
Process Integrity (IMA + vTPM)

Measurement Logs
- ascii_runtime_measurements

- binary_bios_measurements
PCR Quote

- pcr_quote.plain

- pcr_quote.signature

- nonce_2
vTPM Keys

- ak.pub - ak.name - ek.pub

?Trust Anchor Verification
Hardware-rooted Integrity (SEV-SNP)

110day urey)) prmg jo adoog

- snp_report.bin

Fig. 5. Structure of Build Chain Report: Components and their roles in
verifying artifact, process, and hardware integrity (hello_world package
example).

The verification proceeds from the bottom-up following
the structure shown in Figure 5. First, SEV-SNP attestation
establishes a hardware-based trust anchor for the execution
environment. Next, the verifier checks the vTPM quote and
reconstructs PCR values from Trusted Boot and IMA logs
to ensure that the recorded execution trace is consistent
and tamper-evident. Finally, artifact integrity is validated by
verifying SBOM signatures and matching file hashes with the
produced artifact.

Concretely, verification consists of three steps correspond-
ing to the components of the Build Chain Report: (i) hardware-
rooted environment integrity: validating that the attested ex-



ecution environment matches reference values, (ii) process
integrity: confirming that the execution trace derived from
IMA measurements and PCR values is consistent and tamper-
evident, and (iii) artifact and SBOM integrity: checking that
binaries and files observed in the IMA measurements corre-
spond to expected (i.e. reference values) toolchain components
and declared SBOM entries.

C. Security Evaluation against the Threat Model

We evaluate whether the proposed approach enables ver-
ification of integrity deviations corresponding to the Threat
Model (T1 and T2). This evaluation examines whether the pro-
posed verification mechanism operates as intended in practice.

We confirm that files accessed and binaries executed during
the build are recorded in the Build Chain Report, and that
verification fails when tampering corresponding to T1/T2
is introduced, including substitution of executed toolchain
binaries, modification of SBOM contents, and manipulation of
measurement logs. These results demonstrate that deviations
in build-time execution lead to verifiable inconsistencies in the
recorded evidence.

For toolchain tampering (T1), the verifier compares hashes
of executed binaries recorded in the IMA log with pre-
registered reference values, allowing identification of substi-
tuted compiler or linker components. Because this verification
is based on the binaries actually executed during the build,
it captures runtime deviations that are not observable through
the output equivalence in R-B. In particular, even if the same
compromised toolchain is consistently used, its execution is
exposed by a mismatch against expected toolchain references.

For SBOM tampering (T2), the verifier compares the artifact
and dependency hashes declared in the SBOM with the
corresponding file access measurements recorded in the IMA
log. Because the SBOM represents declared composition while
the IMA log reflects actual execution, mismatches provide
verifiable evidence of inconsistency in the SBOM generation
process.

These properties rely on the integrity of the execution
evidence. IMA measurements are extended into vIPM PCRs
and bound to the SEV-SNP attestation report, ensuring append-
only and tamper-evident logs. Binding the vIPM public key
hash to the attestation report further ensures linkage between
the CVM and runtime measurements. Overall, the proposed
mechanism enables external verification of executed toolchain
usage and SBOM consistency solely from the Build Chain
Report, without rebuilding.

D. Applicability and Performance Evaluation

We evaluate whether our approach can be applied to real-
world OSS projects and measure its performance overhead.
We selected four OSS projects with different languages and
build systems: C++ guetzli and abseil-cpp, Rust fd, and Go
buildifier [34]-[37]. All projects were obtained from GitHub
and were successfully built within the R-CVM with signed
SBOM verification and IMA-based execution tracking. To
enable R-B within the R-CVM, Bazel build configurations

were applied using rules_pkg [38]. Even for fd, which does
not natively use Bazel, only minor modifications to its BUILD
files were required. This suggests that our approach can be
applied to a range of OSS projects with modest adaptation
effort.

For performance evaluation, we compared build times in
three environments: (1) baseline without SEV-SNP, (2) CVM
with SEV-SNP only, and (3) R-CVM with SEV-SNP and
IMA measurement. As shown in Table II, the SEV-SNP CVM
introduces negligible overhead compared to the baseline. In
contrast, the R-CVM incurs additional overhead as a result
of IMA-based file-access measurement. The Bazel build ratio
ranges from 80-97%, indicating that the dominant overhead
originates from file-access latency during measurement. Al-
though this overhead may limit applicability in iterative de-
velopment scenarios, it remains practical for security-critical
release builds, where verifiable build execution is required and
justifies the additional measurement overhead.

TABLE 11
BUILD TIME (AVERAGE ACROSS 5 BUILDS)

Environment [34] [35] [36] [37]
Baseline (sec.) 7.83 | 17.61 165.32 | 160.24
SNP-only CVM (sec.) 7.87 | 17.75 | 168.67 | 164.95
R-CVM (sec.) 39.98 | 61.67 | 891.87 | 313.81
— Breakdown of R-CVM —

Build Execution (sec.) 33.29 | 49.75 | 865.34 | 278.52
Auxiliary Tasks (sec.) 6.69 | 11.92 26.53 35.29
Bazel build ratio (%) 83.3 80.7 97.0 88.8

[34]:guetzli, [35]:abseil-cpp, [36]:fd, [37]:buildifier

VI. DISCUSSIONS AND RELATED WORK
A. Limitations and Future Work

This work assumes a pre-verified trusted computing base
(TCB) for executing R-B and does not address stepwise or
recursive validation of the TCB itself. In principle, a TCB
could be constructed with verifiable provenance and derive
reference values using DDC [27], but the feasibility and
selection of appropriate trust anchors remain open challenges.

From a system perspective, Linux IMA captures a broad
range of activities inside the R-CVM. As a result, the Build
Chain Report may include unrelated file accesses to the build
process, introducing noise in execution evidence. This can
reduce clarity when interpreting build-time behavior. Although
such measurements may include unrelated file accesses and
may vary due to build-time non-determinism, verification
still focuses on expected toolchain components and relevant
execution paths; however, reducing this noise is important for
improving the clarity and practical usability of the resulting
evidence, especially for large-scale builds. Mitigation strate-
gies include re-initializing the R-CVM per build, refining IMA
measurement policies, and augmenting logs with contextual
information such as uid and pid. Reducing TCB through
lightweight or separation-based kernels (e.g., Asterinas [39]
or Framekernel [40]) is another promising direction.



Our implementation is currently limited to Bazel-based
builds. Although the proposed mechanism is independent of
specific build systems and does not require R-B, its applica-
bility to other build systems has not yet been fully evaluated.
Future work includes extending support to additional build
systems, integrating with SBOM standards such as SPDX
[41] and CycloneDX [42], and aligning with CI/CD pipelines
and supply-chain frameworks such as OpenSSF S2C2F [43],
MITRE SoT [44] and Binary Transparency [45].

B. Related Work

We compare representative related work to clarify the posi-
tion of Attestable Build Chain. Table III presents a comparison
across five criteria (C1-C5): protection of the execution-
environment, root of trust, build integrity, transparency of
provenance (e.g., via SBOMs) and verification without rebuild.

TABLE III
COMPARISON WITH RELATED WORK
Related Work C1 C2 C3 C4 C5
Drexel et al. [46] OO TO]O] O
in-toto [47] O] O | 0| @] O
Revelio [48] ® & OO |0
Attestable Builds [20] | @ | @ | © | O | @
[Attestable BuildChain | @ | @ | @ | @ | @ |

@: Supported © : Partially Supported (O: Not supported

C2: Root of Trust & RA
C4: Provenance Transparency

C1: Execution Env. Protection
C3: Build Process Integrity
CS: Verify w/o Rebuild

In terms of build integrity, prior work has focused on
Reproducible Builds (R-B) and Diverse Double-Compiling
(DDC). R-B enables third-party verification through output
equivalence [46], but does not provide visibility into which
components were actually executed during the build. As a
result, attacks that preserve output equivalence remain unob-
servable. DDC [27] provides a foundation for compiler trust,
and previous work has explored provenance validation and
quantitative assurance of toolchains [21], [49]. However, these
approaches primarily focus on validating compilers or final
artifacts, rather than observing build-time execution.

In the context of software supply-chain security, in-toto [47]
defines verifiable build workflows, and SLSA [19] organizes
them into assurance levels. SBOM-related efforts such as
SPDX and Sigstore/Cosign [50] improve transparency and ar-
tifact authenticity. However, these approaches rely on declared
metadata or workflow descriptions and cannot independently
verify whether the reported execution matches the actual
system-level build execution.

Remote attestation has been widely used to verify exe-
cution environments using TPMs and CVMs. Systems such
as Revelio [48], SNPGuard [51] and Narayanan et al. [23]
verify the system configuration and the runtime integrity of
CVMs. However, they focus on environment integrity and do
not provide visibility into build-time execution behavior.

Attestable Builds [20] is the closest related work, enabling
the attestable execution of the build within TEEs. Their

approach verifies the declared build steps and tool execu-
tion through user-level reporting, where execution evidence
is produced by the build tools themselves. As a result, a
compromised toolchain may still produce execution records
that cannot be independently verified against actual system-
level behavior.

In contrast, our approach measures file accesses at the kernel
level using Linux IMA and anchors them in a hardware-
rooted chain of trust (vTPM and SEV-SNP). By measuring
actual file accesses independently of the build process, this
reduces reliance on potentially compromised components and
enables external verification of which toolchain components
were actually executed during the build. Overall, our approach
complements prior work by providing independently verifiable
execution evidence of the build process itself, rather than
relying solely on output equivalence or declared execution.

VII. CONCLUSION

We proposed and implemented the Attestable Build Chain,
a mechanism that enables third-party verification of software
build processes. Although R-B verifies output equivalence,
it does not reveal whether the build was executed with the
intended toolchain and environment. By combining SEV-SNP-
based CVMs, vTPM-rooted trust, and Linux IMA measure-
ments, our approach extends attestation from static configura-
tions to build-time execution.

The resulting Build Chain Report enables external veri-
fication of both artifacts and build-time execution without
rebuilding. Our evaluation demonstrates applicability across
OSS projects and shows that the overhead of IMA-based
measurement is acceptable for security-critical release builds.
Overall, our work complements R-B and SBOMs by providing
verifiable execution evidence of the build process, addressing
a key gap in software supply-chain assurance. Future work in-
cludes reducing the TCB, supporting additional build systems,
and integrating with CI/CD pipelines and SBOM ecosystems.
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