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INSTITUTE of INFORMATION SECURITY

e 14: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on interf: Extensions Length: 399
rnet II, Src: Apple_9c:ed:18 (78:4f:43:9c:ed:18), Dst: AsustekC_c9:02:68 (14:¢ v Extension: server_name (len=30)

rnet Protocol Version 4, Src: 192.168.11.70, Dst: 111.221.29.254 Type: server_name (@)
smission Control Protocol, Src Port: 57027, Dst Port: 443, Seq: 1, Ack: 1, Ler Length: 30
re Sockets Layer v Server Name Indication extension
Sv1.2 Record Layer: Handshake Protocol: Client Hello Server Name list length: 28
Content Type: Handshake (22) Server Name Type: host_name (@)
Version: TLS 1.0 (0x0301) Server Name length: 25 v Extension: signature_algorithms (len=20)
Length: 512 Server Name: vortex.data.microsoft.com Type: signature_algorithms (13)
Handshake Protocol: Client Hello v Extension: extended_master_secret (len=0) Length: 20
Handshake Type: Client Hello (1) Type: extended_master_secret (23) Signature Hash Algorithms Length: 18
Length: 508 Length: @ v Signature Hash Algorithms (9 algorithms)
Version: TLS 1.2 (9x@383) v Extension: renegotiation_info (len=1) » Signature Algorithm: ecdsa_secp256rl_sha256 (0x0403)
» Random: feee20ab803bb21e953edch20ee160e98992c1c21e6dflas. .. Type: renegotiation_info (65281) Signature Algorithm: rsa_pss_rsae_sha256 (0x0804)
Session ID Length: 32 Length: 1 Signature Algorithm: rsa_pkcsl_sha256 (0x0401)

Session ID: a80d000@dc35d0918febfead@l5c7f4cd62a3f7d2da8bbbc. ..

v Renegotiation Info extension
Cipher Suites Length: 36

Renegotiation info extension length: @
Cipher Suites (18 suites) Extension: supported_groups (len=8)
Cipher Suite: TLS_AES_128_GCM_SHA256 (0x1301) Type: supported_groups (10)
Cipher Suite: TLS_AES_256_GCM_SHA384 (@x1302) Length: 8
Cipher Suite: TLS_CHACHA20_POLY13@5_SHA256 (@x1303) Supported Groups List Length: 6
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc02f) v Supported Groups (3 groups)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b) Supported Group: x25519 (0x001d)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Supported Group: secp256rl (@x017)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c) Supported Group: secp384rl (0x0018)

Signature Algorithm: ecdsa_secp384rl_sha384 (0x0503)
Signature Algorithm: rsa_pss_rsae_sha384 (0x@805)
Signature Algorithm: rsa_pkcsl_sha384 (8x0501)
Signature Algorithm: rsa_pss_rsae_sha512 (@x@806)
Signature Algorithm: rsa_pkcsl_sha512 (0x@601)

» Signature Algorithm: rsa_pkcsl_shal (0x0201)
v Extension: key_share (len=38)

Type: key_share (51)

“Length: 38

4
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Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY13@5_SHA256 (@xcca9) v [Extension: ec_point_formats (len=2) v Key fhare :xte";1°" Lenath:
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8) Type: ec_point_formats (11) Client Key Share Length: 36 )
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc@09) Length: 2 » Key Share Entry: Group: x25519, Key Exchange length: 32
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc@13) EC point formats Length: 1 v|Extension: psk_key_exchange_modes (len=2)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc@@a) v Elliptic curves point formats (1) Type: psk_key_exchange_modes (45)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14) EC point format: uncompressed (0 Length: 2
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x@09c) v Extension: SessionTicket TLS (len=@) PSK Key Exchange Modes Length: 1
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x09d) Type: SessionTicket TLS (35) PSK Key Exchange Mode: PSK with (EC)DHE key establishment (psk_dhe_ke) (1)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (0x002f) Length: © v| Extension: supported_versions (len=5)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035) Data (@ bytes) Type: supported_versions (43)
Cipher Suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a) v [Extension: signature_algorithms (len=20) Length: 5
Compression Methods Length: 1 Type: signature_al_gorithms (13) Supported Versions length: 4
v Compression Methods (1 method) Length: 20 Supported Version: TLS 1.3 (0x0304)
Compression Method: null (@) Signature Hash Algorithms Length: 18 Supported Version: TLS 1.2 (8x8363)
Extensions Length: 399 v Signature Hash Algorithms (9 algorithms) v Extension: padding (len=249)
v Extension: server_name (len=30) » Signature Algorithm: ecdsa_secp256rl_sha256 (0x0403) Type: padding (21)
Type: server_name (0) » Signature Algorithm: rsa_pss_rsae_sha256 (0x0804) Length: 249
N Ig::a:l:sze Indication extension » Signature Algorithm: rsa_pkcsl_sha256 (0x0401) Padding Data:
v Extension: extended_master secret (lensd) : :;gnature Algur}thm: ecdsa_secp384rl_sha384 (0x08503) 21 1a 16 03 01 02 00 @1 00 01 fc 03 83 fe ee 20
X ignature Algorithm: rsa_pss_rsae_sha384 (0x0805) ab 80 3b b2 le 95 3e O@c b2 @e el 60 e9 89 92 cl
'[ype.ht.zx;ended_master_secret (23) » Signature Algorithm: rsa_pkcsl_sha384 (@x@501)
R EXtEennsgitDn.: venegatistion_info (lena1) : iig:::ﬂ:: :tgz:i::z :2:‘,2;?;;5:2;;2:5%3,( é 2;2?06] ime: 1.605251 - Destination: 111.221.29.254 - Source: 192.168.11.70 - Protocol: TLSV1.2 - Length: 583 - Server Name: vortex.data.mict
> ExtenSJ..an: suppcrted_groups (len=8) » Signature Algorithm: rsa_pkcsl_shal (0x0201) I
» Extension: ec_point_formats (len=2)

v Extension: key_share (len=38)

4 dd a9 c9 02 68 78 4f 43 Oc ed 18 08 00 45 02 ..... hx0 C..... E.
00 35 00 0a 01 00 01 8f 00 00 00 1 00 1C 80 00  .5..00s vevveeen
2 39 08 00 40 00 40 86 de f3 0 a8 Ob 46 6f dd .9..@.Q. ..... Fo. 19 76 6 72 74 65 78 2e 64 61 74 61 2e 6d 69 63 .vortex. data.mic

ne: 1.605251 - Destination: 111.221.29.254 - Source: 192.168.11.70 - Protocol: TLSV1.2 - Length: 583 - Server Name: vortex.
me: 1.605251 - Destination: 111.221.29.254 - Source: 192.168.11.70 - Protocol: TLSv1.2 - Length: 583 - Server N
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Windows10 @EEIKEE

Firefox BFPxt 4 10 10 2 20
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