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Study of Countermeasures based on the Characteristic of Recent Attack Code

Abstract: It has become a threat targeted attacks called Watering Hole Attack is carried out these days. One reason is that
available attack tools in general are very powerful to make these attacks. As attack codes consists of several elements, We
are focusing on the Shell-Code in this paper. We’ve explained execution mechanism of attack code and classified the
characteristic of the Shell-Code. We’ve compared characteristic of the Shell-Code with methods of related works. And
We've proposed and evaluated a method for detecting network attacks on a technique called ROP that has been difficult in

the conventional method.
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void main()
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typedef struct _PEB_LDR_DATA {

LIST_ENTRY InInitializationOrderModuleList; # +1Ch

}

+1Ch

typedef struct _LDR_MODULE {

LIST_ENTRY InInitializationOrderModuleList;
PVOID BaseAddress; ; +08h

}...
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