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Secure cloud computing is promising gt
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Why we focus on Inter-Cloud computing? A R
I

Secure cloud computing for Lifeline Services

1. Various Quality requirements

v’ Availability (even in emergency situation), Latency,
Bandwidth, Security, Cost, Green

2. Various Functional requirements

v" To increase user benefits, quick delivery, etc.

e ——

Can “single cloud” satisfy everything?

“Inter-Cloud computing” technologies is promising.
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Inter-cloud Computing
E

On-demand reassignment of cloud resources
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Communication facilities were the worst
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Communication facilities were the worst ~#9 FEsrinanemss

* Transmission lines: 90
routes were cut off

e 18 buildings were fully
destroyed, and 23
buildings were flooded

* 65000 telephone poles ]
were destroyed by the
flood
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Schedule of rolling blackout
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Lessons learned : The East Japan Earthquak® ™= 2iamms

* Apcenesa L

Flexibly reassigning resources among cloud providers
and network prowders on a global scale

ous damage
on ICT facilities In
lisaster area

shortage /
rolling blackout in wide
pan
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Use case: Disaster recovery A WERTRIINEE
DI

Finding and selecting available cloud resources among clouds in
other areas, then dynamically rebuilding cloud services in the
event of a disaster or a large-scale failure

Cloud C

DBs are synchronized in

advance .
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Reﬁuirements for inter-cloud computing ~9 ez

Integrated service operation
| | *
across clouds

Cloud / Reserved
management :

system /

oud B

On-demand system configurations =y
across clouds

Seamless service deployment
for end users
End user
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Reﬁuirements for Inter-Cloud computing ~9 #5ninrins
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[On demand system configuration across clouds]

® Search for available resources across clouds

® Rebuild cloud services in heterogeneous environment (different machine
specs, different OS and different hypervisor)

® Reconfigure networks (network within datacenter and network between
datacenters) dynamically

[Integrated service operation across clouds]
® SLA and policy negotiations among clouds
® Centralized monitoring and auditing of services across clouds

[Seamless service deployment for end users]

® Automatic rerouting / distributing user access

® Mutually exchanging information for tenant / end-user authentication
across clouds
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.
Global Inter-Cloud Technology Forum GICTF |

» Promote international standardization of “inter-cloud”
interface through industry-academia-government
collaboration and cooperation with standards bodies

_
SNIA OASIS 9

openstack’
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GICTF Main activities IR ered croes
.

e |dentify technical needs for secure “inter-cloud
technology”

e The first white paper “Use case and functional
requirements for Inter-Cloud Computing” Aug 2010

e Draft interfaces for Inter-Cloud computing (2011 4Q)

e Requirements for network virtualization in Inter-Cloud
computing(2011 4Q)

e Raise awareness of users both in industry, government
and communities
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GICTF Membership LT g cate
.

(as of September 2011)

e 78 enterprises: NTT, KDDI, NEC, Hitachi, Fujitsu, Toshiba
Solution, Microsoft, IBM, Oracle, Cisco, BIGLOBE, IlJ and
others

e Independent administrative institution, National
laboratory

e University professors, etc.

e Ministry of Internal Affairs and Communications of Japan
(Observer)

e Ministry of Economy, Trade and Industry (Observer)
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Hlﬁhli Reliable Inter-Cloud Systems R&D project? i
funded by Japanese government <2009 - 2011: total 20MS>
Cloud System Cloud System Provisioning (Univ. Tokyo)
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IIIIIII JTE of INFORMATION SECURITY

DISCUSSION TOWARDS GLOBAL
COLLABORATION IS VERY IMPORTANT!
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