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Abstract

The current circumstances that require people to be more online has encouraged me
to address digital identity, preserving privacy. There is a momentum of research ad-
dressing self-sovereign identity (SSI); many research approaches credential systems and
blockchain technology as a foundation. SSI brings various benefits to natural persons,
such as owning controls; conversely, digital identity systems in the real world require
Sybil-resistance as a critical requirement to comply with anti-money laundering (AML)
and other needs such as metaverse services. I will propose two core ideas in this thesis:
one is a new architecture and a set of system protocols for building a secure Sybil-
resistant SSI system over permissionless blockchains utilizing attested execution secure
processors (AESPs), and the other is a novel scheme that enables unlinkability among
credentials with commitment-based identifiers in secure and anonymous Sybil-resistant

SSI systems by utilizing zero-knowledge membership proofs and other techniques.

AESP-Based Sybil-Resistant SSI Architecture and System Protocols. This
thesis first proposes an architecture and a set of system protocols for building a se-
cure Sybil-resistant SSI system by utilizing permissionless blockchain technology and
Rafael Pass, Elaine Shi, and Florian Tramer’s contribution of the formal abstraction of
AESPs. The proposal of Sybil-resistant SSI architecture and system protocols utiliz-
ing AESPs, 119 demonstrates the powerfulness of hardware-assisted security and the
formal abstraction of AESPs, fitting into building a proper SSI system that satisfies
Sybil-resistance. Assuming AESPs and 0. ., the protocols may eliminate a distributed
committee of trusted nodes assumed in other research such as CanDID proposed by
Deepak Maram et al.; thus, I19 allows not to rely on multi-party computation (MPC),

and it brings drastic flexibility and efficiency compared to existing SSI systems.
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Anonymous Sybil-Resistant SSI Utilizing Zero-Knowledge Membership Proofs.
In addition, this thesis proposes a novel scheme that enables users (holders) to request
verifiers to verify their credentials without AESPs; and it further achieves unlinkability
among derived credentials created for public verification. In the scheme, as a set of
the extended secure, anonymous and Sybil-resistant SSI system protocols [1%*, T pro-
pose a simplified format of computed claims in Boolean, commitment-based anonymous
identifiers incorporating Pedersen commitments, so-called perfectly anonymous identi-
fiers, and a technique to utilize zero-knowledge membership proofs, in particular, Jens
Groth and Markulf Kohlweiss’ “One-Out-of-Many Proofs” »-protocol that can prove
the existence of an expected credential among anonymous credentials in Sybil-resistant
SSI systems in logarithmic order in the population. Along with other techniques to
make the best use of the BBS+ signature scheme and proofs of equality about discrete
logarithms for verifying such anonymous credentials, I demonstrate how the proposed
scheme can resolve the conflicting requirements, preserving privacy and dealing with
AML, with having a higher level of assurance for Sybil-resistance and pragmatic per-
formance for identifying and verifying an expected credential than the other existing
research. FEntitling unlinkability among credentials in the anonymous Sybil-resistant

SSI results in proper privacy preservation.
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Chapter 1

Introduction

Our lives have changed throughout the pandemic and require more online activities
than before. Identifying who I am and who you are has become critical. Conversely,
people have retained their privacy concerns much more than ever before. Digital iden-
tity must be a valuable domain for cryptographers and practitioners utilizing modern
cryptography to address and resolve problems from various perspectives, such as digital
cash and electric voting systems. I want to solve the problem of conflict by preserv-
ing privacy and verifying identification in digital identity with modern cryptographic
approaches.

Self-sovereign identity (SSI) [PR21] is gaining momentum in academia and the tech
industry. Christoper Allen wrote a blog article regarding the ideas of SSI with the
ten principles in his definition [All16], followed by numerous research and industry
implementations [DA18, FCO19, NJ20a, Boy21]. The terminology “Self-Sovereign”
inspires many people to think about how SSI can protect privacy and resolve reliance on
authorities that may control personal data. These efforts are not limited to technology,
government, and human beings. One of these studies addressed the relationship between
SSI and GDPR [KE20], whereas some initiatives already exist to utilize SSI in Europe
[Gom19, Seul9] and Canada [Boy21].

Many studies in this domain have addressed SSI systems architecture utilizing
blockchain technology [Mith+18, SP18]. Some researchers have discussed the neces-
sity of blockchain technology and concluded that it is not necessary; however, they still

recognize that it is a good foundation [Bok+19]. All the well-known existing implemen-
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tations utilize blockchain, such as uPort on Ethereum [NJ20b] and Sovrin on the Sovrin
ledger [Win21].

Digital identity systems in the real world now require a crucial requirement of Sybil-
resistance [Dou02] to comply with anti-money laundering (AML) and other needs. It
is a critical and conflicting requirement from the perspective of preserving privacy.
Deepak Maram et al. addressed the requirement in their research of CanDID [Mar+21];
however, they assume a distributed committee of trusted nodes, not a permissionless
blockchain, in their scheme.

I address the problem of conflict by preserving privacy and verifying identification
for SSI (permissionless) while meeting with the Sybil-resistance requirement in this
thesis, and have achieved two significant contributions with proposals for each; one
is the attested execution secure processors (AESPs)-based Sybil-resistant SSI systems
architecture and protocols, and the other is anonymous Sybil-resistant SSI systems

utilizing zero-knowledge membership proofs and other techniques.

1.1 AESP-Based Sybil-Resistant SSI Architecture

and System Protocols

One of the papers by David Chaum [Cha85] and his approach to avoid unexpected trac-
ing by someone else like Big Brother! utilizing pseudonyms, digital signatures, and card
computers inspired me to consider using mobile devices with recent hardware-assisted
secure modules such as the Global Platform-supported Secure Elements (GP-SE)? when
I got started this research addressing the conflicting requirement of preserving privacy
in the real world today with modern cryptographic approaches.

I surveyed research papers, tech-industry implementations, and others, including a
book on SSI [PR21]. Figure 1.1 illustrates my interpretation of typical SST architecture,
where a verifiable credential (VC) issued by an issuer is passed to a verifier as a derived

credential (DC) or a verifiable credential for presentation controlling their attributes

1See the novel by George Orwell, “Nineteen Fighty-Four(1984) — Big Brother Is Watching You,”
published in 1948.

’https://globalplatform.org/resource-publication/introduction-to-secure-elements/
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Issuer E Verifier
DC S

User (Holder)

Verifiable data registry (e.g., blockchain)

Figure 1.1: Proposed Self-Sovereign Identity Systems in the Tech Industry

disclosure. A blockchain is assumed to work as a verifiable data registry.

However, surprisingly, to the best of our knowledge, no study has addressed the
opportunity to utilize hardware-assisted security [CLD16, Shi+17] implemented within
mobile devices that people own in their daily lives. Several studies and implementations
have addressed mobile apps for SSI systems, but these mobile apps focus on user ex-
periences and have never addressed security feature perspectives. This result reminds
me of the approach by David Chaum. The card computer expressed in 1985 was a
dream written as a vision; however, it has become real, and secure processors are also
becoming the norm in such mobile devices as a mandatory requirement today. Why do
we not utilize such capabilities to build SSI systems and resolve the problem of conflict?

This thesis, firstly, proposes a permissionless blockchain-based SSI systems architec-

ture that utilizes the formal abstraction of AESPs [PST17] equipped in mobile devices.

Contributions (1/2)

e Demonstrate the powerfulness of hardware-assisted security and the formal ab-
straction of AESPs that fit to build a secure SSI system satisfying the Sybil-

resistance requirement.

e In concrete, propose the AESP-based SSI systems architecture and protocols [T1%:¢
by a theorem, with its construction, security properties such as Sybil-resistance,

and proof of the theorem through addressing each security property.

e Assuming AESPs and G..., the AESP-based SSI system protocols IT1% eliminates

the online distributed committee of trusted nodes assumed in CanDID [Mar+21].
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Thus, 119 allows not to rely on multi-party computation (MPC) that requires
such a distributed committee of trusted nodes, and it brings more flexibility and

efficiency than the existing systems.

1.2 Anonymous Sybil-Resistant SSI Utilizing Zero-
Knowledge Membership Proofs

I will further address the remaining open items in the first proposal. One is the stronger
assumption that requires AESPs for all entities in the protocol; thus, not only a natural
person who owns their mobile device equipped with an AESP but all verifiers require
AESPs. In addition, linkability among credentials appears as long as pseudonyms
are used as identifiers for credentials once those credentials become public. To solve
these problems, I propose a novel scheme utilizing zero-knowledge membership proofs to
realize unlinkability in managing verifiable credentials while meeting the Sybil-resistance
requirement in SSI systems.

The World Wide Web Consortium (W3C)? has been contributing to this domain
by defining some specifications, one of which is Verifiable Credentials Data Model
[W3C22b, W3C24|, already being utilized in decentralized digital identity and SSI
system implementations. The W3C specifications refer to the signature scheme pro-
posed by Jan Camenisch and Anna Lysyanskaya [CL02a] for implementers who want
to extend verifiable credentials and verifiable presentations to support zero-knowledge
proof systems. The recent revisions touch upon the BBS+ signature scheme [BBS04,
CL04, ASMO06] without references; it does not address details, but standardization bod-
ies in the tech industry, such as the Internet Engineering Task Force (IETF)* and the
Decentralized Identity Foundation (DIF)®, have recently been focusing on it very proac-
tively in order, for instance, to enable verifiers to prove possession of a signature [Kal22,
Loo+23]. They call it unlinkable proofs via a zero-knowledge proof protocol utilizing

the BBS+ signature scheme.

3https://www.w3.org
‘https://www.ietf.org
Shttps://identity.foundation
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Thanks to those recent and rapid efforts to address unlinkability; however, those
credentials are identifiable by pseudonyms, such as Decentralized Identifiers (DIDs)
[W3C22a], so that they are still linkable. In addition, we cannot forget the very im-
portant requirement of Sybil-resistance. The first proposal in this thesis addressed the
problem in SSI under a permissionless blockchain while meeting the Sybil-resistance
requirement, and the protocol I1% provides functions of issuing and verifying creden-
tials utilizing AESPs [PST17] for both; however, ideally, verifiers would prefer to verify
derived credentials under weaker assumptions, namely without AESPs.

Secondly, this thesis proposes a novel scheme for realizing unlinkability in managing
verifiable credentials with computed claims in Sybil-resistant digital identity systems,
primarily focusing on SSI. A verifier may still resolve a derived credential by veri-
fying its existence utilizing zero-knowledge membership proofs and other techniques.
In particular, I focused on the one-out-of-many proofs YX-protocol by Jens Groth and
Markulf Kohlweiss [GK15] as a building block, and proposed secure and anonymous
Sybil-resistant SSI system architecture and the extended set of system protocols [T+
including commitment-based identifiers incorporating Pedersen commitments, so-called

perfectly anonymous identifiers.

Contributions (2/2)

e Introduced a new notion of computed claims, a predicate p in Boolean form, com-
puted from multiple claims certified by multiple issuers but cannot be claimed
fraudulently only under the standard cryptologic assumptions. This concept
is first implicitly introduced in CanDID, assuming a distributed committee of
trusted nodes with multi-party secure computation (MPC). I followed, assuming

a trusted hardware assumption, and this work first formally defines the concept.

e Also introduced perfectly anonymous identifier that utilizes Pedersen commit-
ments for blinding identifiers, making verifiable credentials perfectly anonymous,
among other credentials. In addition, I proposed a technique to utilize zero-
knowledge membership proofs, “One-Out-of-Many Proofs” Y-protocol in partic-
ular, enabling only the verifier to identify and verify the expected anonymous

credential. Thanks to the efficiency of the one-out-of-many proofs, it brings loga-
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rithm order for proving the existence of the anonymous Sybil-resistant credential

among N those credentials.

e This thesis provides a set of protocols I19%%%  definitions, and the main theo-
rem and lemma with proofs that describe how the proposals combined with the
Sybil-resistant SSI based on AESPs can resolve the conflicting requirements of
anonymity and Sybil-resistance. Additionally, the construction incorporates gen-
erating a BBS+ signature for verifiers not to require AESPs for compatibility;
thus, the novel scheme that achieves unlinkability among credentials successfully

in secure and anonymous Sybil-resistant SSI has been demonstrated.

In Summary

In this thesis, I proposed the AESP-basd Sybil-resistant SSI architecture over a permis-
sionless blockchain and a set of protocols 1% that enable to build a secure SSI system
meeting the Sybil-resistance requirement without MPC and requiring a distributed
committee of trusted nodes. In addition, I addressed remaining issues under weaker
assumptions, and proposed a novel scheme that utilizes zero-knowledge of member-
ship proofs, in particular “One-Out-of-Many Proofs” Y-protocol, and other techniques
such as modern signature schemes (BBS+ signature scheme) and proof of knowledge
about discrete logarithms to eliminate linkability among credentials. The scheme is also
demonstrated as the extended set of system protocols [19%% with perfectly anonymous
identifier and other definitions; thus, it also enables public verifiers to verify credentials
without AESPs. As a result, this thesis has demonstrated to a path to the future de-
centralized identity systems that resolve a conflicting problem of providing anonymity

for preserving privacy and the real-world requirement of Sybil-resistance.

1.3 Structure of the Thesis

Chapter 2 describes some backgrounds of this thesis: digital identity, decentralized dig-
ital identity, and self-sovereign identity (SSI). In addition to the comprehensive survey

regarding SSI in Section 2.4, Section 2.2.2 illustrates Deepak Maram et al.’s CanDID,
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which addresses Sybil-resistance as a significant contribution of decentralized digital

identity that influenced this thesis.

Chapter 3 provides some detailed description regarding Rafael Pass, Elaine Shi, and
Florian Tramer’s formal abstraction of AESPs, Jan Camenisch and Anna Lysyanskaya’s
signature scheme and efficient protocols and related schemes and protocols, including
the BBS+ signature scheme, and Jens Groth and Markulf Kohlweiss’ “One-Out-of-

Many Proofs” »-protocol.

In Chapter 4, I will propose one of the two core ideas, an architecture and a set
of system protocols 119 for building a secure Sybil-resistant SSI system by utilizing
permissionless blockchain technology and the formal abstraction of AESPs. It includes
an overview of the architecture and system protocols in detail, as well as security

properties and proof of the theorem through addressing each security property.

Chapter 5 then will demonstrate a novel scheme and a set of system protocols [19"
to realize unlinkability among credentials in AESP-based secure SSI systems and po-
tentially other SSI systems by utilizing zero-knowledge membership proofs, in partic-
ular “One-Out-of-Many Proofs” ¥-protocol, and other techniques, including perfectly

anonymous identifiers, and adopting and other signature schemes.

Chapter 6 addresses applications, limitations, and further directions for future re-

search, and Chapter 7 will conclude this thesis.
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Chapter 2

Backgrounds

2.1 Digital Identity

The importance of “digital identity” is rapidly increasing under the current circum-
stances. Many people feel that many things have changed after the pandemic. People
would need to do much more things online than before. Service providers, companies,
and governmental organizations must provide services online for customers, employees,
and citizens to deal with the circumstances. Ideas and past efforts on digital identity
are not only for the occasion today, but accumulated contributions have helped society

survive the pandemic.

Researchers and influencers in the tech industry in this domain refer to Kim Cameron’s
blog article, “The Laws of Identity” [Cam05]. Beyond the contribution, researchers and
the industry have made significant efforts, including standardization bodies resolving
many problems from various perspectives, such as identity proofing, authentication,
and federation. Overall, recent digital identity efforts are mainly about how to verify

their identity while preserving their privacy.

In digital identity approaches, managing claims and credentials is one of the essential
elements of representing who I am or who you are. Identity is a set of attributes or
claims by definitions, e.g., ISO/IEC 24760-1:2019/Amd 1:2023(en) [ISO23b], and a

credential represents an identity for authentication. There are also many activities
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at standardization bodies such as W3C!, OpenlD Foundation?, and FIDO Alliance?.
The NIST’s Digital Identity Guidelines [GGF17] is a set of guidelines, NIST Special
Publication 800-63-3 and its family, that address various perspectives through its digital
identity model. Very recently, the NIST’s Digital Identity Guidelines are being revised
toward revision 4 of the guidelines?, the first public draft issued in December 2023 and

the second public draft issued on August 2024.

Digital identity management started from the Isolated User Identity (SILO) model
by definition of Md Sadek Ferdous et al.’s work [Fer+15]. It then moved to the Federated
User Identity (FED) model. They define a mathematical model of digital identity and
its management. The (total) identity representing a natural person is a union of partial
identities, each set of claims consisting of each attribute and its value pair. In the
SILO model, each service provider maintains its identity domain with its IdP (Identity
Provider). The FED model, on the other side, enables some previously agreed-upon
service providers to share the unified identity domain, the federated domain. The
FED model offers interoperability among different SILO domains, allowing users to
utilize single-sign-on and other benefits. A limitation in their approach did not deal
with privacy properties; however, they demonstrated that digital identity and identity
management are moving from the most straightforward model toward federated models

in a decentralized fashion.

One of the standards recently defines Attribute-based Unlinkable Entity Authen-
tication (ABUEA) determined in ISO/IEC 27551:2021(en) [ISO21b]. Regarding dig-
ital identity for human beings, it is well-recognized that the importance of follow-
ing OECD'’s privacy principles®, the eleven privacy principles determined in ISO/TEC
29100:2011(en), and other privacy principles. ABUEA addresses a form of trust be-
tween two unfamiliar parties that share trust in a common third-party entity. Also,
it approaches to define unlinkability among entities such as AP (Attribute Provider)

and RP (Relying Party). Providing mechanisms to eliminate linkability for resolving

https://www.w3.org
’https://openid.net/foundation/
3https://fidoalliance.org
‘https://pages.nist.gov/800-63-4/
Shttps://www.oecd.org/digital/privacy/
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privacy concerns has become more important than before in the tech industry and the

real world.

2.2 Decentralized Digital Identity

In the tech industry, several initiatives are addressing decentralized digital identity.
Microsoft has been driving an initiative® and announced ION” on behalf of the De-
centralized Identity Foundation (DIF)® in May 2021. The approach utilizes W3C’s
contributions, Verifiable Credentials Data Model [W3C22b] and Decentralized Identi-
fiers (DIDs) [W3C22a], decentralized systems such as blockchains and ledgers, and DIF’s
standards. There is another industry consortium addressing decentralized identity, DID
Alliance®.

There are also many pieces of research addressing decentralized identity in academia.
I want to focus on cryptographic approaches for preserving privacy because of my
motivations and fundamental requirements from identity management. Thus, I will

address Deepak Maram et al.’s work [Mar+21] and Christina Garman et al.’s work

[GGM14] among decentralized digital identity research in the following sections.

2.2.1 W3(C’s Contributions and Tech Industries Efforts

Microsoft proposes their design of decentralized identity systems utilizing industry stan-
dards such as W3C’s and DIF’s standards to provide users and organizations with con-
trol over their data, which is possibly owned and controlled by other parties. They do
not explicitly demonstrate that their approach is for self-sovereign identity (SSI), but
the ideas behind it are close.
The approach is assumed to utilize W3C’s Verifiable Credentials Data Model [W3C22b)]

and DIDs [W3C22a|, decentralized systems such as blockchains and ledgers, DIF’s Uni-
versal Resolver, Identity Hubs, their offerings of DID User Agents, Attestations, and

Shttps://www.microsoft.com/en-us/security/business/identity-access-management/
decentralized-identity-blockchain

"https://identity.foundation/ion/
8https://identity.foundation
https://www.didalliance.or.kr
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decentralized apps and services. A user can have one or more DIDs, DIDs can be re-
solved across chains and ledgers, DID permission is managed via keys accessible only
to the user, their identity attributes or claims are stored in off-chain DIF Identity Hub
personal data stores, and users can have one or more Identity Hub instances across
devices and clouds.

Their approach intentionally relies on existing standards such as OAuth 2.0'° and

tll

OpenlID Connect'*, but it successfully demonstrates the importance of data controls

over decentralized systems for users and organizations.

2.2.2 CanDID and Sybil-Resistance

Deepak Maram et al. proposed CanDID [Mar+21], which can do decentralized identity
with legacy compatibility, Sybil-resistance [Dou02], and accountability. They identify
remaining problems for building a decentralized identity system, legacy compatibility,
Sybil-resistance, and accountability as entitled. In order to solve the problems, they
propose system protocols with a trusted committee of nodes-based architecture. Figure
2.1 illustrates the overview of CanDID’s approach. In the figure, VC stands for a
Verifiable Credential, and DC stands for a Derived Credential, DC,,,ster means a master
credential, and DCcontexe means a context-based credential in their work.

CanDID supports the deduplication of identities that may ensure the existence of at
most one pseudonym with a unique identifier such as Social Security Number (SSN) in
the U.S. This scheme enables the system to issue credentials in a unique manner per user
and meets Sybil-resistance. For this, the CanDID system protocols provide three APIs
for issuing credentials, issuePreCred(), issueMasterCred(), and issueCtxCred().

Credentials retrieved from legacy providers with issuePreCred() are not yet dedu-
plicated, but issueMasterCred() deduplicates a master credential with a special at-
tribute dedupQOver to ensure the uniqueness. issueCtxCred() is designed to create var-
ious derived credentials associated with the master credential for different contexts. For
these credentials, the CanDID committee manages users’ attributes in a table within the

committee. They utilize multi-party computation (MPC) to prevent committee mem-

Onttps://datatracker.ietf.org/doc/html/rfc6749
HUnttps://openid.net/connect/
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Figure 2.1: CanDID — A State-of-the-Art Approach for Decentralized Digital Identity

bers from learning any unnecessarily private information. They also utilize SNARK
proofs for registration-time screening and other various purposes of privacy-preserving.

Deepak Maram et al. successfully demonstrated that the committee-based architec-
ture achieves its goals with some special purpose MPC protocols for privacy-preserving

deduplication and fuzzy matching for scanning sanction lists for AML.

Sybil-Resistance

“Sybil” is a book by Flora Rheta Schreiber in 1973 and a pseudonym for Shirley Ardell
Mason, who was in dissociative identity disorder with 16 multiple personalities in the
book. Brian Zill, a researcher at Microsoft, suggested in 2002 to name a type of at-
tack by creating a large number of pseudonymous identities and using them to gain a
disproportionately large influence, according to John. R. Douceur’s contribution en-
titled “The Sybil Attack” [Dou02]. Sybil-resistance has been recognized as a critical

requirement to deal with impersonation by preventing Sybil-attack.

2.3 Hardware-Assisted Security for Mobile Devices

Hardware-assisted security may provide tamper-resistant features, also supporting the
attested execution capability. Hardware-assisted security has recently become the norm

in mobile devices.
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Apple iPhone implements Secure Enclave!?, which is a dedicated secure subsystem
that is isolated from the app execution environment on the main processor. Android de-
vices support KeyStore'® and other security-related functionalities utilizing hardware-
assisted implementations, such as Trusted Execution Environment (TEE) solutions,
including Arm TrustZone. Google announced the Android Ready SE program!*, which
will support hardware-backed security applets for various use cases such as digital keys
and identity credentials on Global Platform-supported Secure Elements (GP-SE)'®. Mi-
crosoft announced Windows 11 with new hardware requirements in which the Trusted
Platform Module (TPM) 2.0 is mandated'¢. There are also other design choices among
implementations in the industry, such as Intel SGX'7, in addition to TrustZone, GP-
SE, and TPM 2.0. Hardware-assisted security implementations are now used for various
purposes in the real world, such as biometrics, secure lock screen, FIDO authentica-

tion'®, NFC-based secure payments, and eSIM, but are not limited to these examples.

Among numerous implementations and studies addressing hardware-assisted secu-
rity, Rafael Pass et al. formally addressed attested execution for hardware-assisted
secure processors [PST17]. In their words, trusted hardware is commonly believed
to provide a powerful abstraction for building secure systems. They formalized the
attested execution abstraction and retrieved the formal modeling of a broad class of at-
tested execution secure processors (AESPs) from the common belief. The abstraction
formulated by Rafael Pass et al. is relatively close to TPM and SGX among the listed
examples and sufficiently feasible for deployment in the real world. 1 was inspired and
encouraged to utilize the formal abstraction of AESPs to formulate and demonstrate

the proposed scheme.

2https://support.apple.com/guide/security/secure-enclave-sec59b0b31ff
Bhttps://developer.android.com/privacy-and-security/keystore
l4https://developers.google.com/android/security/android-ready-se
5https://globalplatform.org/resource-publication/introduction-to-secure-elements/

https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/
trusted-platform-module-overview

"https://www.intel.com/content/www/us/en/architecture-and-technology/
software-guard-extensions.html

Bhttps://fidoalliance.org


https://support.apple.com/guide/security/secure-enclave-sec59b0b31ff
https://developer.android.com/privacy-and-security/keystore
https://developers.google.com/android/security/android-ready-se
https://globalplatform.org/resource-publication/introduction-to-secure-elements/
https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/trusted-platform-module-overview
https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/trusted-platform-module-overview
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions.html
https://fidoalliance.org

2.3. HARDWARE-ASSISTED SECURITY FOR MOBILE DEVICES 15

2.3.1 Direct Anonymous Attestation (DAA) and Enhanced
Privacy ID (EPID)

Ernie Brickell et al. contributed a series of direct anonymous attestation scheme (DAA)
and its enhancement as a scheme that enables the remote authentication of hardware-
assisted security, particularly for a Trusted Platform Module (TPM), while preserving
users’ privacy [BCC04, BL07, BL09, BL10]. The notion of Enhanced Privacy ID (EPID)
gets around the problem of the limited revocation properties of early stages of DAA, and
the revision of the EPID scheme is efficient and provably secure in the random oracle
model under the strong Diffie-Hellman assumption and the decisional Diffie-Hellman
assumption [BL10].

Figure 2.2 illustrates the overall structure of EPID that is capable of revocation
with whichever private key or signature, and very interestingly, it utilizes the BBS+

signature scheme [BL09], which is described for other reasons in Section 3.2.

R Revocation I Issuer P
Manager (a Vendor) Join

Setup

Sign v
Verifiers

Verify

Revocation w/ private-key or signature

Figure 2.2: Overview: Enhanced Privacy ID (EPID)

2.3.2 Decentralized Direct Anonymous Attestation (dDAA)

Christina Garman, Matthew Green, and Ian Miers addressed anonymous credentials
that David Chaum originally introduced [Cha85, GGM14]. They focused on the existing
fundamental limitation within anonymous credentials, such as the DAA portion of the
TPM specification [BCCO04]. It means that the anonymous credential systems still
require, in almost all cases, a central trusted party, such as a platform system-on-
chip (SoC) manufacturer, to issue the attestations. Therefore, such a trusted party is
potentially a single point of failure and an obvious target for compromise, both of which

can seriously damage the reliability of the credential systems.
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To address this limitation, they proposed a protocol for building a fully decentralized
anonymous credential system utilizing a distributed public append-only ledger (a per-
missionless blockchain) and modern cryptography techniques such as zero-knowledge
proofs, Pedersen commitments [Ped91], and accumulators [CL0O2b] under the Strong
RSA assumption. In their proposed protocol, MintCred() “mints” a credential among
the ledger, and the generated credentials no longer rely on a single point trusted party;
thus, it eliminates the limitation. Their approach is sophisticated from a mathematical
perspective; however, it has performance limitations [Ros+23].

They also addressed mitigating Sybil-attack as an application utilizing their ap-
proach. The idea is to use k-show anonymous credentials and allow an entity to obtain
them only a limited number of times within a given period. Thus, unexpected cloned
credentials can be identified and revoked when the k-use threshold is exceeded. This
threshold approach works for some scenarios but is limited, unlike the other approach by
CanDID [Mar+21], which introduced a master credential that each user can obtain only

one and associates with the existing real identity for making the system Sybil-resistant.

2.4 Self-Sovereign Digital Identity (SSI)

Christopher Allen published his blog article entitled “The Path to Self-Sovereign Iden-
tity” in 2016 [All16]. It presented the evolution of digital identity from Phase 1: Cen-
tralized Identity, Phase 2: Federated Identity, Phase 3: User-Centric Identity through

Phase 4: Self-Sovereign Identity, followed by his definition of SSI with the ten principles:

1. Existence. Users must have an independent existence.

2. Control. Users must control their identities.

Access. Users must have access to their own data.

Transparency. Systems and algorithms must be transparent.
Persistence. Identities must be long-lived.

Portability. Information and services about identity must be transportable.
Interoperability. Identities should be as widely usable as possible.

Consent. Users must agree to the use of their identity.

© »®» N e R W

Minimalization. Disclosure of claims must be minimized.
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10. Protection. The rights of users must be protected.

As David Chaum proposed in 1985, the motivation toward Self-Sovereign Identity
(SSI) described by Christopher Allen has been encouraging many researchers to create
and establish proper SSI systems preserving privacy from various perspectives [DA18,
DGP18, TA19, FCO19, KE20]. Some research addressed if the ten principles express
all the principles that may describe the essentials of SSI [SP18, SNE19]; however, they
have still been treated as foundational principles.

Figure 1.1 illustrates an SSI solution architecture in my interpretation. In the fig-
ure, VC is a verifiable credential, and DC is a derived credential. There are several SSI
implementations, such as uPort and Sovrin [PFS20, Win21]. In addition, some exper-
imental research and prototypes in the tech industry support governmental agencies’
interests [Gom19, Seul9]. Through such activities, including the efforts on verifiable
credentials [W3C22b, W3C24] and DIDs [W3C22a] by W3C, there has been becoming a
common structure and primary role involved in exchanging verifiable credentials among
an issuer, a holder (a natural person — a prover), and a verifier.

Frederico Schardong et al. [SC22|, Yirui Bai et al. [Bai+22|, and Evan Krul et al.
[Kru+24] independently surveyed research addressing SSI. Their papers, especially the
SoK paper by Evan Krul et al., are comprehensive, and the SoK paper provides a
framework for future SSI research and development [Kru+24]. Further, there are a
few more interesting research papers that approach SSI. Let me explain those in the

following subsections.

2.4.1 Extended Principles

Some research addressed whether the ten principles express all principles that may de-
scribe the essentials of SSI. Quinten Stokkink et al. proposed to add another principle
Provable [SP18]. Md Sadek Ferdous et al. presented five taxonomies and 17 principles
under the taxonomies of classes derived from the ten principles in his comprehensive
survey [FCO19]. Abylay Satybaldy et al. proposed to add Usability in their SSI eval-
uation framework, which also refers to the ten principles as a comprehensive spectrum
of SSI requirements [SNE19].

Spela Cucko et al. reached all other such papers that addressed SSI and its properties
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[Cué+22]. They classified the 18 SSI properties in their definition into the final set of (i)
Controllability, (ii) Privacy, (iii) Security, (iv) Usability and User Experience (UX), and
(v) Adoption and Sustainability. In their analysis, Security and Protection, Verifiability
and Authenticity, Privacy and Minimal Disclosure, and Ownership and Control among

the 18 SSI properties are considered as being mandatory.

2.4.2 Building Blocks and Blockchain Technology

Many pieces of research addressed how to build SSI systems; essential components
[Miith+18], design patterns [Liu+20], and needs of, how to utilize, or if it requires
blockchain technology [SP18, GMM18, Bok+19, HK19, PFS20, KE20, MTC21]. Two
of these researches concluded that a blockchain was not mandated. However, they still
recognize that blockchain technology is a good foundation to build an SSI system and

indicated that some specific requirements would require further extra efforts to fill in

gaps.

2.4.3 SSI Systems with Mobile Devices

There are several SSI implementations such as uPort and Sovrin [PFS20, Win21]. Also,
some experimental research and prototypes in the tech industry support governmental
agencies’ interests [Seul9, Boy21]. Through such activities, including W3C’s efforts
on verifiable credentials and DIDs [W3C22b, W3C22a|, there has been becoming a
common structure and primary roles involved in exchanging verifiable credentials among
an issuer, a holder (a natural person), and a verifier.

Figure 1.1 illustrates the proposed SSI solution architecture in my interpretation.
An issuer issues a verifiable credential (VC in the figure) for the holder. To minimize
disclosure, they may have a derived credential (DC in the figure) for presentation.
A verifier may verify with the received derived credential per a request. Blockchain
technology can be a verifiable data registry in the proposed structure.

I put a mobile phone next to the user in the figure because some SSI implementations
provide a mobile app, such as a wallet app, for the use with their SSI systems. To the
best of our knowledge, however, such mobile apps never play their roles in utilizing

hardware-assisted security features of the mobile device. Kalman C. Torh and Alan
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Anderson-Priddy addressed using users’ mobile devices as a digital identity for each
of them [TA19]; however, they have not mentioned opportunities for hardware-backed
attestations. The survey papers place less emphasis on SSI research utilizing mobile

devices and hardware-assisted security.

2.4.4 SSI Systems Utilizing Zero-Knowledge Proofs

The SoK paper covers some SSI research that utilizes zero-knowledge proofs (ZKP)
of knowledge for signature [Kru+24]. The recent effort by Mohameden Dieye et al.
[Die+23] demonstrated an interesting approach utilizing ZKP and automorphism in
their SSI. These SSI research do not address Sybil-resistant.

Michael Rosenberg et al. addressed anonymous credentials [Ros+23| inspired by
their previous work [GGM14]. They uniquely proposed zk—creds utilizing zero-knowledge
succinct non-interactive argument of knowledge (zk-SNARKS) to improve their earlier
works from various perspectives. They approached Sybil-resistance and proposed to use
email address and Domain Keys Identified Mail (DKIM) Signatures'?; however, people
may have multiple email addresses, and their approach does not meet a high assurance

level for Sybil-resistance.

2.4.5 Recent Related Work Addressing Sybil-Resistant SSI

There have recently been current and independent works that address Sybil-resistant
SSI [Cri+24, Rab+24]. Table 2.1 compares related works addressing Sybil-resistant SSI.
Elizabeth Crites et al. propose Sybil-Resilient Anonymous (SyRA) signatures [Cri+24].
They also address the conflicting requirements of Sybil-resilience (resistance) vs. anonymity
and propose a novel scheme utilizing verifiable random functions (VRFs) in the Uni-
versal Composition (UC) setting. It must also be a state-of-the-art approach, and their
definition of Sybil-resistance is identical to mine: the pair of real identity and context
is unique. Their construction, however, forces each signature (identity proof) to leak a
unique pseudonym so that the person cannot change their pseudonym within the same

context, hence “linkable” by the pseudonym.

Yhttps://datatracker.ietf.org/doc/html/rfc6376
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Reyhaneh Rabaninejad et al. propose attribute-based threshold issuance anonymous
counting tokens (tACT) and its application to Sybil-resistant SSI [Rab+24]. They refer
to CanDID [Mar+21], where unlinkability breaks in the presence of a single malicious
issuer, and it achieves better performance with tACT to avoid resource-intensive MPC
in their description. They keep assuming the distributed committee of trusted nodes.

Compared to the other research [GGM14, Mar+21, Ros+23, Cri+24, Rab+24], the
proposed scheme in this thesis achieves a higher level of assurance for Sybil-resistance,
pragmatic performance in logarithmic order for identifying and verifying an expected
credential, and under weaker assumptions and no-requiring distributed committee of
trusted nodes nor AESPs for verifiers, in decentralized anonymous credential systems

satisfying Sybil-resistance and unlinkability across programs and credentials (Table 2.1).
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Chapter 3

Preliminaries

3.1 Attested Execution Secure Processors (AESPs)

Among numerous implementations and researches addressing hardware-assisted secu-
rity, including how to realize [CLD16] and how to utilize [San+14], Rafael Pass, Elaine
Shi, and Florian Tramer uniquely addressed hardware-assisted security, secure proces-
sors, in a formal fashion [PST17]. In their words, trusted hardware is commonly believed
to provide a very powerful abstraction for building secure systems. They approached
formalizing the attested execution abstraction and retrieved the formal modeling of a
broad class of attested execution secure processors (AESPs), G... from the common
belief. Also, they successfully demonstrated an additional observation regarding com-

posable two-party computation with attested execution processors.

3.1.1 The Formal Modeling of AESPs: (...

According to their efforts, the attested execution abstraction enables the following:

e A platform equipped with an attested execution processor can send a program and
inputs, denoted (prog, inp), to its local secure processor. The secure processor
executes the program over the inputs and computes outp := prog(inp). The
secure processor then signs the tuple (prog,outp) with a secret signing key to
obtain a digital signature o,;, which is commonly referred to as an “attestation,”

and this entire execution is referred to as an “attested execution.”

23
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e The program’s execution is conducted in a sandboxed environment, an enclave, in
other words, in the sense that a software adversary and/or a physical adversary
cannot tamper with the execution or inspect data that lives inside the enclave.

This is important for realizing privacy-preserving applications!.

They had some options to choose at the abstraction level, such as whether the secure
processor provides a trusted clock and/or implements anonymous or non-anonymous
attestation. In their consideration, they first described a basis, namely anonymous
attestation without trusted clocks, and I follow that abstraction called U....

The ideal functionality G... captures the core abstraction a broad class of AESPs,
such as Intel SGX2, intend to provide. ... is parametrized with a signature scheme
>} and also a registry reg that is meant to capture all the platforms equipped with an
AESP. Here, the signature scheme ¥ assumes EUF-CMA (Existential Unforgeability
under Chosen Message Attack), and the registry reg is treated as a static registry
for simplicity in the research. ... consists of the initialization function to generate a
manufacturer public key and secret key pair denoted (mpk,msk), public query interface
getpk(), and stateful enclave operations of Install() and Resume(), which realize the
anonymous attestation capability. A platform P that is in the registry reg may invoke

those enclave operations.

initialization: Y.KeyGen(1*) — (mpk, msk), T' = 0.

public query interface: getpk() from some P: send mpk to P.

local interface — install an enclave: Install(idz, prog) from some P € reg: if P
is honest, assert idr = sid, ... generate a nonce for a fresh enclave identifier

eid € {0,1}*, store T'[eid, P] := (idx, prog, 0), and send eid to P.

local interface — resume an enclave: Resume(eid, inp) from P € reg: resuming

the execution of an existing enclave with inputs inp. First, let (idz, prog, mem) :=

In their example about this capability, a secure channel with a secure processor residing on a
remote server can be established with a public key of the secure processor by a remote client, and the
server cannot eavesdrop on the contents, nor can it tamper with the communication while messages
are passed through the intermediary server.

2https://www.intel.com/content/www/us/en/architecture-and-technology/
software-guard-extensions.html
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Teid, P], and abort if not found. Second, U... executes the prog over the inputs
inp, namely let (outp,mem) := prog(inp,mem) and obtains an output outp, and
update T'[eid, P] := (idx, prog,mem). U... would then sign the prog together with
outp as well as additional metadata, namely let o, := 3. Sig, ., (idz, eid, prog, outp),

and return both outp and the resulting anonymous attestation o,; to P.

The initialization function is executed at most once, while other functions, getpk(),
Install(), and Resume() are denoted as reentrant activation points. That means differ-
ent programs {prog};—1. ., can be installed and resumed independently in theory (e.g.,
Figure 4.1). Here, the limits of how many programs are not determined. The enclave
program prog may be probabilistic and this is important for privacy-preserving appli-
cations. Enclave program outputs are included in an anonymous attestation o,;. For
honest parties, the functionality verifies that installed enclaves are parametrized by the
session id sid of the protocol issuance.

There are some notable characteristics that I need to describe here as a part of the

preliminaries as follows:

Registry. 0... is parameterized with a registry reg that is meant to capture all the
platforms equipped with an AESP. For simplicity, this thesis considers a static

registry reg the same as their original paper.

Stateful enclave operations. A platform P that is in the registry reg may invoke
enclave operations of Install() and Resume(). Each installed enclave program can
be resumed multiple times, and the enclave operations store state as a result
across multiple invocations. This stateful property is related to the description

above about the characteristics of the reentrant activation points.

Anonymous attestation. Hardware-assisted secure processors such as SGX rely on
group signatures and other anonymous credential techniques to offer “anonymous
attestation,” allowing a user to verify that the attestation is produced by some
attested execution processors without identifying which one. G... functionality
has a manufacturer public key and secret key pair denoted (mpk,msk), and is
parametrized by the signature scheme Y. When an enclave operation is invoked,

U... signs any output to be attested with msk, say o, using the signature scheme
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Y. At the same time, §... provides the manufacture public key mpk to any party
upon query. Let us assume that a secret key distribution channel exists to dis-
tribute msk in this model, and any party can verify an anonymous attestation

signed by G....

Globally shared functionality. U... functionality essentially captures all attested
execution processors in the world by definition. Further, let us note that ¢...
is globally shared by all users, all applications, and all protocols. In particu-
lar, rather than generating a different (mpk,msk) pair for each different protocol

instance, the same (mpk, msk) pair is globally shared.

The characteristics described above show that the global sharing of the key pair can
be an attack target as a potential vulnerability. I will address a plan for resolution as

the future direction in Section 6.2.1.

3.2 Signature Scheme and Efficient Protocols

Jan Camenisch and Anna Lysyanskaya proposed a signature scheme with efficient pro-
tocols (CL signature scheme) [CLO02a]. They intended to create a pragmatic signature
scheme for real-world applications such as credential systems and proposed a basic
signature scheme, the scheme for blocks of messages, and protocols for the signature
scheme, including one for signing a committed value and one for on blocks of messages.

They provided a zero-knowledge proof of knowledge protocol for showing that a
committed value is a signature on another committed value. These characteristics are
well designed for signing and verifying credentials for presentations derived from the
original credentials without unveiling claims, namely with zero knowledge. The CL
signature scheme was referred to by the W3C specification [W3C22b] since v1.0 for
implementers who want to extend verifiable credentials and verifiable presentations to
support zero-knowledge proof systems; although, details are omitted.

Jan Camenisch and Anna Lysyanskaya also approached utilizing bilinear maps for
efficiency (CL+ signature scheme) [CL04] and addressed in their paper that Dan Boneh,
Xavier Boyen, and Hovav Shacham made another effort independently under the strong

Diffie-Hellman (¢-SDH) assumption (BBS signature scheme) [BBS04], unlike the CL
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signature scheme is under the Strong RSA assumption. Man Ho Au, Willy Susilo,
and Yi Mu then presented the detailed construction to adopt the ideas of CL/CL+
signature schemes over the effort by Dan Boneh, Xavier Boyen, and Hovav Shacham,
called BBS+ signature scheme [ASMO6].

The recent W3C revisions such as v1.1 and the candidate recommendation draft
for v2.0 [W3C24] touch upon the BBS+ signature scheme still without details, but as
mentioned earlier, standardization bodies such as IETF and DIF have recently focused
on it very proactively to enable verifiers to verify derived credentials without knowing
the origin and claims inside by utilizing proof of knowledge of signatures on those derived
credentials [Kal22, Loo+23|. Dan Yamamoto, Yuji Suga, and Kazue Sako successfully

formalized linked-data based verifiable credentials for selective disclosure [YSS22].

3.2.1 Verifiable Credentials and CL / BBS+ Signature Scheme

Verifiable credentials consist of metadata, claims, and proof by definition in the specifi-
cations. Both metadata and claims can be treated as a collection of messages, and they
can be described if the CL signature scheme is utilized for proof: choosing a special

RSA modulus with safe primes®

. Their basic signature scheme consists of key gener-
ation, signing, and verification algorithms under the determined message space range.
On input 1*, a chosen special RSA modulus n = pg where both p and ¢ are safe primes,
and chosen a,b,c¢ € QR,, output PK = (n,a,b,c), and SK = p, where QR,, C Z is
denoted that the set of quadratic residues modulo n, i.e., elements a € Z; such that

Jb € Z such that b*> = a mod n. Then, on input m, the signing algorithm computes

the value v of a signature (e, s,v) such that
v® = a"b’c mod n (3.1)

where e is a prime number of length ¢, > /,, + 2, and s is a random number of
length ¢; = ¢, + ¢, + [. (I is a security parameter.) The verification algorithm verifies
that the tuple (e, s,v) is a signature on message m in the message space, check that

€ —=

v a™b’c mod n, and check if e is within the message space range. The CL signature

3A prime number p is called a safe prime if p = 2p’ + 1 such that p’ is also a prime number. The
corresponding number p’ is known as a Sophie Germain prime [CL02a].
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scheme includes a straightforward extension to support signing a block of messages,

and it is represented below

ve=ai"tay? .. .a} b e mod n (3.2)
where ay, as,...,ar,b,c € QR,, output PK = (n,aq,as,...,ar,b,c) on input of a block
of messages (my, ma,...,my), and the tuple (e, s,v) is a signature.

The BBS+ signature scheme also consists of key generation, signing, and verification
algorithms supporting signing a block of messages as well as efficient protocols for
signing a committed block of messages and for proof of knowledge of a signature. Let
(G1,Gs2) be a bilinear group pair of some prime order p. Let e : G; x Gy — Gr be
a computable bilinear paring function. Selected gy, g,,...,9;,,; € Gi and hy € Gy are
generators of Gy and Gy, respectively. A secret key v €r Z,, is randomly chosen, and
the corresponding public key is w = hj. Then, on input (mq,ms,...,mp) € Zﬁ, the

signing algorithm chooses t, a random number s, and computes

1

A= |qgig gy gpt] ™ (3:3)

where (A, t,s) is a signature on the input block message. To verify a signature (A, t, s)

on the message block, the signature verification algorithm checks if

e(A,why) = (909795 95 - - - 9111 o). (3.4)

Because of flexibility, efficiency, and recent many use in the tech industry, I am

going to utilize the BBS+ signature scheme in this thesis.

3.2.2 Proof of Knowledge of a Signature

In both the CL signature scheme and the BBS+ signature scheme, one of the most
efficient and useful protocols is the protocol for “Proof of Knowledge (PoK) of a Sig-
nature,” so-called SPK. They both define a protocol of signing committed block of
messages as described. By utilizing it, SPK enables various use cases for credential

systems such as for Enhanced Privacy ID [BL09] as well as the recently focused scenario
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of selective disclosure in digital identity systems [YSS22, Loo+23] for proof possession

of the original signature without disclosing value of each attribute.

In case of the BBS+ signature scheme, a user possessing a signature (A, ¢, s) with

the block of messages (mq,...,my) can be proven as

SPK{(A,t,s,mq,...,mp) : A7 = gog795" 95" ... 91"}y }(M) (3.5)

r1 T2

by first computing the following quantities: A; = ¢i'¢5?, and Ay = Agy' for some
randomly generated 71,7y €r Zy, where M € {0,1}* (any text string). In the following
computation described in [ASMO06],

H5 . SPK{(Tl,T2,51,52,t,S,m1,...,mL) .

Ay w)
Ay = giigp A AL = ghgie p S2) 3.6
1 =91 92 1= 91 92 e(g1, o) (3.6)

e(Az, ho) " e(ga, w)™ e(ga, ho)* e(g1, ho)* e(ga, ho)™ - - -e(gri1, ho)mL}(M)

where §; = rit and 0y = rot. It indicates that a signature does not have to be disclosed
and only a message consisting of public parameters is disclosed, then SPK enables
proving possession of the signature by a non-interactive honest-verifier zero-knowledge

proof-of-knowledge protocol with special soundness.

3.2.3 Proofs of Equality about Discrete Logarithms

The similarity of such proof of knowledge of a signature encourages the use of “Proof
of Knowledge of Discrete Logarithms” and “Proof of Knowledge of Equality” [CM99,
CS03, BLO7]. A proof of equality of discrete logarithms of two group elements y;,y2 € G
to the bases z1, 29 € G, respectively, is denoted PK{(a) : 11 = 2{ A yo = z5}. Such
protocol can also be used to prove that the discrete logarithms of two group elements
y1 € G71 and yo € Gy to the bases z; € Gy and 25 € G, respectively in two different
groups GG; and G are equal. In nature, Pedersen commitments [Ped91] can also be

adapted to the proof of equality.



30 CHAPTER 3. PRELIMINARIES

3.2.4 Notation to Represent a Transcript

Lastly, as a part of the preliminaries in this section, let us denote

WSPK(U; 5) (37)

to represent a transcript that a user possessing signatures of ¢ and ¢ with the same block
of a message, where 0 = (As, t, s) is randomly represented differently from o = (A, t, s)
based on the scheme as described in Section 3.2.2.

Also, let us denote a proof of equality about discrete logarithms if the same witness
appears in equations,

Teg(a;d = @) (3.8)

to represent a transcript, PK{(a) : @ = ¢ Aa@’ = ¢5}, the result of a proof of equality

about discrete logarithms as described in Section 3.2.3.

3.3 “One-Out-of-Many Proofs” >-Protocol

Jens Groth and Markulf Kohlweiss proposed a 3-move public coin special honest verifier
zero-knowledge proof, a Sigma-protocol, for a list of commitments having at least one
commitment that opens to 0 [GK15]. It is not required for a prover to know openings of
the other commitments. They propose an application to utilize their Sigma-protocol as
a (linkable) ad-hoc group identification scheme where the users have public keys that
are commitments and demonstrate knowledge of an opening for one of the commitments
to unlinkably identify themselves (once) as belonging to the group. They also propose
to utilize the Sigma-protocol for an efficient proof of membership of a secret committed
value u belonging to a public list £ = {A1,..., Ay}, not limited for a prover to find a
commitment that opens to 0.

Jens Groth and Markulf Kohlweiss described that a Y-protocol should be complete,
sound, and zero-knowledge. Y-protocols are widely used, especially in the construc-
tion of non-interactive zero-knowledge proofs in nature. I will utilize the one-out-of-
many proofs Y-protocol in my proposal; thus, let me further describe the foundation of

their contributions as a part of the preliminaries.
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They consider statements consisting of N commitments ¢, . .., cy_1, and the prover’s
claim is that they know an opening of one of the commitments ¢, to the value 0. They
demonstrated as one of their main contributions that such a statement has logarithmic
communication complexity. Their construction works for any additively homomorphic
non-interactive commitment schemes such as Pedersen commitments [Ped91] over Z,,
where ¢ is a large prime. Those commitment schemes specify a commitment key ck,
which in the case of Pedersen commitments specifies a prime-order group G and two
group elements g, h. Given a value m € Z, and a randomness r € Z,;, a Pedersen
commitment is computed as ¢ = ¢"™h". Given a commitment key ck and a statement of
the form (cg,...,cy_1), the prover who knows an opening (0,r) of one of the commit-
ments ¢, = Comg,(m;7) with m = 0 can use the one-out-of-many proofs ¥-Protocol to
convince the verifier of having this knowledge. It has perfect completeness, (log N + 1)-
special soundness, and special honest verifier zero-knowledge such that given a challenge
x from the verifier, it is possible to simulate a transcript without knowing an opening
of any of the commitments.

I plan to utilize the characteristics of the one-out-of-many proofs ¥-protocol for a
holder (user) and a verifier to communicate and for the verifier to identify and accept
the user’s derived credentials without sharing any secrets in SSI under a permissionless
blockchain. To utilize their X-protocol, I also assume to use Pedersen commitments for
identifiers anonymity. In the following subsection, I describe some key definitions and

a theorem for my proposals as preliminaries.

3.3.1 Definitions and the Theorem

In their notation, and I will follow*, a non-interactive commitment scheme is a pair of
probabilistic polynomial time algorithm (K, Com). The setup algorithm ck < k(1)
generates a commitment key ck. The commitment key specifies a message space M,
a randomness space R, and a commitment space C.. The commitment algorithm
combined with the commitment key specifies a function Comg; : My X R — Cer.

Given a message m € M,y the sender picks uniformly at random r <— R, and computes

4The key generator is specified as G in the original paper by Jens Groth and Markulf Kohlweiss,
but this thesis describes it as K because of a conflict with a notation in the other paper by Rafael Pass
et al. which is also refereed to by this thesis.
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the commitment ¢ = Come,(m : 7).

Definition 3.1 (Hiding). A non-interactive commitment scheme (K, Com) is hiding if
a commitment does not reveal the value. For all probabilistic polynomial time stateful

adversaries A,

‘Pr [A(c) =b ‘ ck <+ K(1Y); (mg, my) < A(ck);
1 (3.9)
b {0,1};c comck<mb)} - 5‘ < negl()\)

where A outputs mg, my; € M. If the probability is exactly %, they say the commitment

scheme is perfectly hiding.

Definition 3.2 (Binding). A non-interactive commitment scheme (IKC, Com) is binding
if a commitment can only be opened to one value. For all probabilistic polynomial time

adversaries A,

Pr{mg # miA Comyy (mg; 1) = Comgy, (mq;77) ‘
(3.10)
ck = K(1%); (mo, ro,my, 1) = A(ck)} < negl(\)

where A outputs mg,m; € My, and ro, 71 € Rep. If the probability is exactly 0, they

say the commitment scheme is perfectly binding.

They assume the existence of a probabilistic polynomial time setup algorithm IC that
generates a common reference string ck for a homomorphic non-interactive commitment
scheme. They call w a witness for a statement u if (ck,u,w) € R, a polynomial time

decidable ternary relation. Then, they define the CRS-dependent language
Lo ={u| Jw: (ck,u,w) € R} (3.11)

as the set of statements u that have a witness w in the relation R.
A Y-protocol for R is a triple of probabilistic polynomial time stateful interactive
algorithms (I, P, V). The following run of a 3-protocol describes the interaction of the

algorithms

ck + K(1*): Generate the common reference string.
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a < P(ck,u,w): The prover generates an initial message a.

x + {0,1}*: A challenge z is chosen uniformly at random by the verifier.

z <= P(z): The prover responds to the challenge z.

b < V(ck,u,a,x,z): The verifier returns 1 if accepting; otherwise, returns 0.

The triple (K, P, V) is called a X-protocol for R if it is complete, special sound, and

special honest verifier zero-knowledge as defined below:

Definition 3.3 (Completeness). (I, P, V) is complete if for all probabilistic polynomial

time adversaries A,

Pr [V(ck,u,a,x,z) =1 ck + K(1%); (u,w) < A(ck);
(3.12)
a + P(ck,u,w); x + {0,1}*; 2 + P(:c)} - 1‘ < negl(\)

where A outputs (u,w) such that (ck,u,w) € R. If the probability is exactly 0, they say

the commitment scheme is perfectly complete.

Definition 3.4 (n-Special soundness). (IC,P,V) is n-special sound if there is an effi-
cient extraction algorithm X that can compute the witness given n accepting transcripts
with the same initial message. Formally, for all probabilistic polynomial time adver-

saries A,

‘ Pr[(ck:,u, w) € R | ck <+ K(17); (u,a,x1, 21, ..., 2T, 2n) + Alck);
(3.13)
w X (ck,u,a,x1,2,... ,xn,zn)} — 1‘ < negl(\)

where A outputs distinct z1,...,x, € {0,1}* and for all i € {1,...,n} the transcript

is accepting, i.e., V(ck,u,a,a;, z;) = 1.

Definition 3.5 (Special honest verifier zero-knowledge (SHVZK)). (IC,P,V) is special

honest verifier zero-knowledge if there exists a probabilistic polynomial time simulator
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S such that for all interactive probabilistic polynomial time adversaries A,

‘Pr [.A(a,z) =1 ‘ ck <+ K(17); (u,w,a:)(—A(ck:);a(—P(ck,u,w);z(—P(m)]
—Pr [.A(a, z)=1 ‘ ck < IKC(17); (u, w, x) < A(ck); (a, 2) < S(ck, u, x)] ’ < negl(\)
(3.14)

where A outputs (u,w,x) such that (ck,u,w) € R and x € {0,1}*. The %-protocol
is said to be perfect special honest verifier zero-knowledge if the two probabilities are

exactly equal to each other.

Definition 3.6 (Witness-indistinguishability). (IC, P, V) is witness indistinguishable if

for all interactive polynomial adversaries A,

Pr [A(z) —b ‘ ck — K(1); (u, wo, wr) + A(ck); b+ {0,1};
h (3.15)
a < P(ck,u,wp);x  Ala); z 73(:1:)} — 5‘ < negl(\)

where A oulputs (u,wy,wy) such that (ck,u,wy) € R and (ck,u,w;) € R and © €
{0,1}*. The -protocol is perfectly witness-indistinguishable if the probability is exactly
half.

A well-known example of a Y-protocol for knowledge of a committed value being
0 or 1 supposes that ck is a commitment key for a homomorphic commitment scheme
and R is the relation consisting of commitments to 0 or 1, with the witnesses being

opening of the commitment, i.e.,
R ={(ck,c,(m,r)) | ¢ = Comg,(m;r) where m € {0,1} and r € Z, }. (3.16)

It can be extended for the one-out-of-many proofs X-protocol for knowledge of one out

of N commitments cg,...,cy_1 being a commitment to 0 with the relation,

R:{(Cka (COa"-acN—l)7(£>T)) ‘
Viic,€ Loy NI €{0,....N—1} ANr€Zy N czzComck(O;r)}.

(3.17)

The one-out-of-many proofs X-Protocol (IC, P, V) for R with K being the key generation
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algorithm for the commitment scheme, P(ck, (co,...,cn-1), (¢, 7)), and V(ck, (co, ..., cn-1)),

running on ck < K(1*), co,...,en—1 € L, I € {0,...,N — 1} and r € Z, such that

¢ = Com (05 7).

Theorem 3.1 (Theorem 3 originally proposed by Jens Groth and Markulf Kohlweiss
[GK15]). The Jens Groth and Markulf Kohlweiss Y-protocol for “One-Out-of-Many
Proofs” for knowledge of one out of N commitments opening to 0 is perfectly complete.
It is (n+ 1)-special sound if the commitment scheme is binding. It is perfect special

honest verifier zero-knowledge if the commitment scheme is perfectly hiding.

3.3.2 One-Out-of-Many Proofs for Commitments Containing

a Value

The one-out-of-many proofs Y-protocol can be used for membership proof. Given a
commitment ¢ and a set of values A, ..., Ay_1, they wanted to prove that they know
an opening of the commitment ¢ to a value u, one of the values A\;. This can be
done based on the characteristics of additively homomorphic encryption by defining
co = c- Comek(Ng — Ap;70), ...y en—1 = ¢ - Comep(An—1 — Ag; 7v—1) and proving there is

a ¢y with an opening to 0.

3.3.3 Notation to Represent a Transcript

Lastly, as a part of the preliminaries in this section, let us denote

Tooom (Ae € Cer) (3.18)

to represent a transcript, the result of the zero-knowledge membership proof utilizing
“One-Out-of-Many Proofs” Y-protocol of the triple (K, P, V), where the commitment
algorithm combined with the commitment key specifies a function Comg, : M X

Rer — Cop, the witness relation

R= {(ck, ¢, (m,r)) } ¢ = Comg(m;r) where m € My, and r € Zq}, (3.19)
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m € Mg = {Xo,...,Av_1}, the sender picks uniformly at random r < R, and

computes the commitment ¢ = Come(m : 7).



Chapter 4

AESP-Based Sybil-Resistant SSI

Architecture and System Protocols

4.1 Architecture and Protocols Overview

I propose an architecture and system protocols to build a flexible, efficient, and secure
self-sovereign identity (SSI) system by utilizing the formal abstraction of attested execu-
tion secure processors (AESPs) along with permissionless blockchain technology. Also,

I propose a design and construction for realizing a secure SSI to support Sybil-resistance

based on the AESP-based SSI architecture.

4.1.1 Architecture

Figure 4.1 illustrates an overview of the architecture and how the basic AESP enclave

operations of Install() and Resume() are integrated into the proposed architecture.
Overview of the main ideas are below:

e A person has a mobile device equipped with an AESP, complying with the pro-
posed AESP-based SSI architecture, which needs to be set up to make their device
a self-sovereign identity holder. This setup operation includes a device key pair

(mpk, msk) generation.

e The person may install programs, prog,_, . by Install() for enabling the device

-----
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Figure 4.1: Overview: The Proposed Architecture and the AESP Enclave Operations

SSI-operations capable such as creating derived credentials. For example, a prog
is designed and implemented for minimizing disclosure of their original, verifiable
credentials, less than 18 years old in particular. Once installed, eid is assigned

for identifying the program prog to be executed by Resume().

The person may ask authorities (Issuer) such as a governmental agency, a univer-
sity, or other service providers to issue a verifiable credential consisting of claims

and proof 7 for each claim.

Once the installed program is executed by Resume(), and the AESP digitally

signs an output outp to prove that the program has been executed on the specific

AESP, and signed signature is attached with the output as a proof, o,;. Before

generating a derived credential, they should be allowed to produce a pairwise

pseudonym for each entity F; thus, their identity is to be represented with a key
E

pair (pk, skZ). For simplicity, I will describe such a key pair like (pk;, sk;;) in
this thesis.
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e Such verifiable credentials or derived credentials signed by the AESP with each

proof are registered to a permissionless blockchain system as a repository.

e Verifiers may utilize the signed credentials with a corresponding proof for each
credential to verify whether the person is requesting to subscribe and use services

provided by the verifiers.

In this proposal, the owner of a mobile device equipped with an AESP is the person
who may represent their self-sovereign identity. Because of utilizing AESPs, compu-
tation for preserving privacy can securely be executed within a device. In addition,
verifiers may identify if the holder is the same person or not since the proof is attested
by the holder’s device equipped with an AESP. It means that MPC requiring a com-
mittee of trusted parties is not required, and permissionless blockchains can efficiently

be utilized for openness.

4.1.2 Derived Credentials and Sybil-Resistance

Because of various needs, the proposed SSI architecture allows people to create programs
for issuing derived credentials to meet different requirements. For example, some service
providers need to verify if customers are not younger than 18 years old but do not need to
know their birthdays. Some agencies need to verify if applicants are formally registered
as residents in the city but do not need any other claims. For infinite varieties of needs
to utilize derived credentials for presentation, which allows minimizing disclosure, and
the programmable architecture allows users to choose appropriate prog for their needs.
Those programs for the proposed SSI architecture must be public and open source for

anyone to verify.

Sybil-Resistant Derived Credentials

Unlike CanDID, the AESP-based SSI architecture does not assume generating the mas-
ter credential, an interim credential designed to support the deduplication of identities
for satisfying Sybil-resistance. An AESP is a unique entity capable of secure compu-
tation within a local processor. The equipped AESP may embed an encrypted link

for derived credentials with a natural person by their key pair (pk;, sk ). Figure 4.2
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illustrates the relationship among real identities Z, Sybil-resistant credentials C, and
derived credentials some of which are Sybil-resistant; let us call Sybil-resistant derived

credentials D.

Derived creds

Sybil-resistant Sybil-resistant creds C  Real identities Z
derived creds D

Figure 4.2: Sybil-resistant derived credentials and the injective map ¢ : D — C

Programs requiring to manage credentials that meet the Sybil-resistance require-
ment should implement a function identification mapper 1) that creates and maintains
the injective map: D — C. AESPs may install and execute programs capable of treat-
ing the functionality of ¢ securely. Section 4.2 with Figure 4.5 will describe the detailed

protocol for creating Sybil-resistant derived credentials.

4.2 Protocols in Detail

The proposed SSI architecture defines and provides some primitive protocols as de-
scribed in Figure 4.3, 4.4, 4.5, and 4.6. The scheme assumes EUF-CMA (Existential
Unforgeability under Chosen Message Attack) signature scheme 3 and IND-CCA (Indis-
tinguishability under Chosen Ciphertext Attack) encryption algorithm {Gen, Enc, Dec}.
Further, the scheme assumes all AESP-equipped devices share mpk and msk as deter-

mined in the Rafael Pass, Elaine Shi, and Florian Tramer’s works [PST17].

Definition 4.1 (A mobile device equipped with G...). The ideal functionality of attested
execution secure processors (AESPs) is denoted by G..., and let us assume that every

natural person’s mobile device who needs a secure SSI is equipped with G.. ..

Definition 4.2 (A set of secure SSI system protocols). A set of protocols 11 is said to
be secure SSI system protocols if and only if it satisfies Sybil-resistance, Unforgeability,

Privacy — credential-issuance and verification, and Unlinkability.
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Theorem 4.1 (The AESP-based secure SSI system protocols). Assuming that nat-
ural persons own their mobile devices equipped with G... and standard computational
assumptions, a set of protocols 119+ shown in Figure 4.3, 4.4, 4.5, and 4.6 realizes a

secure SSI system protocols.

The protocol T19 consists of three types of functionality: foundation (Figure 4.3),
issuance (Figure 4.4 and 4.5), and verification (Figure 4.6). The functionality for foun-
dation mainly consists of the ideal abstraction of AESPs — the ideal functionality G....
Namely, 19 includes the enclave operations of U..., such as Install() and Resume() as
well as for set-up, in addition to II specific primitives such as for setup, and credentials

issuance and verification.

AESP-based secure SSI system protocols — 119 : Foundation

The core abstraction of AESPs — the ideal functionality .. .:

e Setup(1?) — (mpk,msk).
1: gatt.KeyGen(l*); // for generating a key pair.

28 (G getpk(). // for receiving the key pair from some platform P.

e Install(prog) — eid.  // for installing a program to enclave.
1. §... asserts if P is honest;
2: ... generates a nonce eid € {0,1}*, stores the program prog, and sends
eid to P.
e Resume(eid, inp) — (outp, op).
1: ... checks if the program prog associated eid exists, abort if not found;
2:  U,... executes prog and generates output outp;

3: U... generates a signature op; by 3.Sig,..(eid, prog, outp), and sends
(outp, o) to P.

o KeyGen(1%) — (pkZ, skE).
1: An AESP generates a user’s key pair (pk#, sk’ ), a pseudonym for each
Entity. For simplicity, let us omit E in the following descriptions.

Figure 4.3: AESP-based SSI System Protocols I1% : Foundation
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Figure 4.4 illustrate two issuance function in II%t. Omne of the issuance func-
tions is for legacy compatibility followed by the same functionality defined by CanDID
[Mar+21], and the other is the main proposal to support creating derived credentials
by AESPs, accessing the oracle G.... II% provides flexibility by allowing a natural

person to choose and install programs prog for various needs.

AESP-based secure SSI system protocols — I1% : Issuance

1% Secure SSI-featured basic functions accessing the oracle C...: Issuance

° IssueCred(skU7pkU, Stmt) — cred. // for legacy compatibility.

1:  An AESP requests a legacy authority to issue their verifiable credential
consisting of claims regarding Stmt;

2:  An AESP retrieves a verifiable credential from the authority and treats
{pky, (claim;);—1 . m, 7} as cred, where 7 is a proof for a set of the claims
by the authority.

e IssueDCred (msk, sk, pkr", ctx, cred) — derivedCred.

This function, IssueDCred(), is a program prog, which can be vary for different
context ctx. To install and execute prog,

1: G....Install(prog) — eid; // only once for install.

2: G....Resume(eid, inp) — (outp, op).
Inputs inp of ctx and cred are depend on various context specified by ctx,
outputs outp are (claim;);—j__, as a part of derivedCred, where o) is

Y..Sig, . (eid, prog, outp), and prog is an open-source program satisfying the
following transformation:

prog : {credi}tr—1 . n+— {claim;},—1 ., (4.1)

For creating a Sybil-resistant credential, the program prog should satisfy the
construction defined in Figure 4.5.

Figure 4.4: AESP-based SSI System Protocols I1% : Issuance
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As described in Section 4.1.2, the AESP-based SSI architecture and primitive proto-
cols can be extended to adopt various requirements, including Sybil-resistance — this is
one of the most important perspectives in this thesis. Below, Figure 4.5 describes how
the AESP-based Sybil-resistant SSI architecture creates derive credentials that meet

the Sybil-resistance requirement.

Construction for creating Sybil-resistant credentials in IT%:

For creating a Sybil-resistant derived credential, the program prog should satisfy
the following construction: the program prog treats (pk, ) as inputs inp, where
@/b\ is Sybil-resistant pseudonymizer to transform verifiable credentials to a set of
claims satisfying the injective map with identification mapper

v:D—=C (4.2)

in encrypted form. The construction requires at least one verifiable credential,
say credy, which is a Sybil-resistant credential. It embeds encrypted links using
IND-CCA encryption algorithm &:

b =E. Encppx(credy) (4.3)

The program prog decrypts 12 to get ¢ and checks if ¢(cred;) € C.

The generated derived credential consists of pky,, 12 as prog, claims transformed
by the Sybil-resistant pseudonymizer, together with the attestation signature oy,
from G,.. as follows:

derivedCred « (pk;, {/}\, {claim;};—1, m,0um) (4.4)

To generate and treat derived credentials that are Sybil-resistant, the construc-
tion needs to satisfy both Definition 4.4 and the definitions for privacy at the
same time. These requirements contradict each other. However, only the AESP
can decrypt and verify links between the derived and Sybil-resistant credentials.
Thus, the construction requires all derived credentials to embed an encrypted
link to one of those Sybil-resistant credentials in encrypted form.

Figure 4.5: Construction of prog for creating Sybil-resistant credentials in IT%:
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Lastly, let me describe the verification function of IT1%t in Figure 4.6.

AESP-based secure SSI system protocols — 1% : Verification

1% Secure SSI-featured basic functions accessing the oracle G...: Verification

e VerifyDCred(sk;, cred) — {true, false}.

Two-party protocol between U and V' with common input mpk. User U inputs
sk;; and cred, verifying party V' authenticates U if U knows sk;; whose public
key pk;; is on cred as follows,

1: User U sends (cred, o) to V where o = Sig,, (c);
2:  Verifying party V' checks if

Vapc(cred.body, cred.oys) = true A Vi, (c,0) = true, (4.5)

where Vg is a verifying program that verifies using mpk if cred is valid with
the attested signature oy issued by U..., and Vpy,, is a verifying program that
verifies using pk;; if a challenge c is signed by the corresponding sk;;.

Figure 4.6: AESP-based SSI System Protocols I1% : Verification

4.3 Security Analysis and Attacker Models

With respect to the contributions by Deepak Maram et al. [Mar+21], I will follow
how CanDID demonstrates that their protocols of decentralized identity systems are
designed securely as much as possible. In particular, they define CanDID API; in some
of their definitions, adversaries have unlimited access to the entire CanDID API, which

they model for conciseness as an oracle O* Also, in their security definitions, the

*
ext

adversaries may have access to an external account oracle OF , that models the legacy
providers called by CanDID.

The proposal will reuse the same oracle models® for the AESP-based SSI system

Following the conventions in CanDID [Mar+21], O* has the same functions (APIs) as Figure 4.3,
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protocols 119, We assume that all issuers and AESPs are honest; however, a holder
(a natural person) who can be recognized as a prover or a verifier could be malicious.
When a holder is malicious, the holder may attack their AESP to issue a wrong derived
credential as an adversary A (the malicious prover model). Conversely, when a verifier

is malicious, the verifier may violate holders’ privacy (the malicious verifier model).

4.4 Security Properties

The set of protocols I1% aims to satisfy the following security properties, for each of
which adversary may access and try to corrupt, Sybil-resistance, Unforgeability, Privacy

— credential-issuance and verification, and Unlinkability.

4.4.1 Sybil-Resistance
An adversary cannot obtain Sybil-resistant credentials, which we define as below:

Definition 4.3 (Sybil-resistant credential). Let Z be a set of real identities and C be a
set of credentials. The credentials C is said to be Sybil-resistant credentials if and only

if there exists a bijective map ¢ : C — I; hence, 9~ : T — C.

In the real world, a national PKI system, e.g., JPKI (described in Section 6.1.4), is
an example of authorities that can provide a unique identifier for creating Sybil-resistant
credentials. A master credential in CanDID corresponds to a Sybil-resistant credential.

We assume a single system of Sybil-resistant credentials for brevity in this thesis.

Definition 4.4 (Existence). Suppose C be a set of all Sybil-resistant credentials and D
be a set of derived credentials. A derived credential cred within D is said to be Sybil-

resistant with respect to C if and only if, for any PPT (Probabilistic Polynomial-Time)

4.4, 4.5, and 4.6, but acts honestly as an ideal functionality. Of, has its internal state L, where

L is a set of tuples of the form (id, a,v) where id is an user identifier (equivalent with pk;; in the
constructions), a an attribute, and v the corresponding value. O, has the following functions with
initial state L = (:

1. update(id,a,v’) : if 3(id, a,v) € L, replace it with (id,a,v’).

2. delete(id) : Remove all (id, _,_) from L if exist.

3. getProof(id,a) — v, 7 : If 3(id, a,v) € L, return v with a proof 7, or L otherwise.

4. getOwnershipProof(id) — =« : If 3(id,_,_) € L, return a proof of account ownership, or L
otherwise.
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adversary A and security parameter \, there exists an injective map ¢ : D — C such
that
mpk, msk < KeyGen(1*);

PI' ’l[)(CI‘ed) eC (_:red(—“élo*7 O;xt (mpk); Z 1-— negl()\) (46)

Vapk(cred) = true
where cred consists of (pky, prog: vy {claim;};—y ) as its body? and its signature
o, prog is capable of functionality 1, and Vg 1s a verification algorithm to verify cred

using mpk in a simple form, which can be expressed if cred is valid with the attested

signature oy issued by G... as follows:
Y. Very (cred.body, cred.c) = true. (4.7)

Informally, this definition captures the infeasibility of an adversary to obtain a de-
rived credential cred that is not in the set of all Sybil-resistant credentials such that
Y(cred) € C as far as cred bears a valid attestation signature. Here, the identification
mapper 1 is defined over all elements in derived credentials. Hence, ¢ uniquely <den-
tifies the holders’ real identity from derived credentials. The set of system protocols
assumes that the map 1 is accessed only internally by the AESP. Thus, the link be-
tween derived credentials and Sybil-resistant credentials is hidden; it supports privacy
preservation.

This game resides on the malicious prover model in the attacker models. An adver-
sary A attacks the holder to create potentially a wrong derived credential under the

assumption that Vyp, is honest.

4.4.2 Unforgeability

An adversary cannot forge the credentials of honest users or otherwise impersonate

them.

Definition 4.5 (Unforgeability). Let chals denote a set of all challenges and their

responses produced by A in oracle access with O* and a special oracle OZkU that allows

2pk,; works as an identifier, id.
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calling any 119 functions with the user key parameter set to sky. The protocol 119

offers unforgeability if, for any stateful PPT adversary A,

mpk, msk < KeyGen(1%);

: Pk sky; < KeyGen(17);
Pr VerifyDCred(sk;;, cred) N < negl(\). (4.8)
=true cred< A U " (mpk, pk,)

s.t. cred.body ¢ chals;

The definition captures that it must be infeasible for an adversary to impersonate
users, that is, forge signatures with users’ keys. This game also resides on the malicious
prover model where an adversary A attacks the holder to potentially create a wrong

credential under the assumption that the verifier is honest.

4.4.3 Privacy — Credential-Issuance

It is infeasible for an adversary to learn users’ attributes from observing the derived

credential-issuance protocol. Let us denote {c?, ..., 0} for {cred?};—1  , and {c},...,cl}

-----

Definition 4.6 (Credential issuance privacy). The protocol 119 offers derived creden-

tial issue privacy if, for any stateful PPT adversary A,

mpk, msk < KeyGen(1*);
Pk, SkU,{C?,...,C%},{C%,...,C%}(—Aoﬁozxt (mpk);

cred’«IssueDCred(msk, sk, pkys{ct,...,c2 }, prog),

b_ by b b 1
PI' b:b/ where cred _(PkUv{Clalmj}jzl ...,m;¢ , prog, U]VI) JR— S negl()\) (49)
for b=0,1;
assert {claim?}jzl ,,,,, mz{claimjl-}j:l _____ m as sets;
b+ ${0,1};

b A9 Oext (cred?)

This game resides on the malicious verifier model in the attacker models. An ad-
versary A tries to violate a holder’s privacy by retrieving information from their new

credential, assuming that the holder is honest.
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4.4.4 Privacy — Credential-Verification

An adversary can learn about a user no more than the information that the user ex-

plicitly presents while using their credentials.

Definition 4.7 (Credential verification privacy). Given an open-source map prog that
maps user data in verifiable credentials to derived credential claims, any PPT adversary

A learns negligibly more about any given user than the output of prog.

4.4.5 Unlinkability

The entities administering the protocol 119 reliant programs cannot collude and link

the respective transactions of any given user.

Definition 4.8 (Unlinkability across programs). The protocol 119 offers unlinkability
if, for any stateful PPT adversary A,

mpk, msk < KeyGen(1?);
cred’, cred!, pky, sk, ctx A©"Ocxt (mpk);
ssert Vi (cred®.body, cred®.o) =true for b=0,1; 1
Pr |p=p | " Yo , T = 2] < megl()).  (4.10
b=1b be ${0.1): 5| = negl(A).  (4.10)

credpey +— IssueDCred(msk, sk, pky, cred®);

% Ak
b+ A9 Ocxt (credpe,, ctx)

This game also resides on the malicious verifier model in the attacker models. An
adversary A tries to violate a holder’s privacy by retrieving information from their

credential, assuming that the holder is honest.

4.5 Proof of the Theorem
Proof of Theorem 4.1. We prove that the set of protocols I1% defined in Figure 4.3,

4.4, 4.5, and 4.6, which is a set of secure self-sovereign identity (SSI) system protocols.

4.5.1 Sybil-Resistance

First, let us prove 119 satisfies Definition 4.4 for Existence. It is sufficient to prove

that every derived credential cred has an injective map 1 by the identification mapper
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such that 1(cred) € C. In the protocol 119 every cred has the following form

(PkUﬂZ, {claimj}j—1 _m,0m) (4.11)

where 12 is a ciphertext of a verifiable and Sybil-resistant credential cred encrypted

with the public key of J.... Therefore, given

Y. Veryp(cred.body, cred.oys) = true =
(4.12)

Y. Very (pky, {D\, {claim;},;—1 _m,0n) = true,

it implies that ... can decrypt Q//J\ to get cred as cred = £. Decmsk({b\) and verify the
relation cred € C unless the signature o, is forged. £ denotes IND-CCA encryption
algorithm, and the latter probability is negligible in A given ¥ is EUF-CMA signature

scheme.

4.5.2 Unforgeability

In I1% based SSI systems, users’ key never leaves their device with an AESP. During
the protocols, they use it only to sign challenges issued as part of VerifyDCred(). Thus,
unforgeability of the I1%= based SSI systems follows in a straightforward way.

Here, cred has the following form:

(pky, ¥, {claim;}jmsm, our).- (4.13)

Queries to O* and Of, must be a set of tuples

(Pky, {credie=1,. ¢, Prog) (4.14)

and the responses are (pky;, b, {claim;},;—1 _m,0n) where aset of claims {claim;},;—1
is the image of prog with inputs {credy}r—1. . . Thus, chals contains all tuples ap-
peared in the oracle access by A of the form (pky;, 12, {claim;};—y ). For creating new
cred such that cred.body ¢ chals, A must forge a signature cred.c on the message

tuple cred.body. Given the underlying EUF-CMA signature scheme ¥, this probability
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is bounded by negl()), that is negligible in the security parameter \.

4.5.3 Privacy — Credential-Issuance

In the privacy game for privacy — credential-issuance, the adversary chooses a pseudonym
of the user who initiates each query and which providers are used, but otherwise learns
nothing else about users’ identities or attributes during operations such as credentials
issuance.

By Definition 4.6, the adversary chooses two identities of {0, 1} and observes that
derived credentials are created by executing IssueDCred() with inputs of claims for
each identity and the program prog with the encrypted identification mapper 12)\ The
adversary tries to access and guess any attributes and/or values; however, they cannot
guess from a derived credential selected randomly.

Let me explain the reason behind it more. Since two credentials, cred’ and cred!
only differ in ¢/, ¢! and related signatures, of and of;. 20 and ¢! are encrypted by the
IND-CCA encryption algorithm &. Probability to distinguish them is upper-bounded
negl(\). Therefore, I conclude that the adversary cannot win the game as it does not

learn any information to distinguish the verifiable credentials.

4.5.4 Privacy — Credential-Verification

The scheme assumes that all privacy operations for issuing and treating credentials are
executed within an AESP internally by prog, including IssueDCred() and VerifyDCred().
The scheme also expects that only prog will be accepted by both users and providers
that reach the consensus. Such prog only leaks required privacy information described
as a set of claims {claim;};—y _,,. This process is expected to leak any more information

as defined in Definition 4.7.

4.5.5 Unlinkability

As the same as the other privacy game for privacy — credential issuance, the adversary
needs to try an input but randomly selected, and a credential cred’ or cred! in this

case as defined in Definition 4.8. It cannot guess any information to distinguish which
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provider from a credential selected randomly. Therefore, I conclude that the adversary

cannot win the game for unlinkability in the scheme. [
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Chapter 5

Anonymous Sybil-Resistant SSI
Utilizing Zero-Knowledge
Membership Proofs

Furthermore, I propose a novel scheme with constructions that make credentials blind
from others utilizing Pedersen commitments [Ped91] and zero-knowledge membership
proofs, “One-Out-of-Many Proofs” ¥-protocol [GK15] in particular, with other tech-
niques such as the BBS+ signature scheme [ASMO6].

The proposal described in the previous section demonstrated the powerfulness of
hardware-assisted security and the formal abstraction of AESPs, and it brings drastic
flexibility and efficiency to Sybil-resistant decentralized identity systems. However, it
assumes the stronger assumption requiring AESPs for all entities in the protocol; thus,
not only a natural person who owns their mobile device equipped with an AESP but
all verifiers require AESPs. To eliminate AESPs from verifiers, I needed to consider
various perspectives such as how an attested signature can be converted to another one
that does not require an AESP.

It is a challenge in general how to treat strings publicly verifiable under permission-
less blockchains because any personal information, including identifiers, should not be
stored as linkable as they were. Linkability could remain among identifiers and cre-
dentials as long as pseudonyms, even public keys, are used as identifiers of credentials.

Particularly, we need to revisit how to realize unlinkability among credentials for pub-

53
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lic verification under weaker assumptions to make the AESP-based Sybil-resistant SSI
more efficient and useful.

To solve these problems, my proposal includes predicates for claims, computed claims
in Boolean from multiple issuers, and commitment-based identifiers, perfectly anony-
mous identifiers. 1 will call verifiable credentials with these two new notions Anony-
mous Verifiable Credentials. 1 also propose a technique that adopts the one-out-of-
many proofs Y-protocol enabling users (holders) to prove a list of commitments (list of
anonymous identifiers) having the expected commitment corresponding to the witness

(associated with the credential) for verifiers with zero-knowledge.

5.1 The Scheme Overview

Figure 5.1 illustrates the relationship among a set of real identities Z, a set of all
the Sybil-resistant credentials C that associates with the real identities Z, and various
derived credentials, some of which are Sybil-resistant. As the same as the proposal
described in Chapter 4, C is a set of (the master) Sybil-resistant credentials if and only
if there exists a bijective map ¢ : C — Z, real identities. Dy is a set of Sybil-resistant
derived credentials for service numbered ¢, and there exists a Sybil-resistant derived
credential if it sustains an identification mapper vy : Dy — C. Let us omit ¢ for brevity

unless it is explicitly required in the following descriptions.

Derived creds

Sybil-resistant /O
derived creds D;

(G
° o
© o |
i @ (% ® ¢ ©
D[/O s
Un Sybil-resistant Real identities 7
creds C
Dn\{: o
. o

Figure 5.1: Sybil-resistant derived credentials and the injective maps v, : Dy — C
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Issuer A Issuer B Sybil-resistant creds C  Real identities Z
® o
e © @ o
(@] ¢ o
@

@D Sybil-resistant identification map

e | @ 0 Sybil-resistant identification map
Derived creds N [5) with identifier anonymizer
{ o 3 i ( created relationship b/w

I f 0 © Sybil-resistant creds & anonCreds
Sybil-resistant Anonymous Sybil-resistant creds
derived creds D with anonymous identifiers id = gldh’

Figure 5.2: Sybil-Resistant SSI with Anonymous Credentials

Figure 5.2 illustrates the proposed architecture of anonymous Sybil-resistant cre-
dentials with perfectly anonymous identifiers, working with the one-out-of-many proofs
Y-protocol. Sybil-resistant credentials consist of computed claims from Issuer A and Is-
suer B, as illustrated. I propose tdentifier anonymaizer 0 that generates anonymous
Sybil-resistant credentials with perfectly anonymous identifiers, all of which are

defined and described in the following subsections.

5.1.1 Computed Claims in Boolean

This thesis will define computed claims and its simplified form in Boolean, predicates

p. T already addressed such a computed claim in Chapter 4 in the following notation:

prog : {crediby—1.  n — {claim;};—; (5.1)

where prog should be an open-source program satisfying an expected transformation
for service providers that verify generated derived credentials of computed claims,
{claim;};—1 ., and credy are verifiable credentials issued by multiple issuers, k =
1,...,n.

A straightforward example of such a computed claim is to represent if they are over

20 years old at a particular time computed from their identification cards, including the
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date of birth. On the other side, some Vaccination Certificates for COVID-19 do not
include the date of birth, but they might need to be present as vaccinated over enough
times for their age. More importantly, derived credentials for presentation for some
services may be required if they are securely issued to deal with the Sybil-resistance
requirement, for which those credentials must be computed to ensure the injective

identification mapper 1 to a set of Sybil-resistant real identities.

Definition 5.1 (Computed Claims in a Verifiable Credential). Let prog be a stateful
program to be installed in AESPs, which securely stores secret keys in its local storage,
denoted by k. prog is said to possess a cred if and only if prog stores the correspond-
ing secret key sk with the public key pk claimed in cred. Then, a computed claim is
a claim generated by computation from multiple claims and also other sources T (e.g.,
time and date) if required. More formally, prog takes a set of input credentials with

auxiliary data T and its internal key store k as inputs and outputs a set of claims:

prog : ({cred; i1, pn,7) — {claim;};_y  ,, or L (5.2)

where prog outputs {claim;},—1 ., if and only if prog posesses all secret keys corre-
sponding to {credy}r—1, n or outputs L otherwise. The thesis assumes all secret keys

generated by prog are stored in k and never go out of prog.

Ultimately, the purpose of having verifiable credentials is for a user (holder) as
a prover to ask a service provider (verifier) to verify whether they have the right,
are privileged, or are qualified to receive appropriate services. From this perspective,
computed derived credentials for presentation can be simplified and treated in Boolean.
Therefore, the thesis proposes a simplified form of computed claims as a predicate in

Boolean as below:

p: 10,1} = {0,1} (5.3)

where p is a program that predicates a value € {0, 1} from computed claims.

Definition 5.2 (Computed Claims in Boolean, a Predicate). A computed claim in
Boolean is a computed claim that is predicated to a value {0,1} in a message from

computed clarms.
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5.1.2 Perfectly Anonymous Identifiers

In the existing decentralized identity systems, pseudonyms are often used to identify
various subjects or entities, such as credentials. W3C’s DIDs are a type of identifier
designed for such purposes based on a form of URI (Universal Resource Identifier).
Pseudonyms could be a hint to trace subjects and /or entities as long as such pseudonyms
remain. Therefore, it is required for credential systems, especially SSI, to dedicate a
scheme to blind pseudonymous identifiers randomly from all others.

For those needs, I propose perfectly anonymous identifiers utilizing Pedersen com-
mitments [Ped91]. The thesis assumes an identifier id, which is a typical pseudonym.
Here, the main idea of the proposal of perfectly anonymous identifiers is represented as

follows:

id = g'h" (5.4)

where the Pedersen commitments scheme specifies a prime-order group G and two group
elements ¢, h, some randomness r € Z,. In this novel notion, since r is random, the
generated id = g*¢h" can also be uniformly random in information theory perspectives.
The reason for using ~ over id in the above notation is to express something hidden,

id in this case, by an umbrella in a cryptographic manner.

Definition 5.3 (Perfectly Anonymous Identifiers). A perfectly anonymous identifier is

an identifier that is normalized in Pedersen commitment form with randomness.

A significant advantage of this notion of perfectly anonymous identifiers can flexibly
be utilized by proofs of equality and other zero-knowledge proofs, including the one-out-
of-many proofs because of Pedersen commitments in nature. However, it is practically
applicable only for Sybil-resistant identity systems because it is uniformly randomized
and it requires the characteristics of the identification mapper 1, defined in Lemma

5.1. Details will be described in the following Section 5.1.4.

5.1.3 Anonymous Verifiable Credentials

With those definitions of Definition 5.2 and 5.3, the thesis defines Anonymous Veri-

fiable Credentials as follows:
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Definition 5.4 (Anonymous Verifiable Credentials). Anonymous verifiable credentials
are anonymized with an Anonymous Identifier, a simplified credential in Boolean, and

a proof. Such an anonymous verifiable credential can be represented as below:
anonCred : (Ia, p,0). (5.5)

This form of simplified anonymous verifiable credentials, including anonymous Sybil-
resistant verifiable credentials defined below, can be treated over a permissionless
blockchain more privately than today in an efficient enough manner with another pro-
posal in this thesis by myself — a novel scheme to utilize the one-out-of-many proofs

Y-protocol [GK15].

Definition 5.5 (Anonymous Sybil-Resistant Credential). Anonymous Sybil-resistant
(verifiable and derived) credentials are based on Sybil-resistant credentials defined as
Definition 4.3 in an anonymous verifiable (and derived) credentials form with a per-

fectly anonymous identifier.

Here, a program prog that computes and creates Anonymous Sybil-resistant cre-
dentials is a stateful program to be installed in AESPs and securely manages its data
in its local storage k defined as Definition 5.1. The program must maintain only the
first time a natural person requests to associate their identity with a service by the
characteristics of the identification mapper 1, and it enables the set of Sybil-resistant
credentials distinct as long as the local storage  is securely controlled by, for instance,

its tamper-resistant capability.

5.1.4 Adopting “One-Out-of-Many Proofs” Y-Protocol

As described in Section 3.3, the one-out-of-many proofs >-protocol has a notable ca-
pability to verify the existence of at least one among commitments in logarithm order.
The idea is that users (holders) and verifiers assume to use anonymous verifiable cre-
dentials, which would be recorded over a permissionless blockchain. We call a set of
anonymous verifiable credentials for a verifier as a pool Z, as illustrated in Figure 5.2.

[ now introduce zdentifier anonymaizer 0 that generates anonymous Sybil-resistant

credentials corresponding to the set of illustrated Sybil-resistant derived credentials, and
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such generated credentials having a perfectly anonymous identifier are registered in the
Z pool under a permissionless blockchain. Those anonymous Sybil-resistant creden-
tials are not able to be retrieved by anyone unless one may know a witness because
its identifier is uniformly randomized by an anonymous identifier perfectly, id = ¢i*h",
but only users (holders) and verifiers may identify if there exists in the Z pool with
the construction, which will also be described in the following Section 5.3, based on the
one-out-of-many proofs Y-protocol.

Since the scheme is designed to comply with the Sybil-resistance requirement, an
anonymous verifiable credential corresponding to a real identity uniquely exists, as
indicated by the relationship ¢ in Figure 5.2. In other words, since the one-out-of-
many proofs Y-protocol have a notable capability to verify the existence of, but at
least one among commitments, the scheme works accordingly with the Sybil-resistance
requirement. Under the scheme with the assumption, a Pedersen commitment-based
perfectly anonymous identifier, even which is randomized by a different random value 7,
can be found by the one-out-of-many proofs in logarithm order among N commitments,
namely numerous numbers of credentials.

With the notation determined in Section 3.3.2, adoption of the one-out-of-many
proofs to prove the existence of an anonymous Sybil-resistant credential consisting of

the corresponding anonymous identifier in the Z pool is said to be
Tooon(1d € Z); (5.6)

otherwise, the expected anonymous Sybil-resistant credential does not exist in the Z
pool, which is a subspace where only the distinctly generated commitments are regis-

tered because of meeting with the Sybil-resistance requirement.

5.2 The Scheme in Detail

Figure 5.3 illustrates how an AESP works with the idea of utilizing the one-out-of-many
proofs, as well as utilizing the Proof of Knowledge of a Signature (SPK), the selective
disclosure, and proofs of equality about discrete logarithms. One of the critical points

is that utilizing all of these ideas enables verifiers to verify a credential created by an
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Figure 5.3: How AESP Works with Anonymous Identifiers

AESP without AESPs in the scheme proposed in this thesis.

A prover initiates an action to create a credential and then asks a verifier to verify
it. The AESP handles inputs inp, and the secure and anonymous Sybil-resistant SSI
system protocols work with prog for each purpose to generate an anonymous Sybil-
resistant credential. Because id as the witness of perfectly anonymous identifiers, such
as id or ﬁ,, is equal even if such anonymous identifiers for the credential are randomly
shifted for perfect anonymity, the verifier may resolve if the provided credential is the

credential for them to verify.

5.2.1 Utilizing BBS+ Signature Scheme and SPK

[ will use the BBS+ signature scheme to utilize the selective disclosure capability in the
construction for efficiency, legacy compatibility, and constracting the scheme, keeping
anonymity. As described in previous sections, the BBS+ signature scheme allows ver-
ifying the possession of the original signature, but the use is not limited to. A block
message (id, p) for verifiable credentials may have a signature (A,t,s) where a secret

key v €g Z,, is randomly chosen, (the corresponding public key is w = h{,) the signing
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algorithm chooses t, a random number s, and computes
s _id _p -+
A= [g9195°95] ™ (5.7)

in the BBS+ signature scheme. To verify a signature (A,t,s) on the block message

(id, p), the scheme may check if

(A, mpkh() = e(go9;95°95, ho) (5.8)

where the scheme assumes msk as a secret key (instead of v € Zy), and the corre-

sponding public key is mpk = hBsk.

I now ensure that the credentials are derived from the same origin (including multiple
sources) by utilizing SPK, Proof of Knowledge of a Signature. I aim to allow provers
owing an AESP to ask verifiers in public to verify their credentials without AESPs, but
also strongly aim to eliminate linkability. If an attached signature o is a fixed string as
generated it was, it could be a cause of linkability. Therefore, I propose to make the
best use of the BBS+ signature scheme based SPK of A; and A,, which are randomly
shifted like A; = ¢7'g5> and Ay = Ags' as described in Section 3.2.2. Let us denote such
a randomly shifted signature as ¢ with ~ to represent (As,t,s), where o = (A,t,s)

and Ay = Ags' explicitly, also as ¢’ if randomly shifted with 7’ if necessary.

In addition, I also utilize proofs of equality 7., to confirm if the same witness, such
as id and p, is shared in both the signature and gives uniformly randomized values,
such as id and 7. The idea behind is that a part of a BBS+ signature, A of (At s),
is expressed in Equation (5.7) includes discrete logarithms of the same group elements
in both id = g*h"¢ and p = ¢g”h"» with a chosen random number, r;4 and r,, for each.
In more concrete, mgpi (0;0") can be expressed as follows:

SPK{(rl,r2,61,52,t, s,id, p) : Ay = glhghr A AL = 3¢5 A M =

e(g1, ho) (5.9)
e(Az, ho) ™" e(ga, w)™ e(ga, ho) e(g1, ho)® e(ga, ho)* e(gs, ho)p} (M)

4 1
where §; = rit, 6o = rot, and Ay = g5 [gogfggdgg} t+msk for the particular use case.
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5.2.2 Utilizing Proofs of Logarithm Equality

Once the possession of the signature is verified, a technique of proofs of equality about
discrete logarithms may bring a transcript to express if the same id and p are initially

included in the randomly shifted signature. Let us denote them as follows:

Teg(id:1d € 5) & PK{(id,714) : 1d = gi%h"™ A Ciq = e(ga, ho)*} (5.10)
~ _ ~ def ~ r
Teq(p;p € 0) = PK{(p,1p) : p = g5h" N C, = e(gs, ho)’} (5.11)

where

Ciq = e(As, w)e(g1, ho)fl e(As, ho)' e(ga, w) "™ e(ga, ho) " e(g1, ho) " e(gs, ho) ™", and

C, = e(Ag, w)e(gi, ho) ™" e(As, ho) e(ga, w) ™" (g2, ho) ™ e(g1, ho) ~* €(g2, ho) T,

respectively. Note that those constants Ciq and C, are retrieved from Equation (5.9),

and all other witnesses, r1,01,%, s, and p or id for each, have to be proven separately.
In summary, the novel scheme of using selective disclosure, SPK, and proofs of

equality about discrete logarithms, along with adopting “One-Out-of-Many Proofs,”

enables a credential system to treat created derived credentials anonymously.

5.3 Constructions

I aim to construct a set of system protocols [1%#% that is extended from G...to sup-
port anonymous Sybil-resistant verifiable credentials consisting of perfectly anonymous
identifiers and computed claims in Boolean with other techniques as described in the
previous sections.

Here, let me describe a detailed construction: Figure 5.4, 5.5, 5.6, and 5.7 illustrate
the set of protocols I1%#* in detail. Figure 5.4, 5.5, and 5.6 illustrate the protocols
that work with AESPs, while Figure 5.7 illustrates the protocol for verifiers in public.
It means the protocol for verification does not require AESPs for various opportunities.

Once a user (holder) has a chance to create an anonymous Sybil-resistant credential,
they utilize their own AESP to use lIssueCred() derived from I19%= and followed by
IssueASDCred() newly defined for [19=" which
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i. computes a predicate as a computed claim in Boolean p : {0,1} from multiple

issuers,

ii. ensures if it is Sybil-resistant while forming it as a derived verifiable credential,

namely an anonymous Sybil-resistant verifiable credential,

iii. produces an id and creates an anonymous identifier g*¢h” with a random value r,

and

iv. adds an attested signature in the BBS+ signature form.

Regarding step-2 (ii.) in the above, it is critical if a set of Sybil-resistant derived
credentials and associated anonymous credentials satisfy the Sybil-resistant identifica-
tion mapper 1 and identifier anonymaizer € while those credentials are maintained. To
secure this, as described in Section 5.1.3 with Definition 5.5, the protocol determines
a procedure that such a credential can be created only the first time a natural per-
son requests to associate their identity with a service by prog: (gE, 5) in Figure 5.4.
It enables the maintenance of the set distinct; thus, the one-out-of-many proofs -
protocol works accordingly. The user (holder) may keep the id without disclosing it to
anyone. During the above process, the anonymous Sybil-resistant verifiable credential

is registered in the Z pool under a permissionless blockchain.

5.3.1 Public Verification without AESPs

[19+ defines another function, VerifyASDCred() in addition, which allows a prover to
ask a verifier to verify such an anonymous Sybil-resistant verifiable credential without
an AESP (Figure 5.7). To achieve this, the user (holder) may now pass a created

anonymous Sybil-resistant verifiable credential to a verifier; however, they need to

v. create another anonymous identifier with a different random value ', the new

id = g*h"" for passing the credential to a verifier.

Since the newly created identifier id = g*h"" is also uniformly random, it is perfect
hiding. The verifier requires access to the permissionless blockchain with the one-out-
of-many proofs YX-protocol to determine if the expected credential exists in the Z pool.

Once the existence is confirmed, the verifier can verify the credential with the predicate
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Anonymous Sybil-Resistant SSI with an AESP — IT%* : Issuance

[19+" anonymous and secure SSI-featured function (issuance) :

~

e IssueASDCred(msk, sk, pk;/, prog: (z/b\, ), credg—1,. ¢, T)
— anonymousDCred : {id, p, p, 0}

This function, IssueASDCred(), utilizes U... to install and execute a specified
program prog, which must be capable for Sybil-resistant ¢dentification mapper
¥ and also identifier anonymizer 6, using IND-CCA encryption algorithm &£
for both. To install and execute prog,

1: G....Install(prog) — eid;
2: G....Resume(eid, inp) — (outp,0);

At the end, G... requires EUF-CMA (Existential Unforgeability under Chosen
Message Attack) signature scheme X for generating a signature, and the BBS+
signature scheme.

3: Receives a block of messages (id, p), uses msk as a secret key and the
corresponding public key is mpk, chooses e, a random number s, and
computes

. _1
A = [g09795°95] 7= (5.12)

thus, (A,t,s) is a signature on the block of messages®. To eliminate
linkability, 119" randomly shifts the value of the signature through
computing Ay of (A,t,s) to represent o.

4: Stores the created anonymous Sybil-resistant credential of id, p, and the
signature ¢ in the Z pool in a permissionless blockchain.

?As described in Equation (5.12), the platform accesses msk that is basically stored and se-
curely managed within an AESP, namely G.... Therefore, it is preferable to define the extension
of G... ideally; however, let me omit a detailed description because it is very straightforward.

Figure 5.4: Construction of Anonymous Secure SSI — [19=* : Issuance
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Construction of prog for Anonymous Sybil-Resistant SSI with an AESP — [T%¢++

~

prog: ((p\, ) for creating anonymous Sybil-resistant credentials :

1: Retrieves inputs (inp), keys, credy—; ., and 7;

2:  Ensures if the specified prog creates the expected derived credential for a
natural person (sk;;, pk;) at the first time with ¢, then may keep Sybil-
resistant; otherwise, error. Note that this process enables the Z pool a
distinct set of credentials for Sybil-resistance.

3:  Generates a predicate p({0,1}*) = {0, 1} in Boolean through computing
claimj_q . m;

4: Produces id from pk;,. With 5, chooses a random number 7 and creates
an anonymous identifier id = g*h";

5: Creates p in the same fashion;
6: Generates outputs (outp) as a set of those above, (id, 7, p); and lastly,

7: Makes a block of messages (id, p) just for ... to create a BBS+ signa-
ture, shifts it randomly, and passes it as ¢ to them.

Figure 5.5: Construction of prog for Anonymous Secure SSI — [T+

Anonymous Sybil-Resistant SSI with an AESP — [1%=+ : Verification

[19=" anonymous and secure SSI-featured function (verification) :

e VerifyASDCred(msk, sk;;, anonymousDCred) — {true, false}

This function, VerifyASDCred(), utilizes 5,

1:  Chooses a random number r" and creates another anonymous identifier
-/ . ’ . .
id = ¢*h"; and creates p’ in the same fashion;

2:  Sends the anonymous Sybil-resistant credential of ﬁ/,ﬁ’, p, and the
signature (A,t,s) to a verifier.

Figure 5.6: Construction of Anonymous Secure SSI — [19=" : Verification



66 CHAPTER 5. ANONYMOUS SYBIL-RESIST SSI UTILIZING ZKP

Construction for Public Verification for IT9%¢t+

Verifiers in public proceeds the following construction for verification :

1: Retrieves a message of fc\ll, P, p and the randomly shifted signature ¢’ as an
anonymous Sybil-resistant verifiable credential anonCred from the prover;

2:  Calls the one-out-of-many proofs X-protocol with the input id to check if
there exists the expected credential in the Z pool;

Note: If exists, it means that only the credential associated with the
prover exists, and the verifier must receive a valid anonymous Sybil-
resistant verifiable credential.

3:  Verifies mgpi (0, 0") to ensure if the passed anonCred is signed as expected.

4: Verifies me,(id; id € d') and me,(p; P € ¢’), and goes to the final step if
true; otherwise, error.

5: Checks p in Boolean once the verifier may accept the prover’s verifiable
credential, if it is privileged or not.

Figure 5.7: Construction for 119+ — Public Verification

in Boolean. Figure 5.7 illustrates the protocol for a verifier to verify an anonymous

Sybil-resistant verifiable credential without an AESP.

5.4 Security Analysis and Proofs

The set of system protocols 119 implementing the proposed novel scheme, is ex-
tended from IT19% that realizes the set of secure SSI system protocols IT (Definition
4.2) and satisfies the security properties, including Ezistence meeting with the Sybil-
resistance requirement (Definition 4.4). 119" must satisfy the same security prop-

erties, and we need to revisit if they are affected by the anonymous setting:

e Fxistence is obvious that I will need to revisit how it is affected and if it is satisfied

by the anonymous setting.

e Unforgeability is not affected because users (holders) still own their AESPs, and

settings are unchanged.
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o Unlinkability across programs is not affected because the scheme creates derived
credentials still within their AESPs, and the environment for programs is un-

changed.

e Privacy — credential-issuance and verification is critical because created creden-
tials are stored in Z pools. I will need to investigate Unlinkability among derived

credentials and if these security properties are satisfied.

5.4.1 Existence

Lemma 5.1 (Existence). Suppose C be a set of all Sybil-resistant credentials, Dy be a
set of derived credentials for a service numbered £, and Z, be a set of anonymous derived
credentials for the same service numbered ¢. For any stateful PPT adversary A, the
construction IssueASDCred() yields an element-wise relation that preserves the bijective
map Oy : cred — anonCred and an injective map (;(anonCred) € C. Hence, 1y = 0y0(;;
namely, the construction satisfies Definition 4.4 (Existence) in the anonymous setting.
That is equivalently redefined from the original setting in order to introduce Z, as the

anonymity set for the service numbered € as follows:

mpk, msk < KeyGen(1*);
cred, pky;, sky A©C™ Ocx (mpk);
assert X.Vergpy(cred.body, cred.oys) = true;
JanonCred’ € Z; s.1. anonCred < IssueASDCred(msk, skyj, pky, cred)
Pr | 6¢(cred) = anonCred’ s.t. anonCred € Zy and (y(anonCred) €C;
—~o0 -
A (¢(anonCred’) €C Tooom(1d € Z¢), mspr (055°),
Teq(1d;id €0°) A% (cred);
m00on (14 € 2¢), wspxc (035°), and

Teq(1d; ide d°) are accepting transcripts. |

> 1 —negl(\) (5.13)

where id and G° are elements of anonCred®, and the probability is taken over the

randomness of the probabilistic algorithms, KeyGen() and lssueASDCred().

anonCred’ and anonCred® in Equation (5.13) in the above statement could be iden-
tical if the adversary A may hit anonCred’. Still, they should formally be different
because the probability of the equation is not perfect.

The verification algorithm ¥.Very, in Equation (5.13) is the same as Equation (4.7)
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in Definition 4.4, while the objective of Vi in Definition 4.4 is represented by
consisting of Equation (4.7) and three verification algorithms of Proof of Knowledge
(PoK) transcripts: mooonr(1d € Z), mspi(030°), and Teq(1d; id’ € ¢°) from the
perspective of verifying authenticity of credentials produced by A in Equation (5.13).

Note that verification of mgpk (0;7°) requires mpk (See Equation (5.9)).

Proof. The lemma states that the verifier is convinced that the derived credential
cred € D, has an injective map into the set C, namely cred is also a Sybil-resistant
credential with with overwhelming probability no less than 1 —negl(\) when the verifier
accepts the thee transcripts: mooonr(id € Zi), mspi (o3 6°), and Teq(1d; id e 5°).

Equivalently, let us restate Equation (5.13)! as follows:

mpk, msk + KeyGen(1*);
cred, pky;, sky; < AC" Ocx (mpk);
assert X.Vergpy(cred.body, cred.oys) = true;
anonCred < IssueASDCred(msk, skyj, pky, cred)
s.t. anonCred € Z; and (y(anonCred) €C;

mooon (14 € Z¢), mspic (035°),
Teq(id; id°€5°) + A9 (cred);
O¢(cred) # anonCred’V (y(anonCred’) ¢ C
for all anonCred’ € Z,

Tooom (1d € Zy),
. ~0
PI' WSPK((T,O' ), and
Teq(id;id €5°)
are accepting transcripts.

< negl(A). (5.14)

We prove Equation (5.14) by contradiction. Assume that the equation (5.14) holds
with non-negligible probability, and this can be divided into the following two cases for

all anonCred’ € Z, from the last line of the condition part,
Case 1.) 6(cred) # anonCred’, and/or
Case 2.) (;(anonCred’) ¢ C,
then all three transcripts are accepted with non-negligible provability. We carefully

investigate each case as follows:

Case 1.) 6(cred) # anonCred’ This must be the case where a program capable

of 6, or the corresponding AESP that executes the program capable of 6, is corrupted

!Based on the asymptotic argument regarding contrapositive probability. Given Pr(X | Y) >
1 — negl()\), we have Pr(Y | X) < negl(\). As it is easy to see that Pr(X | Y) = 1 — Pr(X |
Y) < negl()), and from Pr(X | Y) = Pr(X,Y)/Pr(Y), it follows that Pr(X,Y) < negl()\). Hence,
Pr(Y | X) < negl()).
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because cred is verified and asserted in Equation (5.14). We assume tamper-resistance
to all AESPs? and also that any programs prog are correct as they are open source for

anyone to verify as described in Section 4.1.2. Thus, these lead to a contradiction.

Case 2.) (y(anonCred’) ¢ C  This must be the case where A produces all three
accepting proof transcripts, WOOOM<{EO € 2y), mspr(0;0°), and me,(id; id € 7°),
nevertheless (;(anonCred’) ¢ C for all anonCred’ € Z,. Whenever any AESPs register
an anonCred to Zy, all honest AESPs are defined to maintain the injective relation from
any anonCred € Z, to the corresponding master Sybil-resistant credential ¢ € C, and

neither
1. “JanonCred € Z; A (;(anonCred) ¢ C (identity creation in Z;) , nor

2. ZanonCred # anonCred € Z; A (;(anonCred) = (;(anonCred’) € C (duplicated
identity in Z;)

can happen as long as all AESPs work accordingly. Therefore, in Case 2.), at least
one of AESPs must be corrupted, and the corrupted AESP registered an anonCred
which bears a valid signature of the corrupted AESP in such a way that the resulted
anonCred has no corresponding Sybil-resistant credential in C, or the resulted anonCred
in Z, has overlapped correspondence to a single Sybil-resistant credential in C under the
assumptions of tamper-resistance to all AESPs and the correctness of prog. Otherwise,
A must break the soundness of mooor(id € Zi), Tspx(035°), or Teq(1d; id € 5°).
The soundness of Tooon(id € Z;) is negligible in A (See Definition 3.4 (n-Special
soundness) and Theorem 3.1 (Theorem 3 of Groth and Kohlweiss [GK15])), and the
soundness of Tgp (0;5°) and me,(id; id € 5°) is also negligible in A (See Theorem 2

of Au, Susilo, and Mu in [ASMO06]). Thus, these lead to a contradiction. ]

5.4.2 Unlinkability

We retain Definition 4.8 (Unlinkability across programs) as described. Instead, we
need to revisit Definition 4.6 and 4.7 for Privacy — credential-issuance and verifica-

tion. Derived credentials are treated differently for public verification in the anonymous

2Possible mitigation to the compromise of AESPs is discussed later in Section 6.2.1.
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setting; thus, the security properties need to address Unlinkability among derived cre-

dentials, anonymous credentials, in this case.

Lemma 5.2 (Unlinkability among anonymous credentials). Given the identifier anonymizer
0y : Dy — 24, generated anonymous credentials with perfectly anonymous identifiers are

uniformly randomized and indistinguishable if, for any stateful PPT adversary A,

mpk, msk<KeyGen(1*);
cred’, cred!, pky, sk, < AO"Ocxt (mpk); 1
Pr [b=0 | anonCred® < IssueASDCred(msk, sk;;, pk;, cred®) | — 5 < negl(\) (5.15)
for b=0,1; b« ${0,1};

b + A9 Ocxt (anonCred®)

where lssueASDCred(), illustrated in Figure 5.4, generates a commitment-based anony-
—b .

mous identifier id = gldbhrb and assigns it to anonCred’. The construction in the

anonymous setting satisfies Definition 4.6 and 4.7 (Privacy — credential-issuance and

verification) simultaneously.

Proof of Lemma 5.2. Created credentials, cred” and cred?!, are supposed to be dif-
ferent, and both are passed to the function IssueASDCred() that creates an anonymous
Sybil-resistant derived credential, which refers b < ${0,1}. The created anonCred®
consists of ﬁb, which is uniformly randomized by a random value r* when the function
issues the anonymous Sybil-resistant derived credential. The witnesses (id® and id” in
this case) are indistinguishable in the proposed scheme as described by Definition 3.6
(Witness-indistinguishability) in Section 3.3; therefore, the adversary cannot guess the

value of b (or b'), and the probability —% is negligible. O

Note that the game plan above is identical to that of Definition 4.6 (Credential
issuance privacy), and it results in that the extended construction satisfies Credential
issuance privacy. Also, we may confirm that Definition 4.7 (Credential verification
privacy) is not affected by the anonymous setting. The proposed scheme maintains
unlinkability among derived credentials for multiple verifiers because of the witness-
indistinguishability described above, and also, no verifier can guess a chosen uniform
randomness r € Z, each other, and the generated id = g ¢h" is also uniformly random

across verifiers.



5.4. SECURITY ANALYSIS AND PROOFS 71

It has been challenging to eliminate linkability among credentials as long as a
pseudonym is used as the identifier. We may build a secure, anonymous, and Sybil-
resistant SSI system that supports unlinkability among derived credentials designed for
public verification by hiding credentials by introducing perfectly anonymous identifiers
incorporating Pedersen commitments and utilizing zero-knowledge membership proofs

as well as other techniques.

5.4.3 The Main Theorem

From Lemma 5.1 and 5.2, we can state the following theorem:

Theorem 5.1 (The AESP-based anonymous and Sybil-resistant SSI system protocols).
Assuming that all provers of natural persons own their mobile devices equipped with an
AESP and its ideal functionality G...and standard computational assumptions, there
exists a set of system protocols 119% extended from 119 to realize an anonymous and

Sybil-resistant SSI system.

I have been aiming to achieve perfect anonymity in building secure Sybil-resistant
SSI systems. For this, what I have achieved with the protocol 1% is to support
unlinkability among credentials with perfectly anonymous identifiers. Also, a pred-
icate, computed claims in Boolean form, brings anonymity for managing credentials
over a permissionless blockchain. It is a binary and uniformly randomized, the same as
perfectly anonymous identifiers; thus, it is indistinguishable.

One of the most notable points of our scheme is the proposal of Pedersen commitment-
based, perfectly anonymous identifiers, with the one-out-of-many proofs -protocol to
prove the existence of the expected credential that meets the Sybil-resistance require-
ment. The zero-knowledge membership proof allows verification of the existence of at
least one commitment opening to a specific value; therefore, it is still comparatively
infeasible to determine the exact one. The Sybil-resistance requirement, however, en-
sures that the commitment opening to the particular value exists just one in the Z pool,
efficiently in logarithmic order simultaneously. Let me emphasize that the anonymous
identifier of the commitment opening to id as a witness uniquely exists because the Z

pool is a distinct set of credentials.



72 CHAPTER 5. ANONYMOUS SYBIL-RESIST SSI UTILIZING ZKP

5.5 Performance Consideration

At the end of this chapter, let us consider the performance perspective. Computation
and communication costs must be considered, and for the latter, issuance and verifica-

tion should be addressed.

5.5.1 Computation Cost

First, I want to consider computation power and cost. Computational power is in-
creasing dramatically, even in mobile devices such as smartphones. Main processors
equipped with recent smartphones are almost 3GHz for the “big” part of quad or octa
cores in the big-little architecture®; over 2GHz processors are equipped as the “little”
part of the cores within the same system-on-chip (SoC).

Hardware-assisted security is implemented within such smartphones in various ways;
for instance, trusted execution environment (TEE) is built by utilizing a part of the main
processors, while Global Platform-supported Secure Elements (GP-SE) is implemented
as a separate chip to deal with tamper resistance. A certain GP-SE chip implements a
48MHz processor today. This is not faster than smartphones’ main processors, but it
works in the market for key generation and/or signing/verification processes for various
applications.

In such circumstances, the computation cost in each operation proposed in this

thesis can be treated as trivial for whatever issuance or verification.

5.5.2 Communication Cost

Second, let us address the communication cost. This should be considered more than the
computation cost. According to various sources, the global population is now estimated
at over 8 billion. Population in some countries has become over 1.4 billion; therefore, I
should consider at least a few billion natural persons in the set of real identities Z that

may work as an authority, ideally 8 billion.

3Arm offers big. LITTLE architecture since 2012, the big processors are designed for performance,
and the LITTLE part is designed for power consumption, and the total performance can be well-tuned
by the combination. See https://www.arm.com/ja/technologies/big-little.


https://www.arm.com/ja/technologies/big-little

5.5, PERFORMANCE CONSIDERATION 73

Table 5.1: Performance Consideration — Order of Communication Cost

Issuance ‘ Verification

O(AN) O(\(log N))

For issuing a Sybil-resistant derived credential and an anonymous Sybil-resistant
derived credential, an AESP must ensure managing the injective map by the identifi-
cation mapper 1, which requires only the first time to associate a credential and the
real identity for Sybil-resistance. Therefore, the AESP must communicate with a server
maximally N order. It is a huge number, but a one-time event.

For verification, it may affect more than the issuance because created derived cre-
dentials could be used more often than just the one-time event, issuance. Thanks to the
efforts by Jens Groth and Markulf Kohlweiss, the zero-knowledge membership proofs,
“One-Out-of-Many Proofs” Y-protocol allows us to verify the existence of commitments
opening to an expected value within logarithmic communication complexity, namely in
logarithmic order as described in Table 5.1, where let us denote N be the number of
users to estimate asymptotic communication cost and A be a security parameter.

As a result of performance consideration, the order can be described as

Computation cost < Verification (Communication) < Issuance (Communication).

Note that Christina Garman et al. proposed a decentralized anonymous credentials
scheme utilizing Pedersen commitments and accumulators with a distributed public
append-only ledger, and also addressed the Sybil-resistance requirement (GGM14], as
described in Section 2.3.2. Their approach is sophisticated from a mathematical per-
spective; however, it has performance limitations [Ros+23]. Other research, such as
[Cri+24, Rab+24], measured computation and communication time for each method
while they have not addressed performance trends in the global population on the

planet.
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Chapter 6

Applications, Limitations, and

Future Directions

6.1 Applications

The proposals in this thesis have many opportunities and applications in the real world
because of the rapid increase of smartphones and other mobile devices equipped with

a tamper-resistant secure processor in the market.

In this thesis, permissionless blockchains play the role of self-sovereign identity (SSI)
systems as a foundation. Like previous research and implementations, it works for ver-
ifiable data registries. In addition, combining a permissionless blockchain and AESPs
may extend the usage. For instance, secure programs for creating derived credentials by
IssueDCred(), which allows for a user to choose a program prog depending on different
context ctx, can and should probably be registered and maintained on the permission-
less blockchain. Also, derived credentials created by the user’s device with an AESP
may represent the person on permissionless blockchain ecosystems, preserving privacy.
Because of the recent rapid growth of blockchain-based business ecosystems, oppor-

tunities to utilize the overall architecture in this thesis to combine a permissionless

blockchain and AESPs are unlimited.
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6.1.1 Metaverse

There is an industrial moment of building services over an infrastructure combining
physical and virtual on the Internet or the web, utilizing various devices such as head-
mounted displays. From users’ perspectives, anonymity and privacy preservation are
essential requirements in such services. Simultaneously, such services may require pay-

ment or wiring from one to the other, and compliance with AML is a critical element.

Let us assume that we build and provide a metaverse service focusing on a flea
market under a permissionless blockchain to openly invite people from all over the world.
Users would like to retain their privacy and may utilize their mobile devices equipped
with an AESP. Users must have a Sybil-resistant service account to subscribe to and
use the service to avoid fraud and unexpected wiring of money to others, complying
with AML-related requirements. The AESP and the proposed scheme in this thesis will
be able to resolve the problem of dealing with the conflicting requirements of AML and

preserving privacy.

Qiuyun Lyu et al. recently addressed the need for Sybil-resistance in SSI for the
metaverse [Lyu+23]. Metaverse services are appropriate applications of the proposals

in this study, and they may apply accordingly.

6.1.2 Vaccination Pass

The COVID-19 pandemic has had a profound impact on the world. The pandemic led
us to take action for rapid testing and vaccination under various guidance, but people
must consider privacy concerns. The concerns are not about things only in the physical

environment but also online for tracking coronavirus spread and others.

Users would like to maintain their privacy and may utilize their mobile devices
equipped with an AESP in this scenario. Mauricio Barros et al. addressed SSI,
blockchain technology, and zero-knowledge proof for building a privacy-preserving vacci-
nation pass [BSC22|. They implemented a prototype, but their credentials are linkable
because of pseudonymous identifiers. There must be opportunities for the proposals

described in this thesis, and they may apply accordingly in this domain.
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6.1.3 Digital Identity Wallets and Related Initiatives

Recently, there have been ongoing initiatives regarding digital identity wallets in the
tech industry. The European Commission proposed the European Digital Identity Wal-
let (EUDIW) through the European Digital Identity Framework discussion'. Another

2

well-known initiative is mDL, a mobile driver’s license®, as a special case of an “mdoc”

app [ISO21a, ISO23a].

It must be helpful, but people would not always be happy to show their driver’s
license or personal identification on their mobile device, even though it allows them to
show only requested claims such as name and age. In addition, there are other initiatives
regarding SSI and digital identity wallets, such as the Cardano Foundation®. Many of
those initiatives refer to similar or almost the same architecture utilizing verifiable
credentials of issuers, users (holders), and verifiers.

Service providers for digital identity wallets must deal with AML. The ideas pro-
posed in this study are beneficial because of the importance of resolving conflicting
requirements. The AESP-based SSI architecture and protocols will enable digital iden-

tity wallet service providers to create programs that meet their requirements.

6.1.4 My Number Individual Card and JPKI

As an invited consultant, I am involved in the Japanese government’s initiative to
enable JPKI and other My Number Individual Card capabilities on smartphones. This
initiative utilizes GP-SE to achieve the goal of duplicating and protecting a digital
certificate with key pairs in a secure manner?.

To realize the goal of duplicating digital certificates with key pairs, the initiative
utilizes Global Platform-supported Secure Elements (GP-SE). The goals of the initia-
tive and the ideas of SSI are not identical; however, there are many analogies between

them. For example, a mobile device may become a digital identity for a user once the

registration process is completed. Duplicated certificates and key pairs are securely

https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/
1.1.0/

’https://www.aamva.org/Mobile-Drivers-License/
3https://identity.cardanofoundation.org/

‘https://www.digital.go.jp/policies/mynumber/smartphone-certification (in Japanese)


https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.1.0/
https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.1.0/
https://www.aamva.org/Mobile-Drivers-License/
https://identity.cardanofoundation.org/
https://www.digital.go.jp/policies/mynumber/smartphone-certification
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stored in the device, and it may work for their identity proofing or verifying claims.
These certificates and key pairs can also be utilized to create Sybil-resistant creden-
tials. Future extensions of real-world identity-related initiatives toward self-sovereign

are expected.

6.2 Limitations and Future Directions

This thesis has initially focused on utilizing the abstraction of AESPs with a permis-
sionless blockchain to build a secure SSI system by defining the architecture and the
system protocols, IT1%¢¢. In addition, to resolve the remaining issues of unlinkability
among credentials and to resolve a relatively stronger assumption requiring an AESP
to verifiers, I proposed the scheme with 19, In this section, I describe four problems

that will remain and need to be addressed in future works.

6.2.1 Potential Vulnerability of Hardware-Assisted Security

Some readers might be concerned about the vulnerability of tamper-resistant secure
processors to compromise. One of the possible concerns is the globally shared key pair
of mpk and msk in AESPs, which can be an obvious target for compromise; however, I
believe that previous research addressing anonymous attestation may resolve the con-
cern. As described in Section 2.3.1, Ernie Brickell et al. proposed direct anonymous
attestation scheme (DAA) and Enhanced Privacy ID (EPID) to address the problem
[BCC04, BL07, BL09, BL10], firstly adopted onto TPM.

Taisei Tahakashi, Taishi Higuchi, and Akira Otsuka addressed a similar problem
through their use AESPs for digital cash, and proposed to enhance ... as G..:q to
utilize EPID [THO22]. This research may apply the same approach to resolve the
concern.

[ wanted to emphasize that the BBS+ signature scheme is very focused on applying
selective disclosure in recent digital identity innovations in the tech industry; on the
other side, it was addressed also for EPID by Ernie Brickell and Jiangtao Li [BL09].
With respect to their approach, I plan to propose a scheme to revoke a compromised

AESP by modifying the EPID’s revocation protocol. Each platform may choose a
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unique membership key f, which is equivalent to msk in theory, and the issuer in the
scheme computes a BBS+ signature (A, e, s) on f. In addition, each platform chooses a
random base B and computes K := B/. This (B, K) pair serves the revocation check.
e.g., let a private key-revocation list Priv-RL = {f1,..., f,} for i = 1,... n, it checks
that K ;é B,

6.2.2 Addressing Further Complexity in the Real World

This thesis proposes incorporating Rafael Pass, Elaine Shi, and Florian Tramer’s con-
tribution regarding the formal abstraction of AESPs [PST17] to build an SSI system.
Also, I have demonstrated the ideas of protocols, security properties, and proofs; how-
ever, I made some assumptions for brevity, such as a single system of Sybil-resistant
credentials. In concrete, there are about 150 countries and regions on the planet. No
uniform fashion exists to prove the existence of a natural person in the sense of Self-
Sovereign in the real world, even by any authorities. The idea originally proposed by
CanDID was to ensure avoiding deduplication by maintaining an injective map with
the real identities roughly represented in Social Security Number (SSN) in the U.S. in
their case. Further research is expected to address more complexity existing in the real

world.

6.2.3 Practice — Reference Implementation

In this thesis, I have not addressed implementation and evaluation in practice to utilize
a permissionless blockchain and AESPs in alignment with the proposed architecture
and the system protocols [19 / [19%=+  Since some existing SSI systems are already
deployed utilizing permissionless blockchains [NJ20b, Nak08, Win21], I plan to design a
prototype of the proposed architecture based on the existing permissionless blockchain
systems such as Ethereum 2.0°. There are also several prototype implementations of
the one-out-of-many proofs®.

The further detailed design includes a.) interface between issuers/holders/verifiers

and permissionless blockchains for a natural person who owns a mobile device equipped

Shttps://ethereum.org/en/eth2/

be.g., https://crates.io/crates/one-of-many-proofs


https://ethereum.org/en/eth2/
https://crates.io/crates/one-of-many-proofs
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with an AESP to control their credentials, b.) interface for such a natural person to ac-
cess programs that can and should also be maintained on the permissionless blockchain,
and c.) some applications, such as a scenario where a natural person purchases some-
thing with their digital identity wallet on the permissionless blockchain only when a
shop there may verify if the person’s age is over 18 years old, but other private infor-
mation is not disclosed at all.

Performance evaluation is valuable, and the proposal described in Chapter 5 can be

proven through the work in practice.

6.2.4 Theory — Universal Composability

For further study, one direction is to revisit the proposed scheme under universal com-

posability (UC) setting [Can20, CDL16, Cri+24].



Chapter 7

Conclusion

In this thesis, I have, firstly, demonstrated the powerfulness of hardware-assisted secu-
rity and the formal abstraction of attested execution secure processors (AESPs) over
permissionless blockchain technology. Based on those techniques, this thesis proposed
the AESP-based secure self-sovereign identity (SSI) architecture and system protocols
1% along with security properties, including Sybil-resistance, and the proof. Assum-
ing AESPs and C..., the AESP-based SSI system protocols I1%¢¢ eliminates the online
distributed committee of trusted nodes assumed in CanDID; thus, I1% allows not to
rely on multi-party computation (MPC). It brings drastic flexibility and efficiency when
compared with CanDID.

Second, this thesis described a novel scheme that enables unlinkability among de-
rived credentials for public verification in secure, anonymous, and Sybil-resistant SSI
systems. The scheme includes commitment-based perfectly anonymous identifiers, a
simplified format for computed claims in Boolean from multiple issuers, anonymous
Sybil-resistant derived credentials, and the construction that allows verifiers to prove
the existence and verify such an anonymous Sybil-resistant credential in public without
AESPs utilizing “One-Out-of-Many Proofs” Y-protocol as a zero-knowledge member-
ship proof. For this, the thesis also demonstrated the best use of SPK and Proof of
Knowledge of a Signature with randomly shifted signatures. Thanks to the efficiency
of the one-out-of-many proofs, I19*** brings logarithm order for verifying the existence
of an anonymous Sybil-resistant credential among N credentials (commitments); thus,

the scheme presented in this thesis is encouraging.
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Lastly, I described this research’s applications, limitations, and future directions.
Compared to the other research, the proposed scheme achieves a higher level of as-
surance for Sybil-resistance, pragmatic performance in logarithmic order for identify-
ing and verifying an expected credential, and under weaker assumptions, ¢-SDH and
no-requiring distributed committee of trusted nodes nor AESPs for verifiers, in decen-
tralized anonymous credential systems satisfying the Sybil-resistance requirement and
unlinkability.

In conclusion, I have demonstrated the novel architecture and schemes of utilizing
hardware-assisted security, permissionless blockchains, and modern cryptographic sig-
nature schemes, including zero-knowledge membership proofs, and how they resolve
the conflicting requirements of having anonymity for preserving privacy and the Sybil-
resistance requirement for dealing with anti-money laundering (AML) or other needs,
which is a critical requirement in the real world, in mathematical approach. I expect
that the achievement of this research will resolve remaining issues in digital identity for

human beings.
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