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58 (California Security Breach Information Act (Senate Bill 1386)

59 National Conference of State Legislation, Security Breach Notification Laws, Apr. 12, 2017,
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(2017-4-23+)

60 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) 33 5. 34 5%

BLYLLIE « HiTHETE 57 Of, INFORMATION SECURITY AND PRIVACY, A PRACTICAL GUIDE FOR GLOBAL EXECUTIVES, LAWYERS AND
TECHNOLOGISTS, 64 (Thomas J. Shaw Esq. Ed., 2011)

62 Health Insurance Portability and Accountability Act, P.L. 104-191, 110 Stat. 1936 (1996), codified in part at 42 U.S.C. §§
1320d et seq.

63 American Recovery and Reinvestment Act of 2009, P.L. 111-5, codified at 2 U.S.C. 661 et seq.

64 The Health Information Technology for Economic and Clinical Health Act = HITECH Act, Title XIII of Division A (§§
13001-13424) and Title IV of Division B (§§ 4001-4302) of the American Recovery and Reinvestment Act of 2009 (ARRA),
PL. 111-5.
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Cal. Civ. Code §§ 1798.29,

(a) Any agency that owns or licenses computerized data that includes personal information shall disclose any breach of the
security of the system following discovery or notification of the breach in the security of the data to any resident of California
(1) whose unencrypted personal information was* * * acquired by an unauthorized person, or, (2) whose encrypted personal
information was, **+ acquired by an unauthorized person (%)
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Cal. Civ. Code §§ 1798.29,

(g) For purposes of this section, “personal information” means either of the following:

(1) An individual’s first name or first initial and last name in combination with any one or more of the following data
elements, when either the name or the data elements are not encrypted:

(A) Social security number.

(B) Driver’s license number or California identification card number.

(C) Account number or credit or debit card number, in combination with any required security code, access code, or password
that would permit access to an individual’s financial account.

(D) Medical information.

(E) Health insurance information.

(F) Information or data collected through the use or operation of an automated license plate recognition system, as defined in
Section 1798.90.5.

(2) A user name or email address, in combination with a password or security question and answer that would permit access
to an online account.
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Cal. Civ. Code §§ 1798.29,

(h) (1) For purposes of this section, “personal information” does not include publicly available information that is lawfully
made available to the general public from federal, state, or local government records.
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2 Shaw A 61 (21X “Most state statutes define a data breach as the unauthorized acquisition of and access to
unencrypted or unredacted computerized data that results in the compromise of the security, confidentiality, or integrity “ & |
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APPENDIX D: NEW YORK STATE SECURITY BREACH REPORTING FORM

NEW YORK STATE SECURITY BREACH REFORTING FORM

Fursuant to the Information Security Breach and Wotification Aer
{General Business Law §89%-aa)

Street Address:

City: State: Fip Code:

Submitted by Title: Crated :
Firrm Name {if other than entity):

Telephome: Ermail
Ralatrenship ko Enhity whese informahion was compromised

Type of Organizgation (please select one): [ ] Governmental Entity in Mew York State; | ] Other Governmental Entity.
[ | Educational; [ JHealth Care; | [Financial Services; [ [Other Commerdal; or | MNot-foc-profit.

Total [Icheding \'r‘-r\p-qd-anh] PIYE Residents:
[F the mumvber of MYS residents exceeds 5OO0. have the consumer reparing -REGI'lL‘IIH been notified? [ ] Yes [ | Ma

| Dates: Breach Ooourred: Breach Ciscoversd: Cansumer Motification:

Description of Breach (please select gll that applyl

| |Lossor theft of device or media (2.g. computer, laptop, extermal hard drive, thumb drive, CID, tape):
| |Internal systern breach; | [Inssder wrongdoang: | [Extemal systemn breach (e g hacking);

| Imadvertent disclosure ; [ [Other specifyl:

Information Acquired: Mame or other persenal identifier in combination with (plesse select all thatapply):

| |%acial Secanty Mumber

| |Drmiver's license number or non-driver identification card number

| [Fnanaal account number or credit or debit card number, in combination with the seourity code, aocess code,

Pd:u'.mn:l. ar PIN for the acoount

Manmer of Notification fo Affected Persons <« ATTACH A COPY OF THE TEMPLATE OF THE NOTICE TO
AFFECTELD NYS RESIDENTS:
| |Writken | ]Electronic| | Telephone [ | Substbste notios

Li=t dates of any previous (within 12 months) breach notifications:

Identify Tivett Protection Service Cffered: | JYes [ ] No

Druraticon Provdader:
Brief nmrlpllw of Servioe

X 8 NYIN REBEHT +—2A
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(2017-4-25+)
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% FEDERAL TRADE COMMISSION

P PROTECTING AMERICA'S CONSUMERS

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE | WOULD LIKE TO.

TAKE ACTION

@ File a Consumer Complaint ;l ?ﬁ %% y L— ‘L‘ |
Report Identity Theft \'!" 24 F% Lk $[§ |

Get Your Free Credit Report \ AHE YR AN ° 3
_ | SRRV b A

ol Register for Do Not Call i
1 Do not call D% §% |
\ | Get Scam Alerts \

a VW / AUDI SETTLEMENT. CHECK TO SEE IF YOU ARE ELIGIBLE FOR COMPENSATION 2,0L OR 3.0L ‘;

HISTORIC DO NOT CALL RULING O
$280 million penalty against Dish Network %
rTeee

15 12E%

LATEST NEWS More News COMPETITION

FTC Amends Complaint Against Invention Promotion Scheme Defendants -T. Fite an Antitrust Complaint
1un8,2017

—
el

9 FTC kv 7~— (https://www.ftc.gov/) (2017-6-11 7 7 & R)

FTC @ kv 7 _R—=UB i S LTV A E 1T, OIFEE 7 L— 2, @72 3£ L (Identity
Theft) BHS, @MEID 7 L hLAR— FOHIA, @Do not call DXk - B, OFFHKE
Boa—ADOHIAL > TS, @I, BoOEREHENDESTND Z &2 FH L TER
THLDOEN, @D Donotcall &, HY \75)%1 L TCWRWDIZEFEE - FEE D> T
HZEBHATED, QD7 LYy FUAR— FEIXASOERIEHRZ RS D %@7”\_75%&75“
UNEEDEE e Dr%ﬁﬁ L7EVEESZ LD LTWDZ e ammT 52 &6 TE H1%8,
EFD. O, @, @, IZ, BODIHFERBIANS NS HIZMHEDNTND Z & ZF L %%&?—5;
LD R -TEY, ﬂE)\fﬁ?&UDTE*Ufﬁ RIEFEEOFE N D2 D,

OHEE 7 V—20 ) 7 fo_X— 12X 10 @ for complaint assistance D <X—" T 5,

156 https://www.ftc.gov/(2017-6+11)

EIZiE, xiED==a—A & LT, Do not call I TH _ERmHAD SN AT TROON =2 — AN KRS HT
BO,.2017TF6H6 HOF LAY Y —X{ZV 7 LTW5, ¥Hkix, U.S.vDISHNETWORK, C.D. Ill, No. 09-307
(June 5,2017) https://www.ftc.gov/system/files/documents/cases/dish_ilc_309cv3073_fact.pdfftpage=451

BT FTC I, a0 TF LIZOWTIE, BIRAAL U TH Web 2305 BIF, BB EHEEDZRITERTE D42
ZHELTHERINES LT 5D, https:/www.identitytheft.gov/

B8 FTCIXZDIEMNITH, F=F Y U7 I —ERIZHONWTEFH L TWD, FTC, [ldentity theft protection services
2016 4= 3 A https://www.consumer. ftc.gov/articles/0235-identity-theft-protection-services 20174+ 1)
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Z9%®, FEDERAL TRADE COMMISSION

PROTECTING AMERICA'S CONSUMERS

¢ FTC COMPLAINT ASSISTANT

T AN =T |_r\
T 5 DA A S l—v

| fcﬁ @ 'ﬁ‘i L/ $|§ Identity Theft

| E/FE;‘k M HAX Scams and Rip-offs
| Welcome to Complaint Assistant
Unwanted Telemarketing. Text. or « Choose a complaint category on the left. Choosing a complaint category

T g fcﬁ %bg% o E 7( _/l/ SFAM will present several sub-categories.

* Ifyou can’t find a match select the “No Match Found” option and we will
S = . ~ categorize your complaint for you.

?é Y BEL R S IR RS AT LI + Answer a few guestions related to your complaint and then tell us what

happened in your own words.

Internet Services. Online Shopping.
/]) / 57 ‘—‘Z‘ b4 ]\ % ;r?:rg;put:':;es IS SHORRIES Complaints from consumers help us detect patterns of fraud and
s = abuse. The FTC would like to know about your complaint and the
B, fLF. e

Education, Jobs, and Making Complaint Assistant will help guide you.
RN == ¥

>< Money
l/ Credit and Debt

Other
HAVING TROUBLE
\TTEGORIZING YOUR COMPLAII
How We Handle Your Info Do Not Call Registry Report International Scams Related Items

The FTC cannot resolve The National Do Mot Call
individual complaints, but Registry gives you a cheice @ ec onsumer
we can provide information about whether to recsive
about what next steps to telemarketing calls at home.
take. Most telemarketers should not )
call your number ence it has £consumer.oov is where »
It's up to you to determine ; you can report international

been on the registry for 31

how much personal day=. If thay do, you can fik scams and leamn about other

information you want to 2 complsint at sSteps you can take to combat . About Us
provide. Froviding your waw.donoteall.goy . fraud. Your complaints help  Getting Your Money Back
contact information will maks ‘consumer protection agencies \ Scam Alers

it easiar if we need to reach around the workd spot trands © 30 Waws to Aveid Fravd
you to obtain additional and work together to prevent E—
information about your international scams.

complaint. Flease read our

10 FTC complaint assistant (2017-6-11)

AT T =T =05, ErbO7 0 3% L (Identity Theft) i@, @FFHK - #Ht
(scam and rip-off) , @ RE/RT L~—/r7T 4 F A—/L A3 A(unwanted telemarketing, text
or spam), R ARG, %Eah (mobile device or telephones) ., &4 > X —F v M —E X F
FA v a vy ar e a—# (Internet Services, Online Shopping, or Computers) ., ®Z(F .
1. #1756, (Bducation, Jobs, and Making Money) (D27 L ¥ k & &% (Credit and Debt)
Z O (others) &72->THY ., WH - HRAREZEHELLF LTS, £z, O, @O21F
WAEDILTND Z EIZBR LTS,

7o, EHO2 o007 7— D H5L 2FHOLOIE, [FEHENHRI-OMANEFHRE ED X
NS> TOLDLE TN 7T AN =T 2 DR ERET DT 2227 ) v 7 L
T 72 &V, (concerned about how a company is handing your personal information? Click here to
report privacy concerns. )] &, TEANFHROBHRICET 2 HmE MR L TWD, £/, X—YDF
#BIZ1E. Do not call DBERCEEFE K &, AHBIZOWTOEHENH 5,

B2, FTICIE, R 11 0EBY, RV TELICHETLIRASM bbb, WERENRT A b

YT THRTELLIICL TS,
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-",‘ FEDERAL TRADE COMMISSION [(Enesenst]
X7/ |ldentityT heft.gov

Report identity theft and get a

/

X 12 |ER —

IdentityTheft gov can help you report and recover from identity theft
HERE'S HOW IT WORKS:

UBNY)—=TF %855

11 7209 F LidHR— (https://www.identitytheft.cov/) (2017:5-7)

N=UTEICH D L0 EWWIET TR, TOHBEEOBEDIZOD Y HAN) =TT
DR X LTV D

g 5 FEDERAL TRADE COMMSSION [ |

|([€H I yTnL gOV ok

Which statement best I, S BT ELOREL Lm0 |

gt b “oort identity thel = -
13 ITER %
aomeone else filed a tax telurn using my information. ﬁ 0) I‘E $& 7&{% ) "C —'% 75) ﬁ)*ﬂéL'fj‘ EFI 5] |

Lo cone has my information or tried to use I, and I'm worried about identty the. "& 75 75) ﬁ 0) rﬁ %& % Fﬁ j:# 'fﬁ }EH |

My information was exposed In a data breach, ﬁ @ rﬁ $& 75 A {ﬁ A I/ A L 7:_. |

Something else % D f‘m |

X 12 Getstarted D~—3 (2017:6+11)

Get Started 27 U v 7 45L, K 12 D=V L7pb, ZIZ T, HMEENEELSLSTVE
N, 5ODHT TV —DONNF—EHELTWND,

OV TELOREL LT-W

@B OIEHREM > THEDPBIAEN PR E LTz

QFEPR B DOEREFF>TWVDH, iS5 LTEBY, RVTELEZLELTND
@B OIEHRP AN LT

®% DAth
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FNENONFKIZY 7§25 &, FTC 23, {HEEIZEAR W EN A LE O I HR LR
ICELY BEIFTnWAZ bbb,
B zIE, OQORVTELREEZ 7V v 7 THEK 13 &725,

X 13 7209 F LHEI—

F moun s e [ 2m: |
L oV

Iabﬂﬂhhhﬁﬁﬂ |

e

b, O & |

L!E__q_ﬁ—l

|&m&ﬁjfwhxm |

|I:I‘—lf W23 |

Eorhmor

ZITE, VT ESNEFHABRT LI TRBY, OZ LYy b I— &R, @
Bal, HEHES, 2T 0 VT 4B 5, OFEFK. YE - AENE, @QFEM. Blé. O/
274 b, ID, @ur—2, V—A, OMOT I b (£ ¥ —F> b, RER, X2V
Ta, EFEE) L BRTXDEOITR-T0D,

X 12 D@D, [@EMNBE Yy DFEREFR> TWDH, RO L LTEY, R+ FELEDL
BLLTCWD ) 227Uy o358 X 14 L5,

\/ﬁ FEDERAL TRADE COMMISSION l:l

k\:,;q i .gov L

What personal ) . ‘}_‘\/‘V}HZ:“JUT’{%%’YDEIN
information was

ost or stolen? 7J_\/—5'1/\/D7‘\/f\/ - PW

7ML vt IR
SRITORE B R
T D5

X 14 EARERPELINTZ?

Z T, EARBEANERPEENTZN 2 ZFANTND, B LT, OY—v vt
XU T 4 &S FE2tRRZE ) <° EIN (Employer Identification Number), @4 > F 4 > 1 7
AV PW, @7y hI—K, 7 LYy bh— KEHR, ORITOEFEHR. ©FHofFHR 2
HIF TS, B RRESIL, EAOH SN & L TX{fbi, EIN [ZKEOEBLR
12T IRS BEITLTWAHEHEL L TOID T, HADEAEFEZOL I LD THD
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B 12 o [@ADDERNFANLEE) 2270 v 73258, RERZOVEHROIIUA O
NU A RENTEY ., DYahoo DIF 2\, @IRS data retrieval tool for FAFSA (Free Application for
Federal Student Aid (FAFSA) ) OPM (office of personnel management) iz V>, @IRS DOF <
W, @ZZiZiFE ey, VA RERTW5,

@, @, DIZPNTHE, FBICRYVTEINLIERH D0, iR, 2iTiud, —BmC
R[EfHT D2 e, ZNENOMBENH L TOERER, #EBDODDTRDR—T~
DY 7 Ligo TG, OROIZHONTIE, BRI DNIFRZIA ~—2i2) 7 L
TW5,

E N 9 O@Do not call DBERE 7V v 7§ 5 & 15D &3, Do not call DEGESIH
WNTE L= Y 79 %, Donotcall IZDOWWTiX, Zikd 5,

Frmnmmsemm

15 Donotcall bk v _—

ZDOX DT, FTC X, HEEMEHR LT, £, B, BRNELZEM L THREL
LTV H, EHRY A FOERIZKREE > TWD,

452 7 Ly NE=AZ Y S —E X

KETIE, Z0TELOE=X IV 7Y —E2ANH 5, FIC (%, HEHEMIT Web V1 b
THAT S LT, HABERORA N2 TF LEHIET 20 TIiEauna, filzif,
VY NI— REGHRANVLTWTRYTELTUELNL TS Z &2 FRNERETHAL
THEOIREBNIEDD O THD, 7Yy hH—FRIZo0WTIE, BRTHLZ LYy b
H— RSP HMEMEY —ER L LTEDOL I R LT ToTNEA, KEDZA DY
—bERE, b OD LHEENEL . HEREERD M ZH > TH—E 2 2Z T 55D TH D,

159 https://www.donotcall.gov/
160 FTC, T[ldentity theft protection services |
https://www.consumer. ftc.gov/articles/0235-identity-theft-protection-services  (2017.4)
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FLRVTELE=FY 7= AT SUTHEFRS Y — v e X 2 VT 4 F5
EEARETE, NAR— b ERRRE S, @, [FWREROFEIIZRN X O RNE T
PR TWAEZ L EE=F )V TT5H, P—ERCHL DN, AIEFRO LD 2AnicERE
OB HRNPH T UXEHETIND ;
® (AR s

V=YX NAT 4T

AN HRE LI BB AT NG #wZ BG4 5 Web A |k

BHeix, 170H, $10~$20 FEE L oo = L1601
INHOYF—ERZED, HEREIT, R LD LD REEREAERORERH O A
ZHRL LT <720 FTC 1%, AIRD X 5 2@l —T %2 LT, REEDDH T ENTE
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® RHIGER. Rk

® Hil-lpa—T 4 UT 4, =TT LY, EBELAN —EZ2DOHA
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o /YIFDHE

[ J

[ J

45.3 Consumer Sentinel Network

FTC X, ZhbHD@#HE= T, T X Ta T <ICHOHEET L Z LITAFARETHL, L
L. FTC [Tl A MoOBITIRE & G L, $UTICR’IT 5 LS AZFFo> T 5,

FTC I, 1997 /- FEHk & 72 0 9% L O 15 #5572, Consumer Sentinel Network (CSN)!62
3 BT, Ziud, FTC B2 7=EE 7T T, < OMNOMECHEFTEDPITHE
B, HEE &RERSCERR 2 & O o B AR S<>, the U.S. Postal Inspection
Service, R DFRFEMATH % the Better Business Bureau, Canada’s PhoneBusters, the Identity

LD FEKORM - LYy FE=X U TIIEERH H02?2201343 A 21 H
http://smartandresponsible.com/blog/credit-monitoring/ (2017.4)
162https://www.ftc.gov/enforcement/consumer-sentinel-network (2017-5- 1)

FTC, THE FTC’S CONSUMER SENTINEL NETWORK

A FREE online investigative tool from the Federal Trade Commission,
https://www.ftc.gov/sites/default/files/attachments/consumer-sentinel-network/factsheet.pdf

163 the U.S. Postal Inspection Service, the Identity Theft Assistance Center, Internet Crime Complaint Center, the National
Fraud Information Center 72 & b {F#H 2 2t L T\ 5
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Theft Assistance Center, Internet Crime Complaint Center, the National Fraud Information Center 72
SliZFEon=EEREE SN TS, RV TELET TR, XM=y b, EHERIZEE
T, WIEWHEETEREZ ISR E LTS, 2212, FERIC FTC 721 T <. EH. M. 4 E
DIEFITHREN T 7B A TE, MLy RERMMD, BER 7 — R 2B Ao, iz ED
TWA% BT 2 A TIEES & O DEERRESITO 22N TS, HrH L, HARI
BT % PIO-NET O RHIELR b D, &z K9,

HE L b 2R T IURHIBR S D 23, 2016 ARSI L, BUET — 4 X—X{Zh D
DIE 2012 225 2016 FFICHFEHLNIEIF T, M 1B H DD, ZDI1EIC, [FHIFIZ, 20
B 71E? Do not call DEFERTFE LN TS, EfFESNL TV S, 2016 4E1Z1%. Do not call
PIST, SHITHEOEENFELNTWDS, FTCIZZENEZ 30 7 IV —|Z0 TTF—F_—
ZE LTV 5%,

FEMRD 5 B AERIPIZND SO 28% T b2 <. k2 Impostor Scam (B 0 7EHK, 151
I, BIFO AN ZER-> T, BlE&rihz &, #EHEANDTOIC&E IR L0 O FRKD
BRI BnBNFEk, BAESERLZDOOED)T 13%, 72V 3£ L (identity theft) 13%.
e, fEm— X 10%, ITEE L 5% &EHe<,

ZLC HBEE~Da X7 FOFIEIE K 16 DX HITEREN T1%EHRHEZ, Ziud,
Do not call N EL72 DIHEH OMRELL LD T- D 721 TldZenwZ L2272 R > T,

......

METWORK

Consumer Sentinel Network Fraud Complaints
by Company’s Method of Contacting Consumersl
January 1 — December 31, 2016

Phone _ 77%
E-mail L 3%a
1

Intemnet - Web h 5%

Site'Others

Mail Ls%
Other h 6%

Consumer Sentinel Network Fraud Complaints by
Company’s Method of Contacting Consumers
Calendar Years 2014 through 2016

X 16 =>%7 Nk

FTEERIZOWTIL, FTC Z1J T7Ze< . MELEHISTWEIRTH Y . s, A, U7
P Thisd, ZDI1FH. FTC 1T, BE /Ay — A TCOFEFERILOT- D, FEMIEZ /L L

164 Beales, HI#E1E 155, 2177 &

165 FTC, Consumer Sentinel Network data book for Jan..-Dec. 2016, (Mar. 2017),
https://www.ftc.gov/reports/consumer-sentinel-network-data-book-january-december-2016
166 FTC, Scam Tag: Imposter

https://www.consumer.ftc.gov/taxonomy/term/864
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TS, 1 1 HEOEFICTRTHIE LTS EIERL A2V, MRS Z & T, &
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20T E LI, BENREELHY , FFRKICORNLEERFERLTHY | BENICHE T
L2 EITRBNTH D, 72, ZONRADOIFEROER RIS HZ & T, 22 0bi#ll> T,
BRI N DENEROFE L FHENATETH D, —RIORENIEREEEN W, T
—Z27u—0—x, TI7ANT—=RY =T HEEOBRANLRWED 774
=D EE DM ~OER | ZFLHIC FTC 2MEFTHZ L HEEL WA, BE AR DI,
FTEIRDIZ S B X 5 7B i ©, ML HLICRET S Z L b AMERICR D,

T, ZOLDICHEEEED T, FEFF LT LN, [TIA4 v —afrn—]|
DD HEERZ L Th 5, HRETT, ORIHEHZRT 2O L ORBIE 2 H O
DAMTBIT OS2 E 2 L0 &, HIZEDRSW=b DIz b, BT, FTC L 5 SRICESH
Wre7en-0, BEEATHID AN THELEEZ - bD0ICR 5, 413 Hi TR
V. FTC ®I v a /AZid, NESREFEFIHZAYIHOEL 2 R ThEERT D) &
LS T, HRRE DX AT X HRFEOREIZEVMIEZ & < KEOMH 2R LT
%o F£7c. B Whydam O& ¥ = U 7 4 RFIZ L D 1H#E 2 WOFHR T, 5 3 &KE XY
HHEFT L, TOHWHIEANT, [FELSRIT, ETHLREBLIIEX RV, ZORIRH TN
DOV, B BT D HEELBE L IA MK T 4 MO THD 1, &L, THZIX,
HDHTAN—LX2UT 4 OLYUIBITDH, HEEDIH D EERITEET 2372 & (harms)
OF[REMEE PRENOIRES L, L0 ANN—tX 2 U T A BEEIZL > TEFT 5
BEDOAANED, AKX T 4y MMy THD), LTS, ['Wyndham 7% 3 [A]
Ny T ENTZZ EEEZD E. BAFTNE. ®KIETH 21EH D /N> F 27 T on notice 23 & - 7=
& & % Wyndham DY A N—tF 2 U7 ¢ FZHEIXFTC HLERD AR MK T 1 v MyHT % i
2L TCWiRhotz, LY TE 5, EIT, FIC OIFARTA # 20, BEICH TW A FEEED
X2 VT A REFROBFPRBEFIICLY FTCIXEEL TVt b0z b & LT,
AT EICBENRGHEN M LoD, ROFRICBITLIHHEHE 22wy y 7 fFEo
T, WS HHEFES LWEHRSITEEE X D,

167 Beales, AifBiE 155, 2178 B
168 Whyndham Bij$&iE 145
180 RRRIE, EEEM
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Data Security Breach Number of Breaches (% | NY Personal Records

Cause of Total xposed (% of Total

External systems breach 519 (40.48%) 1,102,258 (69.05%)
Inadvertent disclosure 312 (24.34%) 304,277 (19.06%)
Other (i.e. skimming) 180 (14.04%) 50,313 (3.15%)
Insider wrongdoing 105 (8.19%) 7,300 (0.46%)
Loss of device or media 61 (4.76%) 0,607 (0.60%)
Merchant breach 38 (2.96%) 35,930 (2.25%)
Theft of device or media 19 (1.48%) 3,270 (0.20%)
Law enforcement recovery 18 (1.40%) 6,468 (0.41%)
Unauthorized access 13 (1.01%) 68,839 (4.31%)
Internal systems breach 10 (0.78%) 7453 (0.47%)
Unknown 7(0.55%) 492 (0.03%)
Total 1,282 1,506,207
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BB A PEUSRICH Y . EFIIBREEOT — X2 X 7 u— RBRARETH DS, Z0
72® . Do-not-call ZJIESFT AH7-DICTELY X MO BRIZHEHLZZY, ke, Bh. §E
ATHZ ey, INEREHFE~Y—7 T 4 U 71T24XITEE)) & STV 5H1%,

ZOHENBEAINTH G, Tv~v—0 7 4 v THEE-LNL, ZOHIEITEET
REI N2 EfmD H EE(%."*'JE’J??%)%F% LT b~—07 4 V7 ERTREHA SN TV D+
eI R¥ELSLTZHT, L LT, FIC ICXT 2B OFFIAN TR S 1721, 5§—5 T FTC
DGR L, —FE, ZOEHAOEZELIED HEH b, YEkE CEHERIIEE LR
AR L U CHEESe LT, EIZIKQ: [k, KETHENISHICOL SO BB D Eiﬂf(
WO, BAGHRIZETLIEMEVIT. LVAKEDONRT U ANRMbN TS, ZOHRT
I, BRI SR~ OHG ORI ENETH 5 Central Hudson HIIRFEHEIZ IS X OYFEHHNIC
Lo TERM SN D REM RN OFE., QHHINZ OBUR 2 BHAEET 220050, @HFHIN
WL FICEmzdilf Lrnd ol BE%;J:_EI’J [ZHE STV D20, 24 L7, O\,
TIANY— HEEREENE L TROOLND, @QLOIZDOWNT, MIZE X b HIEIRK
Zo BIFCORE L7e, BRI, FEF I X 5 B EHS]. Do notcall © X 5 Z{EEH O H Y
SSOIERI IR, T Vv~—r T 4 7 EOEmEELOEREOF TRET L, B EHHI T
RS EN B 7o Te Z . AT ERSImASOMENEE THSH Z D, Do not
call |Z & % Bl 4 & 7& & Lf:o

ZD%, TLvv—r X —OHRIZIX, MR ERIELE LT, £, ALEFRE T AR
f£< THiRH7b ’Cﬁﬁ/)hflﬂé REEBET L LT, BENEREZEA L\ fibnTns

W FFET D HEE LT ED W, ERELX T M6 RiuX, B2 L nEiD
@hé#?m_ﬁ%énfwéf/ﬁ~y#mné_&L@D\*%@@ﬁkbf\%%m

190 FTC, Complying with the Telemarketing Sales Rule, ”Protecting Consumers’ Privacy”, “Do Not Call Provisions”,
“The National Do Not Call Registry Requirements” ,

https://www.fte.gov/tips—advice/business—center/guidance/complying-telemarketing-sales-rule (2016.9)

192 FTC Fij#§7E£ 191” Who Can Enforce the Rule?”

193 FTC Hii#87F 1917 Penalties for Violating the Rule”

1948 310.4.(b)(1)(iil)(B)(1),(2)

195 FTC Aii#E{F: 1917 Accessing the Registry”

196 §310.4.(b)(2)

WRS e« fiHBE 14 I ENIE, TAV I Y « T LI —ER - TYTZ—va ALk e~—FT 4

YT TV vE—va UYRNERERERF. L IhTW5,

198 Mainstream Marketing Services, Inc. v. Federal Trade Commission, 358 F.3d 1228 (10th Cir.), cert. denied, 543 U.S. 812

(2004)
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Rolz, 2T, 2008 HTIE, TSR NET SN, $kEA v bB—TICE D ARNET L LR
ERET 2 HENERE (auto call, 2R 2 —) L) ZHAIRIE R T D 2 EREEIE X LTV DY,

6.2.2 DNC | FHex & Eif

4.5 8T FTC OHEH 7 L — LD ZHIT L7225, DNC IZFB W T, FTC (LM E A 23
HIZBRBRTED L HICL TS,

FTC ® Do not call ® kv 7 ~_—1F[K 15127~ L7273, € O D4 {H D Iregister you phone |
o, TIZK 25 OBEEEEIZY 7T 5, £ 2Tl BET HEREE S L EKHOE
A =T RURIZT #8687 5,

REGISTER YOUR PHONE

Follow the registration steps below.
1. Enter up to three phone numbers and your email address. Click Submit.
2. Check for errors. Click Register.
3. Check your email for a message from Register@donotcall.gov. Open the email and click an the link within 72 hours
to complete your registration.

STEP 1 OF 3

If you share any of these telephone numbers with others, please remember that you are registering for everyone who
uses these lines.

Phone Number:

Email Address:

Confirm Email Address: %% ){ — L7 ]\“ A

SUBMIT

Your email address MUST be correct to process your registration. Learn why your email address is required. If you do not
receive the verification email within a few minutes, please check your spam filter or junk email folder.

Please enter only numbers in Phone Number field.

25 DNC sk i [

F 72, BRI HOWTIL, 15 DD Treport unwanted call] 72>6 X 26 O (2 Y
Y74 %,

199 §310.4(b)(1)(1v) THEENBFICHTHLD, 2BLUNICANHS Z L E2FHEMIT WD,
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REPORT UNWANTED CALLS

STEP 1 OF 3
Quastions with an (*) must be complated.
Please correct these errors

* Correct your phone number on line 1

What is your phona number, or the phone number that 213487627 E ﬁ% 5] (/Z‘ )

received the call, if different?”
IR ] (L)

When did you receive the call?® o005

05:00AM ¥ 09 v
3 - 7=k =
Was the call 3 recorded message or roboca#?  Oves ®No ﬁ EWaal “?3 E %ﬁ E@ﬁﬁﬁ) ?
Did you recesve a phone call or a mobile text message?  ® phone Call O Mabile Text Message
BEEHEE )N ?
What was the call about? = [EENG] 75 YR 75 !

Enerqy, solar, & utiities

{IZBT B EEETE - Ted ?
P = |

X 26 DNC @#fhm A7 v 71

F T, BEERE. ZEHEETAL, uRa— LT o, EEEIEICHD S TEX M
B, NCET DB T2 E T NE T A= 2 —nhERE,

STEP 2 OF 3

Please provide as much of the following information as you can: ~
v | D%;;%@%;;;ﬁ%n |
Phone number of the company that called FE LA 7

eyl (g0 2its

Have you done business with this company in the last 18 months or contacted them in the last 3 months? OYes  ONo 18 75 )H L/L Ij:] \_ Ey % I L 7": 73) y 3 Z))H ﬁﬁ c:%ﬁE >}

Have you asked this company to stop calling you? Oves Ono .
o s 2 BT o 729> 2
How May We Reach You? =

Providing thes information is voluntary, but it can help us investigate your complaint FTC &i t“ 5 &) fcﬁ 7”: Tay & 7 ]\ L i L/ I 5 75) ‘)

First Name:

— (EEERHERELHT S, L L0
B AR, (ERT

Gity:

State: Wy

Zip Code:

Comments?

Please provide any additional information that you think might be helpful. You can enter up to 1000 characters. Do not include

any personally identifiable information, such as your Social Security Number.
conmen: A
HEIZHT- . FIRREH

You have entered 0 of your 1000 avadable characters.

[X| 27 DNC @¥REfH A7 72

ZZTIE, 25T, EFEE2NT TELEOBFE T, A ZRLAL, BE3 NN
VRIZZ DSt LGN Do Tehy, £ ORMITERFE 2 NTRNE DI Teh ZIEO, M4
TIFRWBFTC 8 # 7 hTE DA OERE I LA T DM H 5, EATEETZN,
22, DERER S L LREELEDCT V] EOBHRDH L, £, HEICRLHOLE
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ONLEMERZ BHICRRATE D34 M2 H 5,
Z LT, lsubmit] 27 Vv 7 425L, 28 DX D 7GRS T BIEIZ R D,

o dbww

Your Complaint Has Been Accepted

Thank you for filing your complaint with the National Do Not Call Registry.
Do not call complaints will be entered into a secure online database available to civil and criminal law enforcement agencies.

While the FTC does not resolve individual consumer problems, your complaint will help the agency investigate the company, and
could lead to law enforcement action.

Click on a question below to learn more.

® Will T hear back from the FTC regarding my complaint?

® What can [ do to stop unwanted calls?

® My number is on the Registry, so why am I still getting illegal calls?

® What is the FTC doing to stop these calls?

® 1 gave you the phone number of the company who called me illegally. Why isn't the FTC doing
something?

« More FAQs about the Do Not Call Reqgistry

SUBMIT ANOTHER COMPLAINT

® Limiting Unwanted Calls and Emails
* More information on Robocalls or Prerecorded Calls

28 DNC #EREm B&kse T

% 212X, Do not call DFFIX, & - FIFOEPITHENT 7 8 A TE 58X a7 24
VIA T = AR RIS NE T, FTC (3% OWEEE D b7 7NV EfRRT 5 Tidd
DEREAD, HRl-OWEIL, IEPITHENZ O ETRE L, IERITICORIT A2 LN T
x5O0 b LivER A, ) &, Consumer Sentinel DRI H 5,

AR D &Y . DNCIEKICHOWTIE, FTC,FCCMIREL, FAANMERFRETH 5,

FTC HE OHIT e = & L CIX. TSR @ _EAL#5E T % TCFAPA (245 < Telemarketing Rule
T ERITK LTI, FTC MO E B REF R L [FER. [RATE - ERAIITA L LT J.
EED TR Y | DNC IZERIZR TR & 03 d 2 DT Tixe W, INREIC L D EFICBW T HE
HFTIZB W T TN TR Y . Bl b OidZevy, FTC B & 2VEERSE T Tt L Tund &
N2 D —RAEBEHHAET DD TIE R HHEOZNEDERHEL CWDHIEHETH D,

BA4E L7= 2003 FEOFERE T, MHEENDOEFIL 15 HHEIZEL, 100 LLED 7 L— A
DEFL TN 45 OFT L~—0T7 4 V7 HERIZH L FTC (3R L TH 0, #Hl1T AT&T
2o BREEA G L2 & TT8 I RADEIe LR LT\ 52, FTC X° FCC DA T,

20 15U.S.C. 6102

(c) Violations

Any violation of any rule prescribed under subsection (a)—

(1) shall be treated as a violation of a rule under section 57a of this title regarding unfair or deceptive acts or practices;
W 7Y R-RT7—r FifGE 184 99 H
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LIXLIEREEIET 7 7 T A Z2ER S, BUNPAESMICEET 22 2RSS EL52E T
Fofig L Cu5202,

FTC 0 2016 G522 L, 2016 45 9 A RIUED B GA 13 226,001,288 AT, FitE LY
#9300 5 AHEIN, 1 FR TR L2 EE O8I 5,340,234 fh L e o TN D, K92 HfhoT L~
=TT 4 T EAT ) FEBRE DR TV D,

44 i Tik~_7= L ¥V | Privacy & Data Security update®® Tix, FTC 2 X 28Tt %. O
General Privacy, (@Data Security, (3 Credit Reporting &Financial Privacy, @ International
Enforcement, (®Children’s Privacy, ®Do not call {Z431F T, Wil LRI U X F LTV 5,
FTC 73 Do not call % ”Privacy & Security”®— 2D Y ¥ L& L TRV A TWD Z ERbin5d,

Do not call TiL, 2003 FLURHEF L 7o F4IT 127 14T 411 #1320 AEEFF L T D, Bk

L7= 118 1 TEFE 147 & RV Dik}, 10 {8 KL monetary restitution for victims(1&i% | #ifE)
RIEFIESEIR O A BT TWD LB L TWD,
2016 SEDHER L L TR H T LTV DHZE,

#£ 19 20164+ Do not call HITZAF

-KFJ Marketing:1.3M A DDNCROEFESIZEH ES EmhEs s
ENEEEE (DOJI I [TEEFRER ) ada
~USA 105144 L) _E OOVacation:DNCRIZ— EH &Eh ES EHEE S
EEE.BBBAIFTCASIERARTEE, . (FOARE) ks
=Feature Films:11 7B 73S LI _EOOOTSRE SZ DO HR

B AO:ZE X7 EEE. (DOJAI201 1 HFEIZFTCOI> 7= =4 e
DHOI—IRER. FEFIPT THIESH. FEE=E CDNC T3 =
ERL7=FNIDFT—X)

-Life Management: BE)&EEE. 15.6 83 77 1 LL =R =Sd
EiEHEFE A I==FELLHR S I=UNEFERESE D EE. EFHR
-Lanier;Z =B FSPA7sE (FBERZ=ET 2505 )
DNCRI-ZTEEEHE. ERFTE ST ATFT I SoF=2=21 |EESEH
Advatising Strategies: TROX{Z=Z=1Ft sS4

SEEAONS . EEERAOESE < — T T r>T . $9M SFHR . B2
FE . DNCRI—ZESE. B EIESEFLHL = F-. EHEEE
FTCAcCtETSRE KR .

-Consumer Edu.: DNCRIZ2M{4LL . HZEh =EES
FETEE= O, BEEFIT D LroEIEEZTZ AT & . THER
Web CGURE , (DOJEXIERERF. =1L &5 %) FFHY
-EFEEEIESE R R—391453=E KA
BEEhESEETIEESRF (=9 k=S
(FPHFF . UK, DOCKFCC JMNFEE=R LI ED

202 | 21X, In re Sprint Corporation f/k/a Sprint Nextel Corporation, (FCC, DA-14-527, May 16, 2014)

https://apps.fcc.gov/edocs_public/attachmatch/DA-14-527A1.pdf
203

https://www.ftc.gov/system/files/documents/reports/national-do-not-call-registry-data-book-fiscal-year-2016/dnc_data_book

fy 2016 post.pdf
204 FTC -+ 5L 146

205 KFJ Marketing, LLC,. USA Vacation Station, Feature Films for Families, Inc., Life Management Services, Inc. Lanier

Law LLC. Advertising Strategies, LLC, Consumer Education Group, multinational robocall sweep
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2008 FEDYIET TSR HEK & 22 > - BEVEFICEHT 2 FRTERF DL N DN HILOH,
FEMR DT DEEEOFEZRE S HIL D, il x1X. Advertising Strategy D7 — A Tlk, iIBEREANE
BUREREEE S —7 Y MIREFEFLET TeE L > TWVEH 7 — AT, FFROFEN
HR 5T, National Do Not Call Registry ORI ~DZERETHIEL L TW5, Consumer
Sentinel T, Fffko =z %7 N FRETEFGEN KRB LN -7, Donotcall 12 DX O ITIHEH
I HIEH STV D,

6.3 T HARHEENRS L]
6.3.1 HARIZIT B RIEERNE R H

HATIX, 1960 A 06 70 AR TIHE B RESE200ITIER 4, 1976 47,
FH AR BT B9 D58 ARSL LTz, EICEIMIRGEICET 2 M Tidd o 7228, —¥,
WBEREFEIZOWTHINERBIN A 72, 1990 FRICA Y R T v~—FT 4 v 73 FE
L. SEa a2 FH L@ nai Lz, £ 2T, 1996 4, JLEHIHl O T - - Bt @ik ikt
D, ML ORBIFREE LTHESND Z 20 EERMNOBRBLLOYY =V T« F7
RS NS BRI I, L2 B, — B 72 VB 1S3 D RSB AR I 35T 5
iz, i, ZORE, JHEED, 1TERERICK LT, P8 K OHNE 22k 5 B H I EE 3 5% T
bz, D%, AV F—Fy FOBEKIZED, HEENA VX —F v P THEmEEATS
AV HE—Fy NEGIBREIM LR, ZORE, L5 & TR E OXBIN ALY A MIE
577NV HETERZD, 2000 FHIETIE, BERTZICBWTA ¥ —x v MNRFZEE &
AL, BRDEIZKT HHIAHLOEIE L) INERBIAE(E ST, ZORE, HEEITRT
D ERRIENHE OB 2t B & T 5720, IEROLARD TFERIS T 2158 ITER S
iz,

Flo. FLZA, EFA—NMCEDIREEZBFATE VDD HEREA —LBED T HND D
EMRIEE 720 2002 4E 6 HEMIET, BF A —IC X 2®BILEDOL 7 b7 7 MEE (5%
OEMITFAIE LTARTH LD, BEZEL LHICH L URELEET L 2580 L
7oo) AL, UKD AT, HHRITEEIT 72 imode DFEEEIZ LV | HEHFEFHFTO A —
NEAPER L TEBY, BRPDOA—NVZETHERET LWV ESITEEA—LTESTobDIT
7. HHIOXMGITE 1 A —NV— I o7=, ZD%, 2008 FLEIZL Y A7 b A Bz
O,

—75, BETHEEETHREE D, 200244 A, TREE T A —/VOEE O E(LSEIC
B 215 ZHlE L, INELS DA =L ED, T, A7 7T MGl A2 — R L,
2008 4, A7 hA VANZHIE LTS, ARNA A=)V EZ(E LIGA, BEKE R ONER
B ~OHHA AT, KEIFHEE2Z T -RIEL2 L, LEREEZRORIER S
RN KRR E OB EREEE BB T, IR T 28 E 21TV, KEOEE DL UF
FERERET D, HAT —XBEHEVBEHEINTND, KEIX, ARNARA—L0RES

2SR A —/VOEFEOBIE(LFICHET 215 8K 1H
207 Ia 8 % 4 I/E\‘
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EREBoT-E T A=V L, HEMSNATRET, ELICIFERINH 528, Fi=, EXIHE
FFETIL. ZNODA— IR, BBRUIEAESR T 52 LN TE 52,

AAT —Z@EHEDORKA — VMR &2 =0T, BRIV EiLE2%ZTC, HEE
T A=V OEE O IF(LFICET H2IERICER LTS & BN oA — L EIEL T
WD, A—)LDERIE < TFRIEHL 7 +— L« LT T 7 A U B@mMRaRETH 5, FTC @ Do
not call DA A & [FEE, [TRAEW 22 W ERIFRIZOWTL, RBERELXOHEZ I TREE
IZ L DEGEEHE~OEE, BREEFELTICLIXEHIERRIEA SE W& ET,
B, WIZEWTE A= VONERLEEHT ~ORERI 2 LI ONTOMEBIOREITITIS Uos
NETOT, BONPLDOITTERDIFEBFEWNW-ZLET, | &8I TnD,

A—JVTHA NG EEIND T 2N, EREIISEBITY [T L, £ ORkE
DFATICET D LRODIEROIEMZITH Z LN TE B, W, —EDEAZHRE, 2t
Tt ENE O FEFEOMEEICHERT L Z EICHAET S Z &N TE 52,

2016 4EFE, KB A — LARIR T o Z —1213K 1,454 T TFRIEM N H 0 | BRI b -
TERR L7251 3,419 {4, ISP (K9 2 5515 1L H ORIEDS 13,561 £ (115 #1) . St D
ITHEBI~DOEMIRMLIT 42,791 F CThH o7z, P2FE -, HREAIL, 2015 45 10 14, 2014 4 6 1F
D&MD %2 H LTV 528,

WEIREERE O FReERITHBEE I TR EICEES TV 524,

6.3.2 NFFE RN HLH DR F &

HE, HEHEOBREIX, EEcHmE, BHRICELMEZ IR LT, BORBA LW
LOEWAT D, Ll i WEERC, L EmO2EEE . EAlc#Es L
THIEHREZ/ LY 95, vRICHTIHELLY., LVMOCHITHBEE O TR %2
% ARIEMR. BEERZES> TEYRRIZORT S, LWomhbb, ZHBEEITIE
HINDZ LTIV, Ll ZOEERICE-TE, HMAOHEL NI T T A4 N —K
TE 2R 72 - Kl ~D RA] Thd 0, FAHINIZZERTH Y ED X5 @FE» 7o
NTNEDNDLNVIZWVIREETOE— LA h—27ThHV ., £/, BRI OPES &
THATLIRBN2NEE, MTHCEZ D ELT LLHBRBRERECLVEEZID LS
ZWEAEL LIZLIED D,

ZOET, HEEDHEPROVOIZEIR, BEFEL B THEM. - P—ERA0EA (FRZIX
Woe) @53 2 RS (ST 2L, 7% HERBEREOBLA NI E T,

HElORRIZ, RES DT TUTDOLORH 5,

OF6M

QEE(LZA LT b A—IL)

08 5 fEEma 74 EHl 345 LFELTOBZEIIE ML TOE S

209 & 11 4o, EARMIICIE OP25B °BFHE R A A VEEGEAHERE SN TV D,

210 http://www.dekyo.or.jp/soudan/ihan/index.html

A3k 305 —EOHALIE, BUAIL. BATIILRTIEARW b O, HBIOMRFER 2GS,
212 http://www.dekyo.or.jp/soudan/info/index.html#katudo  (2017-9)

213 http://www.soumu.go.jp/main_sosiki/joho_tsusin/d_syohi/m_mail.html (2017.9)
214 {£ 31 %
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E T 2003 FIZHEA Lz, Z< OETIL, KE & AR, #5522 2 RWEBRRET 5 [
Zr7 v R 2o TS,

2009 4F EU 1% [EXGBES IR T DEAN T — X WEL R N T A N — (R ICBT 280
(2009/136/EC) | (28T, %[EIZ Do not call HilE DEAZFZHK ST 7=, T T, 1L
J =TT EENETHHBEER, FAX, BT A—/MIFT b1 v, LSO
WE (BEHEeat) X, A7 M ThbA7 M7 U R THA[, L, ThEZIT T, ~Ub
X—RT U~ —7 T BFEE2ZT THOIVWERRET S (DF 0, 774V MNIEIFEEE L)
F7 A HFRER STV 5D,

AL, MEERESR, BEITBUERDZ VD, VU T R—=ILRORS 7 Y A
WMREEIZ LD bOBHTE TS, HliYR S, FERICHEE RER., BEITBCR, BEA
THHRRGERD B D0, BHENTBEITECR, ERXA~OHATIIME NG RAER, LW I EB L
O D, T AV ADEAEIE, FTC B &2 Do Not Call & AT LADEEZ L CTWDH, HiY
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TR L 7o FERBAD AL ITHREERIND D0, ERMEINZRVON, REZICE) ZLbbh D,

2016 4F 12 A 22 B, EBHRIT. MfiFRtE 2 i# b+ 25 NEEMBEHRAEHEL] Fooic, [REERTH
AO— A2 WIET 587 OWIEZRE LKL, 201745 29 ALY A& — kLT,
http://www.moj.go.jp/MINJI/minji0S_00284.html

ZOHMIE, REOHBGMESHAED CEEFEZ ICRET2AEZEET 5720, L3N TWDIR, 7I4
Ne—Df#E, LWIOIBRTHHEEREE R D, ZORETIT, MEEAR., EEMRER T a2 ER, FBRF
FENEA & ILITRFEATICIR N T 2 & . B RIEL 2 ML LICREEZRITT 2 O T, SRR & TITAEN
FEOGLORHIZIT CRREE DT D, REAFICIE, ARG ITERTRRT 225, ML, K4, EFEAR,
RO ATE S EFTORRIMER L Sh TV,

ZORIETIE, BRI, TITRELTCOWDHEEE R, 7I7 A4 v —E MU RWEREMEFSICHES
L BEOHRIZE Y —EOFEHEFE T 2%&E 2 R-7,

231 JIS Q 15001:2006 3.4.4.7
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THZELLHEAARBETH D, 631 H TR L I, BEIC, BRIZIFEFA—NITLED
REFEEFFEO 7 L— 2 ZRITH AL H U | TIEU\TH{EEJ%&%E:: VI ZEE=H—T
HZEEFE ATHLAMBETHAH, L, TITANRNT—ZEMRASNDRLE 525 &0 9 M

T, (EFT L BB T TH A 9, AR, (EFTEHREZF > T2 Z L oREmATEIL LN
DIEN, EBEIZDonot call DX H 7~ v F o T &ITH Ld L, BFE T a2 EEEFIT
R KO RT L EZOERANELNEEZZ DI, ET1E. Z<OETEH SN TV Do
not call NHAEH HXE EMANZ D,

Ay ANHEEIEIC L DB S ORBETEIRE ., NEOMENTEENTHY . HAE®R

DOAREFABIITENZFHT 2D TH S, 3Tl Lf‘ﬁiﬁ%qj'l}k LT 18 EIZEASH
THEY ., FERIUICHERIZBNTEALTHEN LRV,

AR EIERI R & LCiX, £9°. ZORMNC, FrpaiE0 I TBHEEE O EMERIZERE % 7)<
HIFERET DMEREZFF-E 20BN H 5, FrdlES 66 55 4 HTIL, {TBUIEXEEF
EAI L, HEEZRET DD ERFEROBRE L RO D Z LN TE LN, HRITE
T A =R Web A FIZIT O XD T, EEEEFIIHRITR o TH RN, o T, AFENIE-
T LRWEERLEGHEZPOHNO M 2 NIRRT B AT R TRk T o
E*ﬁﬂ%%ﬁt FTHY ., S LR VEEETIIEE LY, 2k, BUEOEEFE S OBIT
DI=OIZH M TH Y Do not call DEADHHEE LTH Eﬁ%%@ DEEDLTEDITVETH D,

RIZ. Do not call DEAIZDUNT, VB 2K Lfﬁﬁﬁﬁﬁéz\gﬁ%éo

2015 FEDOFFPESUE DR, HBRFNREZOHEFTH, EabEih L iilgasic w4~ |k
A HAORBHERFREZEAL LS &L LT, %ﬁ%ﬁ%é}fx& P> DIk 2 52 T TTHERITA
NDZEEMELEREDLH DB £, BINTIE, 1990 FERNS, T L~—FT 4 T~

VIR MRRGEETH TR - FrpsiiE MR A 2 /BEENRE © < 0 kb m R BN @BBCER R . 2015 4
07 H 30 H http://www.bci.co.jp/netkeizai/article/921 (2017 6)
WEIFEEEZESYE 6 M ERRG EEMFAES 201546 A 10 H) T, e 7 ) v 7udSE@mn bt &n
EEL LT, UFRRMIATND ;

< —MRFEETE AN B AT e >

BWE2-1-1 TRpRgiERE LIS 2 BASHE OB RE )
Ghk2-1-2 TREEREGICET 2B RE LICET 5 BB OER
EEH2-1-3 TCHRERGEDBLIR]

TR 2-1-4 THERKGEHfE]

Ghk2-1-5 DHEESZRNICET I A KT 1 )

< AEEFERTE N B AR e s >

B2 -2 [RFE PG [V LIE. LIC BT 5 L

< —MRFEETE ARG R E s >

BEr2-3-1 [F5RRGE - BEEFRCFEOREIC OV TOERE)
Bh2-3-2 TR UV KIGIERET 2T A8
BE2-3-3 TR ER S IRoCEYE)

B 2-3-4 TR ERS RV A FF 142 (FRL 26 45)
<HRASHLRAF >

“r2-4 [ 7 2% OFRIRTEEEIZ DN T

< H'mﬁi./fj\ 5 @JﬁEﬁJLL 0= =>

Eht2-5 R E RGNS VA D RIE LIZDW T

<HAStEEE>
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OPLHINEmE 0 . ERFIR H EMIC Do not call Z3EHA L T\ 272, #|HEL SN0
PUIZNIEERE LS ozt Bbns, £, ARSI —A R U T L HIC, MLHT
B LR T ZICEHOERTEBL LEES, TNEEDOY T T4 X TixehoTc L Eb
b, L, FHLEHMWATIIEE Do not call HlENE R L TWAZ EambInTn
RWHARTIX, FEZZHFLELTORVEBIASH L LD, R, FXEEHEDOU A MR
OB L ZRIEEREATIEZNHOD Y X NIHABORBHIERREEZEZ XD L, i
D DRSS ND,

denm Dt e, HAT D Z L LR HEIT, EAFRORNERABI bW, £z, FE
FAEMZRES LEHEL LT, E0XIRBDONREZLNDTES I D,

. WL ONDEO LY IZ, Bih, FHile . EBROMDEFSLEROBBIIHND
OIT#EARIMNCT 5 Z & T, FlpaoiEE25s, T L CEHROBMEET L~—0rT 1 v
T EEH OPRR 2 FERL L C Do not call 2 FEHL 45,

FEE T, BEFEE~OBESIT & LT, EBEERF 2 A L 2WEANEREE LI2%A
BRIBASLICE D AREME BN Z D, T A MRT =< U AMEL | BIZAHX v 7 DA
DNEN Y RGBSR EN 2B % 5.2 572, Do not call il IXFHENR AT v F0HDHZ &
FNZAT b A VHEEADIE N ZMH TEL 208" BITONTNWD, FEHF~OMEICEE
e n i 538,

WS ODDEOHIED & 51z, HIECH & BUTHEBE N RS TH B2 L < 720, Do not
call il B BIXTHE FREOME TR OO CTREEMEG VA EORIE L L, U R MNSRERE, 48
wEEIE, 2=V R N EOHIREBE E CEHBELETTOBITE T 50, MAGHRKELZESD
HHE L. Do not call JESCR0F D 2 dwfg & U CARME E/R AT« i@ « A~ AREHED
TS FEE L 95,

BEIZAE NS AL CHEEENZEMR L T2 0RETIE, MABROFIH ER#EDONT
ADBENDIE, 2L OEE R, BREBEEZEERVANEERT S A7 77 R 2
HREThHD, ROV TELTMADEFEESEZBREKT L2 L0 IEo-Dic, K4, FEfik
EaBERTHEITNELELTH, ZLOEEFER, FEHV XN EOEGITERE F20T
IZT 20N, T4 R —ELEF ESBAENDRNES S, ZLOEEFEE, TLv—7
T AT EATO FELICAR CREEZEMTEEREHZE ONEE LV, HiC, 4A#EF
EFIZONWTHEREAERB L T, FEIHHN LT 70 —F 2 /ERICT 5,

TIANY—ERITCTRVIABTRELEZREALE LTOT 7 v a v ERDH701C,
Fo, PABEREELEOBITY — L ELTH, YU HR—CHEO X HIZU X R

BE2-6 FEEFEEIFHIGE DRBUZDONT (T D hAY RFEEIZONT) |
%9 BIRFERBG EFMHAES (2015487 A 31 H) OFMEY L& O@R)yEFI2iE, [F4E, FolEl, F8HE
DM e E 25l o HN, HEEITH H5H 18 BN H SN FrER IS BEHEMFAESHREE (B) I,
[FHEOBBIZBWTERm S NBMRAE O 7V 7 OREE, #7533 2 1okt LUK 2B A
PRSIz, £o, PREBICET2ETMRERZMITFEONTZERO S B, BFFICBT 2 Hi ofm S1ctk
DERIL, BRECS4S fF RO 39,428 th Tho7z) L. KRR D OB BEDNHER ST T3 ) DR D,
http://www.cao.go.jp/consumer/history/03/kabusoshiki/tokusho/senmon/006/shiryou/index.html
http://www.cao.go.jp/consumer/history/03/kabusoshiki/tokusho/doc/20150731_shiryou3.pdf,
http://www.cao.go.jp/consumer/iinkaikouhyou/2015/doc/20151224 tokusho houkoku2.pdf
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DFNLE LW, R b, FEENLMOENDO I Z 7 RRTNIEEEE T EOFES
NESOEANEREF > TVDEDDNLRNDONEBETHY . BIFHEEICEEY X M2
HEE2 U R MEE T THNIT, HEFIZAHZNT L2 Z L2 EEFEEKLBLTHDD
HEREFFO CVWDOHEREEZR LT A LN TELENLTHD,

EHICHT- > T, FEEODAHZEOT I RETHZENRkOEND, ZDEOHITIX
WS IRICBITAETA AL T ITAT LU AT T AD L HIC, WElEHEA2HE S, B
NOITEE FERNEA - G L FEE TR R AR H S T BN L v, EfE X
HDHNEEEONFIL, HEOBmENDLE 2T, OEAMICHBREGEZ Ly, OGS
(E=FRMEZ T %) BE1T DEE R ICH®ET 5, @UEM AERIEHEEICESE
SHERMRZREOREBEE Z R LTV D, @QEZEIIFIZONT S, flx O AIZ20N TV
SEDOLHIRFIHBMWIZHEE LIZOPPNEEINTND, W) I EREFINDHEA I,

mzi BTFHHEENS VR NEROFERIZEA Y XA NESFOT-DICT — ¥ it &+
HOX, FEMTERANAEENE VW ERH D, bHAA, HEEHRIOEEIZL TV AT A
DI & %%ﬁi;w&%%z%héﬁ ETNALTTAT AT O T T LA EZT T
FEFITT, BEHEHMORB EWS X0, 30 BRUNICIRHE LB BICOARRETE DS, &
WO T —F T, LItk 30 HUWNIZERET DA REMEOH 2B 5O EREESEL L) 2 b
LARETH A 9,

Fio, BEEHIZKV T Ve—FT 40 VT ORIEESTEE L72fE#IE Donot call U A MIE
FNTWTHHIBRZRBIZZ2 0, U A MEE TN TINEEH]T 572012, REZEZA
DENEROT — 2 X—=ZA RN, iEFShlza— L) A NEeEbETHEATLIZ &I
5, ZIUE, FEHCLAHICRDAL, Ty ISNRWEEBEY XA INREKLZ LI D,
o T, RBZETCVWDIEZFIZIE~Y—7 22 TIRRHETHZ 2T 5,

FEHIZDonotcall U A MZHDEMRELLEF-ERWVWI EHEKLEWKITIH N, LA
FIEHD TEE AR ICRBLIHEFEORRE b > TWVAHA I LA RATE DG 705 2
WCERR DD, ORI, Sl 2EO X 212, WEEN, BELTWAIZHLELL
PTEMEZNT TEEEE L Web 1 FTHIRTE 572, REZ2AHRBHRTE L4444
A& LT, ANz ELRTUT 6700, WAOBIO L HI12, #ELRWT & AREE
EETREEN, 20X REHRTEORI LAY | EHITOHMAN B & HT Z &
MNTED,

bhA, HEHIII. TL~—4T 4V TORIEZBTHENE I ORI DK I1TE
ZAONDERETHY . ZZTHLETNAN ALV T ITAT AT 0T T AORGEFEEE I L TE
ﬁbbfﬁ%ﬂy&ﬁbfﬁé$¥%&bf\%E%ﬂ%@ﬁ%%wébﬁ%%%ﬁff%
Fons Lz,

U A MEG TR TREY A FZRHESE5720, EARHEGETE, BOOERE S % 5%
ﬁ#é%%%@)xh%%%f%éﬁ—EX%Tbuﬁémo%_f\ﬂm_ﬂm%%fw
57—7ﬂ0w1w5%®%abﬁaf% RIZFAEZ L TWRWDIZ~—27 BRONT i

WHRT D0, AANEGOFANZESHRNITHEZ T 52 L LAEETH D,

B4 KETIE, AEOZ LYy hE=X ) TRV TELE=HX Y T DOV—EARSDL I aE2D L. mL
RWEETHE TS LWL O TEZRVD,
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7.5.2 A HRE

INEFEBRTLHEDITIE, SRLRNS, VAT LAOREEERICH BN END

KEDS 2003 4E1Z DNC Z8 A L7251 0iE, THEFIZ L 2F 5Ok [EHICLD Y A
FA@79?XJrﬁ%%ﬂﬁ%%$bifék@@&%?¢dr%ﬁﬁ%%ﬁﬁ%ﬁ%éﬁ
%%ﬁ%tﬁﬁ’%?6?—5N—XH$%ﬁ@®91%&Mﬁ@@Ux%%mE:ﬂm

2T 272DDA v H—T 2 —A| OS5 DOOFERENVAT KMIKVAENT, HEFICST

D mCi%lmxﬂ L1810 I RAVDTHEETWY F1F7=, 2D 56350 5 RAVIRT AT A
MEE A, 250 T RAWBFTC DA 7 5% 7 v 77 b— RT58H L Web V1 N OFEHEELE
Hizo7-, Lans,

ELIT O DNC IZFHb L7z a2t 2 MIZOWTDIFHRITRE 20> 72723, 2016 4 FTC DIHEH

BEOIANMIIS HH RAVTHY | FEENGBIN LT 7 22BN 14 B Rvé
STWAHZ6, F7=, DNC 2Bt S CHID THERME U CHER IiL7z 2004 413, KIEBUFE
ERBEOHAESNZ XX, DNC HIEOEEE X, AT & - HIEEH, $dT28bE T, £ 22
DEBY, M4 ETRLTHY, FEEOT 7 ZBHNAIL 14 5 RABT, b9 Yk
FTIREETEDL LR oTWD,

# 22 FTC 2 X % DNC DR 2 2 b (F8 2 4 1)

]
Table 4: FTC’s Costs Related to the National Registry for Fiscal Years 2003 and
2004
Cost for fiscal Cost for fiscal
Cost category year 2003 year 2004
Contract $4,332,338 $4,339,200
Enforcement $3.449.715 $£7.282,188
Infrastructure and overhead $12,375,012 $9,432,276
Total $20,157.,065 £21,053,664
Minus costs associated with other telemarketing $5,550,815 $7.,077.,400
sales rule efforts
Net total costs for national registry 514,606,250 £13,976,255

2T KEICA T Z @EEO R 0G| RBUSRERZEAR T, HADY AT W& %

2 Z OO VAT LMEFICE L TL, K7 77— - BifBE 184 IZFEL VY,

2% FTC, Fiscal Year 2016 Agency Financial Report, 41 B

237 United States Government Accountability Office, Report to Congress Committees

Telemarketing: Implementation of the National Do-Not-Call Registry(Jan.2005), 22 H

28 FTC - AifeTE 237, 17 H

29 OKEZ, AGEdR o, v @EIZ. 32 MIEEET TRIRRGE - EEREREIREE OIS ICB T 5 M
BUZOWTORFTG, & 8 [MIRFERI RS HEHMH AR 1(2015-7-22) 8 0, BREE, E TR - AifgiE
219
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RS 5,

# 23 DNC VAT ADRE

KE .
hF =R E-{ES H s
2016 2004
AOFN) 32,0000 32,000 3,585 5,062 12,706
ZEFH B ) 22600 6,174 1,144 10 9,313
JE R A
EiEH (R HE) 534 675 9(5*'“ 73
F L v — 4 R — RS A
4 B 20,000 7.100 11,000 (R 1,574
(9 ) L)
TLY—=—TX—=DHd o |1amRaER
4 1455 KL (BHAL) |mp 94,000
7 7t 2R JL
DX MRS |URBMEE|YXNES

Vak:N U X MEISAE
7 TR s yaEs? yaEs?
wEW FM) 60,000 88.000 5.300 90,510
SRTFTLDHDEH

94.000 25.000 2500 94.000
(FM)

HARDBGH B 58 a N LR L E0E, THEETT B2 XX, DNC 3 C
SRR ERLET D01, OB L7V & T & STl Audis i
L7zWaabEs & 7133%%2D T, ANAED 733%E L TR,

HARDFEER - BEEIT T 22 | HANEFRIRELEDOH DI F & L[E U ERE,

T U~ =T 28 NAEEE N B RBERGEHSM TR, =8 4751, ANERE 190
THEHEAZH L THWED T, Wb HEIREET 665 11 & T,

KEZXA VI b~—0T 4 > T HEMEEE3000 &N GYORGERT L~ —
HZETI00 & DR G HEE

VAT MMEGER  KEOEEE BRI, YUY OBEID A )T TR,

MR ORE L AR & RE, AR Y R MRS T RO G PEEE RN D EBEZ LD,
WU A M HROBEEIZB W TGSV T2 0, KREE R E Lz,

240 WEE T VB ORRERS - BEEERS - FAXBEFICE T 2234 (201545 A 13 H) Q39
http://www.caa.go.jp/trade/pdf/150513kouhyou_1.pdf

241 https://www.jadma.org/pdf/2016/20160825press2015market%20size.pdf

242 htp://www.dmij-inc.co.jp/dma/
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ZOFHREIZEY | Do not call HIEDEIZ 028 MIL, LLTO@EY L7225,
4 oD Y F 2 94,000 5 H
VAT MMERER  3HER 3EHFE
12,4 @M CY¥I3E) 94 MEM (44 HLIRE)

TLw—TZNSDT 7 XL, VAT LEMEE D AA—T 572012, HlcEE
FHRCTHID & AFEM60 T &Y | *l@io;ﬁﬂﬁﬁﬁfﬁﬂ%oféﬂbwﬁLfm
X, FEANKILZ 2 WVEFEIIIR L0, WL, oD LEL THXunnd Ly,
SV ZAUX, KERRR, EHAEMIX, 77 BB TS Z LI D,

—F. ZORIEICLHHEETH D,

DNC 13 ARRCITHE A REDOHIE TH D, 2015 £, FIHEEAHEEMRENZ T
(T T BB FRERRIL 7944 1T, 2D H b, BabEEEIGEREIX 453 FCThH - 72, RED
HE ARG o Z — D32 AT T B ENFE AR 5E B O MR R 1X. 2016 4FAE1T 64,975 11244 T
o7, ARIZIERS 1000 FIOMGRE N 30 kb Lz &35 & /] 3,249 HTHOEKTH D,
F7o. 2014 FEOEHEFEIRERIE O EEIT 13 ., AL 60 12, #LEFEARIL 6,944
A, WEEREIT 9 {5 7,090 T TdH o725, DNC BNEASN T, T _XTORUENRRL R Db
Tﬁ&b%ﬁiwiiié@fiﬁb%>

T, HEEITERFE I X, RAERES Q01543 A) £To5HRIC, 228K, &
B %%%ﬁ%fﬁnﬁ%w P —EADAZEI O LN ENH D EE T NITH
JE AW RNE 24 TH D,

23 RRPEE [FRK 27 FREEIC I 1T 2B FE MR OB OV T] 2016 427 A)
http://www.meti.go.jp/press/2016/07/20160729004/20160729004.pdf
24 FRAE® »# —, PIO-NET #tif. http://www.kokusen.go.jp/soudan_topics/data/mutenpo.html

25 HEELZAERFEMBS EEMMHAES WEE (2015-12)
http://www.cao.go.jp/consumer/iinkaikouhyou/2015/doc/20151224 tokusho_houkokul.pdf
http://www.cao.go.jp/consumer/iinkaikouhyou/2015/doc/20151224 tokusho_houkoku?2.pdf

26 JEF)T - BIBTE 240, Q26
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7 24 FEERENSIGC OB

SEE (I&FEdH 7oV ) |[1F:mE(E) (A D ~[EE
EIEE=A= 365 11 4,015
3B 2 3EL 156 53 8,268
A 1 ~2[E 78 164 12,792
B2 1 ~2[F 18 471 8,478
(2 2 ~3[H 5 309 1,545
(22 ~3EH 3 264 660
(2 1[E 1 131 131
» 2D ANDEET 1,403 35,889
HBDANDFY [El/F - A 25.6
75U 0 597 0
GET 2,000 35,889
5 [El/F - A 17.9

BFE2Z TR OALEOIAEE D LI, FRIEREENOFE Lz — NN 700 FI
17.9 [Bl7e DT, FExtISREH 2 5 p L35 &, ERAET, 140 17,945 THRRHESCT Z &
2720, FEKG 800 HCRHET D &, 1,435 MO A TH S, DNC IZ8GFET 5 AT, Eifz
ZHTEZERBHNERBDLNDOT, Bzl EnHLNIRELTRHET L &, —
NM 72 0T 25.6 [El72 DT, & 23 TIRIE L7z DNC BER A BERT D2 L1280,

93,134,980 A X #925.6 [7] X 5453/60 43 =198,534,171 KEfE]
4R 19,853 HIEREIOEIR, FEfGHAR T 1,588 (B DEELNE T 5 Z Lice b,

KE DA, 2003 4, HlEEARNZEFHFLZ T ZANE. AR 1E400 L ATH-
72 ZOHRIEZEAN LT v Y 2 HHED 2009 EO KHEERFHRLEC L D L, 2007 EE
TIZT AV IDONAD 12% 18U A MIBEL, 2D 95 HO 77% HEEHENFE OEUZ KIE 728
PRHBOENTEFHII LTS, o, BEREICL 5 & A% | FUNOFAER R & LT,
National Do not call Registory (28 &k L7z ADS 1 2> H I3 T DEIFEERED 30 Kb 6 RIZPHD
L7zt anbd, KLY, BIFERNEEICRLDT TIERWNA, 550 112D LT
2o

THNETTICEHET S &, 1,588 EMOEEKICHSWTIX, 5500 4 DD E725DT 1,270 (8
MO &7 . BEBICIES i3z, FR 124 EH (4 FHDRT 94 EM) o&H L
FNLAND, BRI TEAEZEX CTHLEITTE2AV Yy NIb D EEZXLND,

MW EEOSHATA AR T v b=A X ROBFERRZMS FE2E AFY R, 7 A Y IO Do-Not-Call
W) ERATE 20157 17H

28WHITE HOUSE, ECONOMIC REPORTOF THE PRESIDENT, 2009, 244,
https://georgewbush-whitehouse.archives.gov/cea/ERP_2009.pdf  (2017-8)
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7.6 3ZE /)72 Do not hold ~

Do not call il 1%, ZEFE U A b S OHIBRE TIXAHREEN, REHMHTIZRZWY A FET
IZ K 1E720 >, Do not hold Tik, EAEFMAEEOHATHIE L L TRKILTDICHIZY . 4E%E
U A NUAMZTEEL D IE LB O B K SVEN D 5,

BREY XA NSO Y A NEEH Donotcall Y AT ATF = v 7 5D FHETIZAR,
L 7>L Do not call DFEIFENR LT & ZimkE I H NG IR #ELR B XIXZF OWHERBE I -5
BIZ K D HETEECCY AR N TE D, ZHUZK-o T, BBV A Do U A MDA
FRELHAETHZENTE, BERBEN L —ATEARNHDIIRIEAEIC L HIERS
HHZEHLARETH D,

FOHEFREL LU UIBEEICHZERG L2260 Eo72h, 200 EiCRENH 55
HbHAHH, BEAEREZERSEPREZBGET DN, BRPEECR- BT, FEE
MAFILXBGRFOMREANRE B EHE L THFETRRITEEE 2O RVEBIES L. KV
EIEREEEZ B A LTV, bhAA, TOLADHAEMNICEEEY A NS L ED, il EME
DR TE RV DOIFHIRTRETH 5,

ZORL, DEETAR] 2@ CHETEL LT E. NEE LR nzor—2t v
N OMMOWEREZZNTDHZ LI DN 5,

F7-. FAFREEZESIT, WEEICHKSS br—212k 0, [HAEHREFIH L-FHE
T UIER AR L2 FET T, T v~—FT 4 7T WAEEZICLT-ED
ELZENTEDLDTIERND,

EBih %52 a £RWVEAEHRIL Do not call TIXROMH RV, /LT 2 —AXAL D L
N, BEICE DA AL A=A B B ELTWEELH D, VA MEE TN THNIZ,
FEREIZ, EFTRPARTEEH Y A RE LTERHELTHL T 74 v — EREITRWEA S, £
DAL, BARICAANRBEICL Y EEREL WD EEHZRFEEICAHE R L2V TR
DVETZA S,

7.7 W72 D3RO ATRENE

TR, FEEOAI ARSI ) R A F BT O (A b E 2 5
BN, ZORDICE R ODB L% OREHOD B ASHIHERT 2 568185 5
5, Z oMU, Z0 XD AREOREIO BT TR, AR O —E 2 B b
Bk LIV, BT, HASEATRES N & ohie, MEAECRIELELO b
&, VTS A D HSOENERE BT 59— EAICH TE 570 LA,
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EATERAEEN TSN T, 124, 77U K, IoT, Ev 77 —X2OiEMR L, ICT ©
FEIZL DV —ERAOEENIIEN, TOT T AR —L DT AD LY TR i
v, KESCHUE CIIEA ST X 0 REITEE Lz, BAR S E A SRIAEEGIE 2R ECRbG
LEorELTW5D,

— 5T, B O ITB RN b S, WY — L OPEECU R E Ok b KT X
D, IWAWEZEEIIE S Z LITRAREIC /> TV b,

AARIZEBT D EANTERAERSIL, ERTELH D, IWAWVWEEZ LIFEZIIHT D
LE 27— g U R NEROMEI I Th o728, AW LIERE2H O 4 Bl HES
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