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Consideration of Security Improvement for
Password Manager System

SAWAKO YAGI! HIDEHIKO TANAKAT!

Abstract: Today Internet is social infrastructure and net services are popular. Login system with ID and password is general
authentication system to use the net services. But, the assessment of people is weak because it allows victims of unauthorized
access. In particular, password-list-attack that has begun in 2013 is big problem.

We should stop using the same password in multiple accounts to prevent this attack. But they are difficult because there are many
people who cannot cope with so many service accounts. Solutions of this situation are using other authentication system-for
example, fingerprint authentication system, one-time-password system and CAPTCHA, but these systems aren't more popular
than passwords system. So, efficient management of passwords is required for people.

In this paper, we focus on password manager (PM). PM is a tool which can store the different passwords for multiple accounts.

We survey usability and problem on PM. And, show some improvements as counter methods.
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