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Abstract Recently, there are many malware measures such as targeted attacks, communicate with C&C servers, and file,
using as black lists or signatures. Malware cannot be detected, in order to grab malware behavior, has been determined that the
expert is malware from such a variety of trails within the system on the basis of the know-how, such as their knowledge.
Therefore, it takes time to discover the malware, it is difficult to mechanically determine now. So, in this study, to
mechanically identify cyberattacks, we propose a scheme that is determined to be unauthorized access to see the flow of
malignant activity by malware. Specifically, by using TOMOYO Linux, run the malwares that execution and creation files,
they collect access information such as the communication to the C&C servers and analysis linkage with the absolute path
among process behavior by malware. As a result, the intrusion prevention through the process behavior, to extend the portion
can be determined mechanically. It is expected to become the basis for building a more advanced and intelligent intrusion
prevention system.
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