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Abstract APT attacks that use RATs (Remote Access Trojan or Remote Administration Tool)
and steal data inflict serious damages to the organization. Though there are some countermea-
sures to detect RAT activity in APT attacks, many previous methods require capturing packets.
However, when an organization is actually attacked, there is little possibility that the organiza-
tion have been storing captured packets for a long term. In such cases, we might have to detect
RAT activity in limited information such as proxy server logs. In this paper, we make feature
vectors from behavior such as time and sizes in proxy server logs, and propose how to detect
RAT activity with machine learning. Finally, we analyze proxy server logs including actual RAT
activity, and show the performance of our methods.
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