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Investigating bias in targeted attacks by factor analysis

MIMURA MAMORUY®  TaNAKA HIDEHIKO!P)

Abstract: Targeted attacks that exploit confidential information or personal information are serious threats
for many organizations. Recently, attackers use the infected terminals as stepping stones, and often change
destination of the stolen information. Thus, it is difficult to identify and reveal the true attacker. To select
high correlation parameters between an attacker from much information about targetted attacks, we need
to analyze correlation between targetted attacks and know the bias. In this paper, we express parameters
of targetted attacks numerically and use principal component analysis to investigate an outline of the bias.
Furthermore, we use factor analysis to indicate the bias, consider what the factors of targetted attacks are,
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and reveal high correlation parameters between an attacker.

Keywords: Targeted Attack, Multivariate Statistics, Principal Component Analysis, Factor Analysis
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No. Parameter oo god00ooo0ooob0ooooooooooooooa
1 host name ooooooooooo 00000000 e42%000000000000000
2 IP address | DDDDOODO IPODODDO 000000000D00D000000000000000
3 | domainname | DOOODDHOOODOD 00000000000000000000000000
A 4 DNS server J0o0O0000 DNSOOO
5 resistrant 00ooOoO0O0oOO0O0ooo 04000000 550000000 90% 0000000
6 resistrar | DOODOOOOOOOOOO 00000000000000000000000000
7 addressowner | 0000000 IPOOOOOOO go0o0o0O0oO0ooO0oo0oboooooooooboooooa
8 virusname 1 | 000000000 10000 god0ooooooboooooboooooooooooao
9 | virusmame2 | DODOODOODOOD 20000 00000000000 00000D0D0000000O00
10 | virusname 3 | 000000000 30000 0oooo0O0o0O0O0O0O00OO0O0O0000000000
B 11 virus name 4 gooooobooOo 40000
12 temp file Q000000000 00000 god00ooo0o0oooooooboooboooooooao
13 rogistry N000000000000000 00000000000000000000000000
14 mutex o0Oo00o0Ooooooooooooo 0000000
15 protocol gooooooooo
02 00000000000
16 subject gooooo L .
Table 2 A summary of principal component analysis
17 transit 0O0O0oo0O00o0o0oon
18 X-Mailer 0000O00000000000
c | 19 time zone Oooooo 01 o2 o3 04 0s
20 from ooooooo 000 | 000 | 000 | 000 | 000
21 attached file Joooooooooo oooo 235.5 116.5 71.5 54.4 44.7
22 specimen 0oooooooooo ooo 0.642 | 0.157 | 0.059 | 0.034 | 0.023
00000 | 0.642 | 0.799 | 0.858 | 0.892 | 0.915
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Table 3 Factor loadings of exploratory factor analysis

Parameter o100 g200 0300 0400
host name 0.234 0.023 -0.228 0.197
IP address 0.087 0.613 0.213 0.116
domain name 0.358 0.220 0.195 0.315
DNS server 0.041 0.902 -0.033 0.023
resistrant -0.098 0.952 0.057 -0.116
resistrar -0.057 0.974 0.058 -0.112
address owner -0.105 0.944 0.015 -0.069
virus name 1 0.139 0.327 -0.295 0.211
virus name 2 0.116 0.125 -0.157 0.252
virus name 3 0.016 -0.126 0.170 0.984
virus name 4 -0.032 -0.157 0.269 0.685
temp file -0.316 -0.035 0.648 0.268
registry 0.221 0.153 0.665 0.032
mutex 0.136 0.009 0.854 -0.101
protocol 0.093 0.021 0.689 -0.135
subject 0.003 0.121 0.343 0.370
transit 0.969 -0.040 0.066 -0.019
X-Mailer 0.831 -0.022 -0.009 -0.063
time zone 0.570 -0.126 0.008 0.133
from 0.557 0.060 -0.020 -0.068
attached file 0.957 -0.030 0.079 -0.079
specimen 0.931 -0.074 0.023 0.043
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Table 4 Factor loadings of confirmatory factor analysis

Parameter o100 0200 g300 0400
host name 0.263 0.000 0.000 0.000
IP address 0.000 0.568 0.378 0.000
domain name 0.381 0.300 0.000 0.390
DNS server 0.000 0.897 0.000 0.000
resistrant 0.000 0.898 0.000 0.000
resistrar 0.000 0.933 0.000 0.000
address owner 0.000 0.884 0.000 0.000
virus name 1 0.000 0.240 0.000 0.170
virus name 2 0.000 0.000 0.000 0.160
virus name 3 0.000 0.000 0.000 0.999
virus name 4 0.000 0.000 0.103 0.667
temp file 0.000 0.000 0.474 0.146
registry 0.000 0.000 0.903 0.000
mutex 0.000 0.000 0.801 0.000
protocol 0.000 0.000 0.601 0.000
subject 0.000 0.000 0.416 0.353
transit 0.970 0.000 0.000 0.000
X-Mailer 0.787 0.000 0.000 0.000
time zone 0.603 0.000 0.000 0.000
from 0.533 0.000 0.000 0.000
attached file 0.933 0.000 0.000 0.000
specimen 0.935 0.000 0.000 0.000
05 0OoO0oooo
Table 5 Factor correlation matrix
o100 0200 0300 0400

o100 1.000 0.228 0.504 0.507

0200 0.228 1.000 0.574 0.438

0300 0.504 0.574 1.000 0.645

0400 0.506 0.438 0.645 1.000
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Fig. 1 A path diagram of factor analysis
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