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The improvement of the malware automatic
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In this research, we attempted to improve the classification accuracy of our automatic
classification system for malware, using static information contained in malware as a
parameter in the analysis process, in addition to behavioral information such as starting
information of malware, tampering information about registries, and contents of network
packets.

While previous research has improved the classification accuracy using packer
information, automatic classification of proposed method uses the strings obtained by
unpacking malwares with packer information.In this way, we found that the gain of run
method is 4.5% in accuracy of family and subspecific name.In our method, we can
distinct the name of the family and subspecific of malwares with an accuracy of more
than 67% by comparing the accumulated data, the behavior of malwares and strings. This
system can classify such malware that can not be handled by commercial anti-virus
softwares. Besides, it is possible for our method to improve classification accuracy in the

time of analysis is comparable with the one of previous research.
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7Y x 27 k CCC(Cyber Clean Cente) MEE L T H, TZOREICLD LHE L~
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WEEDNTWS, AT RMEE Lo~ L7 = TIED =D O ESEAS 2T A
WCEBWTHRBEOBEMA R S, MERLIESS LTUAALRAHNEKEY 7 b7 =T O
H—URNHEEHEND E, HAFEOHMEE L TREEIND ZENRZVEREINTY
5.

ZTDD, HRO~LY 27RO — 2 B EICRFTORBIZLTYA VA
AR X UEITV, ZORREAT 2T RBRHS R0V DE, BT LHRD
TEDRWTHDEETFT AR, 20D, HERDLEIIE, v~ Lo THREExa
VT g« XU —ZEEMIETFTERWVRRTH D720, S%ITH S OMEE ¥ —
Ty hE LT TIZOWTE, BTo—5H% B bR &5 2520 Al fetks
H5H. LL, giikd LBV IFEO~/LY = T7I21E, EEITEENSFIHI N TEY,
Xy NI RV AT AEHEN VY = T EEITOICIIRETH D,

TR R RN, EATHENL, ~ AT =T A HBIRICHIE L, B - 5%
BUYATLERELE., TOVAT AL, "=—FRy b LTHETASZ LT, <L
v =7 % BEICHE - BIREIT ATV, T ORMAE L L BT, NI v Sk
FRALTC, VU T OHEINEEERL WD, 51T, MBI LERE L
L, BEMICLY =27 OHEMETECTELILIICTRENTHDE. —FHT, B4
HFEA O BEAEIE T T2%RIECH D &, MITREER LICHRFORMAH 5.
ARFZETIE, AT DO BBNES AT Lk _—2 L L BT, vV U =T %
- BT HEOMEREZERL, NEBREZN LT 2MHMAZRET L. 20k
LLTE, VU xTZ2EITLTELND o ZADRIMER, LIAX M) OHSA

PR 2 U T KRR
Institute of Information Security

(©2012 Information Processing Society of Japan



AL 2R S 1
IPSJ SIG Technical Report

i, BENT Y FONER EOBZBEELNDOHERTH D, VU =T OXFH %z
Bl EHRL LTHEEITD.

2. BEBITICETSEBPEFER

AT TIE, ERBECE > T o272 /L, ThbO~L Y =7 %)
By v ETHEITLT, ZOEEE BEINIZHBIT T2 VAT LAEREL TS, 72,
TORNERFALT D EICE - T, MEBOEAFSENFA LSV EXTERLTWY
5.

AW TIX, AT 2] DT FE R R O B TFEAFIH L, IER R TIXHRO
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THAREMEDRHD. A X —Fy FAER LN LIZE->T, Ay b Herder 205

DETEEZBRTERVLE NI RELH DD, vV U =7 2FTLICEEZD, o
DEHE BB L, vV U =7 OFEEZRFETHOORE L LTE, R
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BHEOTNT 7Ry hO—LFTRTIELTD Bl RIZIVVARIOHISA
ff#). BDBIZIL, #H~A v =TI L, BHEOAVEENZE S A% v VR EED
B, R RO 7 7 AN E~ AT =T B &N > =542, Unknowd L
TWD. HEICHEY, FFEO~ LY = 7 OXBITEL L T EREL TN 5.
[HASH] Hash value of a Malware binary file.
04999957e3¢78e03737cd55a61a7f3ca
[REGISTRY] Changes of registry file observed.
HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
c:¥windows¥system32¥logon.exe
[MD5SUM] Changes of Windows System related files.

Created C:¥WINDOWS¥SYSTEM32¥LOGON.EXE
[PROCESS] Changes of process observed.
winlogon, services, logon
[HOSTS] Changes of Windows’s hosts file.

No change Found.

[ROOT KIT] Result of rootKit detection.

Not Detected
[SERVICES] Changes of services observed.

No change Found.

[TRAFFIC] Packet traffic observed.

PORT(2), domain(2), 8998(16)

[MALWARE CLASSFICATION] Scan result by multiple AV products.
C:Trojan.Lineage-80, T:Unknown, S:W32.IRCBot,
K:Trojan-PSW.Win32.Nilage.zh

1 BDB(Behavior Data Base) > — ]
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NOETO< Ly T EEMONI v 72" T 5.
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232 BUHOHIE
~“NT =T OFEBOEPMEEZHET D TFEE LT, NIV HEZFIAL TN S.
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X0, BEHNEIZTE B 7= 305500 TOP10 1349 570 Mk (K 66%) I& En T\
ERbot. £72, FOfIE TOP100 TiXH 46%, TOP1000 Tiik 21% & £ T
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02c978617d306fh16becEb49213206b2 D 00 Q00 Q0010000000000
02487 ebB06Tc102564801362240676d D 000 00 Q QO 00000000000
034680aeblifcd183abaleThebb34986 0000000011101 1111111
056cf2d195b0811felBe081fb3cadebl 0001 01111111111 1111°1
03c3el 967 0e38e0a2falT3ff0035114a 0000101 1101111111111
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MRENZE2Ad4el ARhfAf2TN2a004R4Rd N O DN AN AN AN NN ANNNNNDN

X 6 #RETFIETIEMLIZES o PDB
T, NI UTHBEOFEIC, XOR (PHBAIGRERFI) OFEEZ L TNE2, 01D
BHIEY FEORETLLY &, 16 ICEHR LT, L TEETH LIS T
HEBEEZR ESECND. ToMICET—F A XPR/NEL R, AT 25T
Wo.

4 RBRLEEE

ARETIE, 3.2 OMECTHUA LI HIEEZBEFO Y AT AZBML, BTN D5
LI HEIIMRT OFER &, H-RCBML-EEELNNT, —BHROBHEIT). £
o, RAFROFEIMEERT IO, TITHFRRITREIN TV AL SETIE L O %
1T-o7.
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WTAT ).
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ERDOPoTVD. TMASIICENTYH, HDv AT =7 OMEENIEIZE > THlO
FEE L THESATOWAHIZERHRL TN,

JATWRZE[L] ClX, ~ o =7 6828 BRIKZHTHRD 7 A v 2%t KB & (Trend
Micro:VirusBuster, kaspersky:Internet Security, Symantec:Internet Security) TR ¥
L7-#EH, bE < LT, VirusBuster D AF v U RE~ /LT =74 L LTHIA
LTWa.
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file, peid ®H T 3Y « T—H W —BROEHE1TH .

[STEP1-2] AW TREST L~V Y =7 OXLTINE RNl iehT ) - FT—4
ZIBINL 7=, port100, md50, hostN, rootN, svcN, file, peid, str20
FRAEL, —BROEHEITS.

[STEP1-3] STEP1-1 & STEP1-2 D5 RZFA O —HE L #ifig O —HFED 2 Sl

ST, HET.
RO AR & [FIFRE K% 1~10 B 10 [Hl#k 0 5.
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