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Abstract Injection vulnerabilities, those enable attacks done by injecting command string into input data, have
big percentage of total software vulnerabilities. Existing Programming techniques and libraries are not sufficient to
present complete solution and easy testing methods. We have proposed general convention set and a secure library
”SafeStatement” for preventing and testing injection attacks. In this papaer, the library are evalluated with some
sample application programs, compared with other existing methods. And some improvement has done based on

the results.
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String query = "SELECT_*_ FROM_user_info WHERE,
userid=\"" -+ userid +,"\" AND_ password=\"" +,
password +,"\"";

PreparedStatement pstmnt =
query) ;

ResultSet rs = pstmnt.executeQuery();

con.prepareStatement (
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Statement stmnt = con.createStatement();
String query = "SELECT_*_ FROM_user_info";
Set keyset = map.keySet();
Iterator iter = keyset.iterator();
boolean first = true;
while (iter.hasNext()) {
String key =(String) iter.next();
String[] value = (String[]) map.get(key);
if (value[0] !'= ""){
if (Mfirst) {
query+= " 0R,";
} else {
query+= " WHERE_";
}
query+= key + n=\" "+ value [ol I_|+I_|"\" Dg
first = false;
}
I

ResultSet rs = stmnt.executeQuery(query) ;
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1 ‘Statement stmnt = con.createStatement();

String query = "SELECT, *_ FROM_ userinfo, WHERE juserid=\""+,
userid, +,"\" AND_ password=\"" + password +,"\"";

ResultSet rs = stmnt.executeQuery(query) ;
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String query = "SELECT_*_ from_ userinfo WHERE_ userid=7_ AND
upassword=7";

2 PreparedStatement pstmnt = con.prepareStatement(query) ;

pstmnt.setString(l, userid);

pstmnt.setString(2, password);

ResultSet rs = pstmnt.executeQuery();
L
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| SafeStatement sstmnt = new SafeStatement();
sstmnt .add (UserConstValue.MYQUERY1) ; //SELECT * FROM
userinfo WHERE userid=
sstmnt.add (userid) ;
sstmnt.add (UserConstValue .MYQUERY2); // AND password=
sstmnt . add (password) ;
ResultSet rs = sstmnt.prepareAndExecute(con);
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‘SafeStatement sstmnt = new SafeStatement();

sstmnt .add ("SELECT_*_FROM_user_info_WHERE userid=");
sstmnt.add (userid) ;

sstmnt.add (" AND_ password=") ;

sstmnt . add (password) ;

ResultSet rs = sstmnt.prepareAndExecute(con);
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SafeStatement sstmnt = new SafeStatement();

sstmnt.add (UserConstValue.SELECT) ;
Set keyset = map.keySet();
Iterator iter = keyset.iterator();
boolean first = true;
while (iter.hasNext()) {
String key =(String) iter.next();
String[] value = (String[]) map.get(key);
if (valuel[0] !'= ""){
if(1first) {
sstmnt.add (UserConstValue.OR) ;
} else {
sstmnt.add (UserConstValue.WHERE) ;
}
//query+= key + "=\"" + value[O] + "\"";
UserConstValue constKey = findKey(key);
if (constKey '= null) {
sstmnt.add (constKey) ;
} else {
sstmnt . add (key) ;
}
sstmnt .add (UserConstValue.EQ) ;
sstmnt.add(value[0]) ;
first = false;
}
I

ResultSet rs = sstmnt.prepareAndExecute(con);
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