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This paper describes the use of operating system as a distributed secure computing
infrastructure. In particular it reports the manner of resource management for
distributed environment, addressing the fine—grained protection and the principle
of least privilege. These manners are compared on the features they offer in the
context of secure computing: Reference monitor concept, Secure Channel,
Authorization, Naming. Finally, we suggest the prototype of our system and the

future plan.
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System Object Access Matrix

filel file2. filed Process] Mailbox10

Read Read Delete Send
Fred Wiite Suspend

Sandy

Molly

Access Control Lists for Mailbox10
Fred(send)

Sandy(send, receive)

Mollyi{send)

Capability Lists for Fred
Filel{read,write)

File3(read)
ProcessJ{delete,suspend,wakeup)
Mailbox10(send)
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