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Abstract There is no sufficient systemized method of secure software development in spite of
growth of importance of software security. Project managers, architects, programmers, and testers
do not know how to implement the required security, or how to verify it. In this paper, we clarify
the correlation between the easiness of verification of implementation rule compliance, and
quantity of work to meet the security requirements. Moreover, we propose a secure software
development environment system on the basis of these correlation. This system gives project
managers quotation of cost, man-hour and security experts at the early phase of the software
development life-cycle, by offering choices of the implementing methods. Our system also has the
feature generating coding conventions and testing specification document which provides
guidelines at the every part of the software development life-cycle to meet the security
requirements.

Key words software development, security requirement, quotation, convention, testing

1. Xt ®ic TAALTYT IR, V7 huoT kS
V7 2T O A RERE TSR Y 2 U T 4 OFEFMENININ TWAIZH D 5T,



V7 b= TR0V AT AOBISEBIEITIL,
X2 VT 4 AWER DD ORR Y HARTH F
DFEL TR, ZO— X, Y7 =T
BARICIB WX 2 U T ¢ dWEZFEH, RS
HFENPREIZ > TV N2 &2 b, X
2 U7 o FRRIZZ LOBARBG T, %2l
T A MR D T2 DI 2 ENVTETFAT 2L s
BB, F-, TaYo s MEBEICE 5
TiE BEX =2V 7 o WEEZHERT D100 X

R ZIZL L FBR LTV AT LD SE &5
CTEpNzd, X2 U7 o BEL LIZ< W
RUZH 5,

FEDIL, IO OMBEEMERT D70,
T AU TBREOTA T A 7 NEREE LT
X2 VT s OMEEMER L, BGEET 57200
BAZ oW TR 21T > T D, ARETlE. <
DHAHLD—DE LT, o LOEXF2UT o
BN 2 SN BEIC, T AT
7 b= TR ONWTHRET D,

2. BULROFRRE & BEE T

V7 Ny TR, FRCKBELY 7 b 2T

DOBRZEHETIL, [Roy70] THB SN2 D +—

H—T F—)LET U X DR A AV BN,

(oA TAR CEMF 2 e ) TR G T AR CHEF A0
7o I HERE ARG L) 138 TR CHRB 2 922K T
A N TAECEAE, BEHE D ITHREN L ST
WANEHERT D] &) FIEZE L THE A
e, PRAET D AL L T D,

LU, Bx =2 U7 4 IZBT 5 E O,
PRAEE WV DT, kDY 7 b U = 7B
RITHoTIERY, Y7 TR K
H7REREDREFHERRT UML 20 X 9 7efig T
EICERDARETH D, LoLl, BEX=2UT
+ OHARIT UML % CRiak vl & 0 & 1 IMEE
NE7e 51, [PM04] | [TomO03] TS v T
HE0T, X2V T A ML, Y7 b Y
TR DRIV T LX) | ASkoft:

1 UML O¥EEEZFIA LT X = U T 1 DFRHE4T 952
([Jurod) b5 5,

FRZTHT- LT Th, ZRLAMIER L7z
T 58055, Fnix MHEED 2
DHEREATO T A Tl c& 2V L, TEX
L7ZpWZEEZ L7y &V 9 MRtk 7
ELIEROTFETIIREETH 5,

FEoMRUTEX 2 VT ¢ B AT & D ek
FEIToE LTH, FEOBRE CHasstE IR
ALTLEIGEDH D, MagsttoREHFTH
Ly 7y F—"—T7un—Miggtko% ik,
DIEBETIRR D 8 5

X a7 TR ERRE ARG, FEET
50 E LTiE, ISO/MEC 15408 & L CHEHE(L,
X7z Common Criteria(CC, [CCO5DA & 5.
CC 1%, VAT LI HE X2 YT 1 FRE
Rk E LTS 2720 DR E LCUIFAT
HDHM, WERD Y 7 by = T TR E SN
T HSRERVRITE I C BN E MU TN D 7o, BRD
D K 9 7e FEEBMEDagitEOBL IIZx L TR %)
S =LAV RN

Bfttxa V7 ¢ OMERGEO I L 78> T
WAHDIL, FEZHICEDT T IRy I AT R
M McG98], [Wei95) TH 25, —FH T, T A b
THE CORGECIES FIETIEFRY O A RR
REWEWSENRSH D, ZD7H, EHiTO
TX a2 VT ¢ RHLOMEERER S TR Y |
[HDLO4] %1 U, W< DD TIENRE SN
TWb, LnL, Y7 =T BROBIGIZZ
VB DOFEIF 2 DNz L TR0,

ZDX o, BRI TARGE, B M E
THIZHELLT, Znds [EROMEHL) 2L 72
D 2 TWRWDIE, BAFE DA TRER] DR 72 B
HEZ TG LT D HFER D T Th
% EBZ HID G2 RERER DT DI,
X2 T 1 ICBo 5% TRMOBEMEA B &
DT HZ ENRELR D,

3. BMEFAL Z DR
EHFH DT Web 77U r—v g a2,

2 Fred Brooks DE¥-ET, Y7 M =7 T THVWOLNS
(%< OREZ—FTHIT D L D 7Tk O,



VAT LPIROLRITIENS X2 VT s DL
Ba—bWESHREZITO L & biT, AT LB
FITEEIR X 2 VT A EED ) Uy 255
LC&, EEHIZZ0 ) 9T &R LT,
X2 U T 4 OFRRICZ LW 2T ABRREIC
SLTH, BIRTA 7V A7V 2kEEmL Tk
X U7 434k, BEEITA5D XD 2B
FemiTo TN D,
EELIIHDIT TR TEX 2 U T ¢ B2 T
L7 DORGHURED TRIZEBW T, WINITRE
LIZBENSFN DN &V D RIS ER L, (DL
TEOMRE & | (2)5ZEETEMOM AR & U
TFEOEENPENEE 212,
(1) ZEFEORE
FETRIZBWT, X2 )7 Bt %
FHTHFEIT, Tus I SEECTL—
AT—7 TAT IV e —BIRELIZELT
b, B IIEE L OFERTFET D, LrL,
KEETEOEX 2V 7 0 BT 2 TR E
TEFEXETHD, TOFRETFERE T 0T~
DOFEPUENRD ETDHE, TAREBETIZIED
FEEFENERA SN TV DDNIARHZRO T, &
X2 U7 o BT OMERRITIER I REEZ 72 5,
L, a2—7 4 7R EOHFIC k-
TIETEARET UL, FIFESF(E - E
R)EMERTHZET o vx 2 VT 0 BHEOFEE
DOWER % DN TR OHFFAICIRETE 5, £
7o, TOFEFEOFEBZL>TEXF=2U T4
B TR TED T ENGh> TDHHE, G2
FEOETFOMROREEN, X2V 7 ¢ 8
DOFEFEPRFEED) & L TRIFT& %,
FRROMWEEFIH LT, FETFEOMROE
SN DAEEEEENREZEN T 52 LIC X
D, X2 U7 ¢ BIRIHEREEDORFES D
ERGITTED,
(2) RETFEMOMAEBERERBTE
(D) TR =K FETFEAFR O VT
A BIECKRIT AR E VIR THD &, BEE
ROTFEMOEAFBRN T 5, T DT FEE
FEIZEVIEEO RS U 217 HBRICiX, BEE

DYEFROR R FBEDOHITFEEAT 2 BB DD, %
F OIS FEETEMOMABRICOWT, FHHE
FECAULBEAS ATRE 2 K 9 IZLA N OBMRICHEEBL L 72,
(a) AND B{%

FEHOFRITIE, mOTEE OO N HHE
(b) OR %

DO FEEAEETLWT I — DO FE T

DFEIE D3 FIHE
() XOR Rif%

WD DOFETEHOFE N AIRET

o, MOFE: L OO AR AEE

Flo, FEFEREXFILT, REFERELER
L7z, (B FEUIFEE TR F N S W5
X2 VT ¢ BRI T DI DI E R E
DFEL L TERINDHLOT, FETE LI
OR DRERIZH D13, HEIEM & L TIERT 5
BIIXEIE TR D BRSNS,
4. #RFKX

X 1R E S RE 2 AT LR & )

NaERT,
B (1) EMIER X1 UT(EMR QOFERBELYE
L—&&—zwﬂiﬁ‘i - EREERE

T mmewa [ By
E I

REVRT LA 1

I
R th
iR [
SR v
B B s
ETE i T;ﬁﬂ s || 2w
@éﬁ##ﬂﬁ%

X1 BEHFROT AT MR LN
FEZ AT, KB LT oDE ) HAER S
no
(D BX=2UT7 s HMRICLD, FEEFREEH
1T — 2 ~— 2 DIERK
2 7myx=l NMEEEIZIOEERELY
&L AP RN R E O AR
PAIFIC, 2 b0tz ~25,
D X271 EMRICL D, BEFEE
BEHRT — & X— 2 DIERL

RS HVERE




X2 VT 4 FHHFEN, FUAT LERB X
O X2 T BT L0, REFEOFAG—
AR D, T D OEAIE, T & TRES
L2 ETEXR YT o B AT I L N AR
bOLT 5, EORE, A TR~ 7R
ZRAT D720, FieOT—2 DN, T
T8 5,

(a) FEIETFEER D AND/OR/XOR Rif%

(b) RERTEEMOERS LY AND/OR/X

OR Bif%

(b) FEEETFEDIRE A
(R IE O R0 SR EE T NE O FI) H % di il
T 5., FFEOHMCEETFE O A%
i ohhE, bR FZ— Ak
X0, TROEx = U T« ik DR,
B, B, TEZEOHFEZFELT
%)

(0) FEIEFBHHT D =08 HIFKIDE
fiti, FEEEFTOMH, HIKIER O
TED EX 2 VT 4 HRROES RS,
AR SRR OB X 0TI
BINE 72D TS D RT A — 2 OFE
{1
(T —% ORI ZE R 117”7,

@ | HFERE | QD | BF=2 VT 0 EMFEIZ

SRS X DIBINTH kstep &
FEi I ) UPNED)

WRMEE | (A2 | IEEMFICL 28T
e %

(A-3) | {AEHIECH

(A-4) | {AEEEG)

(A-5) | YV —LOFIHATREME

(A-6) | FEEEFIM)

A7 | BEFX=2UT 1 HBROE
i

B | FZHEEA | AL RO
DI
VB R
E it

© | #H0E | (AL RO
B
VBT R
Sl

# 1 FETEHFROT— 7 FErsEGED
Q2 ey NVEBEEBEICLHEERED
&, BRABELYERTHRTIEDEK
KT TV r—va ORI a2 MIEB
WTC, Yev=7 MEBEEREH L a2

MEHRE AT L. ATER EOOEHEERZ b
LI ERD T AT AIMEEB RO RIEL Y
EHTREOAREITY, FIEFLLFO®EY -

1.

Tuvxr MEEFIL, VAT LEE
X2V T BRI 7Y
7 NOIERE AT DIANTIT D,
Tuvzs MEHELTANTHT—
2 Dl R 2 1TRT,
(PI-1) T2 )T HFEEK
(PI-2) FEEMZFDEESK
(PI-3) PASYANN i S
(PI-4) VRSB DOVEEH T

#£2 ASITBETu s MER
RV AT NMIFEFEEHRT —F
— AN EAR I Y T D T TR A
L, SEARSEETE ORI A 7
nYxy NMEBEICEZ D,
Tl ueval NEHENFEETE
BERINT 5 &, BEVAT MIQO)TE
BLEBHE a7 MERNS.
YX o U T 4 DFOICHRICRAET S
EEDFERB I a2 h2EHL, 7
nYxy MEBEIITRT S, 1EEN
WOEHOH AT 3 1TRT,
EERAEDL Y | AL Y OEH
1B s
PO-1D | EX=VU7 ¢ | 100-[(A-4),B-4(C
PREEL~UL —4), D K]
(((A-D+B-D+(C-
1) X (PI-1)+((A-2)
+(B-2)+(C-2) X (P
1-2)
X (PI-3)/((PI-1)+
(PI-2)
PO-3) | EX=VUT 1 | (A6)+B-6)+(C-6)
W2 BB | HPO-2) X (PI-4)
#H
PO-9 | E¥x=V7 ¢ | PO-2API-D+PI

2B | -2)
HiR

3 EERMEG Y L AL
ruYx s NMEBFIIIEEREFED
MABRDOEEEZ THVIRLABELY
ATV, B S = s st
\ZEET D FEAEEET D,

5. VAT DIEMIEWMT —F N—AD3HE



EFBIFTHRO OB RF 2 A b, B
WA RTA >, T A MIREOHF
AR LT 5,

5. MERFXOHLLKRFT
FEHODIIER LR FXD 9 6, (DEX

2 U7 ¢ HFIC K D REFEROER S (2)

KPR T v U= 7 MBI A 1EEBERORTGO

BIEZSNT, Web 77U r—v 2 v Ot F

2 U7 ¢ B RIS, WL 21T 572, B

AOBRNILU T ZHER T2 L Th D,

- BEFRICETLOIEHRzEX VT 4H
FAZBTEWTE L, AfeZ o7 —Z ik
IZES> TEFETE D
K7 MEHEIIH LT, SiIE L
ThH % 2 R&E EIEFBEOBMIRR S,
MORRE U TREREEDEL L OE,
I A RHVEERIELE LTI RTE D

Web 77V r—a ot VT o B

M SQL A >y =r va v aflE LTGRO,

FRREZAT T, ¥ AT LTI X T JavatSe

rvlet+JSP & L7c, 7pds, B{EICKR L TET D

FHETFE: (Wit~ DRI R O+, HaFEE72

ElE. Afe TR O R E Law,

JavalZBIT 5 SQLA Y= va xR

LT, BF=2 U7 ¢ EMZENFEEFEL 2 Off

L UCHIH L7z S R0E L. AR ORGE

21T 9,

(D ¥ =2V 7 0 FMFIZ KL D EEFEETEE
HOVERL

FF. FEEFEMOBREERL, ST 5

REFELEERT D, NBEFREEDOFELT

B DGz £ 4 1,

) SQL XDOFEFFIZiH java.sql PreparedSta

tement DA ZMHHT5

SQL FEATOERICaR/e i = A

—7%%

7T v IRy AN L DB = HEA

ko TA v v=rvarPRERNT

L 2R 5,

# 4 FEETEFAHG

XU T o HFE LTI R4 DOFTIL,

GEEDEHIE LI H OO0, ZORSTIEZED

RIS TERUVIKREETH 5,

(52 2)

(=)

I, AL FBOFEME A T2 T 5.
EFE L7Pla 4 b ITRT,

T G2t | G2 | (W
A-1) X2V |0 0.1 0.1
T 4 B
E
T
A-2) FEHEMFE | 0 0.2 2
ks T
(A-3) FAIEPEC) 50
(A-9) [EEEED) 50
A5 [ v—ro| FE | FFEE | Va+F
FIH AT RE =3
L
(A-6) BHAGE) |0 0 100 75
QA7 ¥V | FE 9 b3
T A N
DY
(B) () () ()
(C-1) 0 0.2
(C-2) 0 0.4
(C-3) 0 30
(C-4 0 30
(C-5) v— | TEE
(C-6) 0 0
(C-D R o

# 5 FETEATHO EH]

# 5 OfERERD & G DoEKOMB

TEEIZBNTCHOITY — A D TE L7720,
EN OB OES THH Z L nbnd,
2 Tmvzs MEHEICLHEEREDY

ZITCEERT. ey MEREASIT S,

(Pr) | L¥a V7 ¢ HPFEESK | 0

(N
(PI-2) | FEHMFEDEEF(N 10
PI-3) | 17T L (kstep) 50

(PL-9) | (ESEOIEENARYE) | 305
£6 TrVxs MERALB

AN LT ny =y MR E FETEAAHIC

KU R B LR 2R 71077,

G2 | G2 | Bkl
X2 U7 4R | 100 70 50
L~y
VBETHOE) 0 35 100
P () 0 10575 | 40075
PGS 0 35 H 10 H
X V7 o HY | A 9 b3
ErES

# 7 (LR
Ty MEBEEIIER T CEONTEHE
HOO7mYxZ NOTFEOWME, %27
A HAFEE R EOFRAHR L, ey



N DFFET L CEEFEZBINTE 5, &
7T DEETIE, BXx=2 U7 o HMFE L THER
U 72 W EEEE B (FE8E )23, AR ORI
fo, . Tuoves MEEEIZE > THERE(E A
AN, OB b RVMRRE LWL Dk
IR TET,
6. £

AR, FEEHAOREN, X2V T 4 H
TEOMER?, HERICKERERICEL B D L
WZEH LT, 72, ZORhEICHES X F2EHK
EIRETDHZEICEY, BX= YT ¢ BT
T OB FEDTEH & BIFE DRIz BT
FONDHRITRNOEREIToT, £7-. Web 7
TV = a ATBT A2 VT 4 B
R U CTRRES ROV ERGEEEZTTV, EF =2 Y
T4 R IRERPNEHEIND Z & 2R LT,
A, HLEBGECHWAEED 2 X MRE D=0
DRT A—=H2F, HETHHE LI, RE
OFEEIZIXM EOSRMAH 5, 72750, KRR+
R EMERERE O EX b, T L ARETEE
ERETHZLET, ¥F2 )T 4 HAEROA R T
nYxy MEBFIZH, X2 VT ¢ WE EEE
TN W) BfERIEEA R R LGS 2 LR
RTZEICHoTe, FOREZOWTIE, —f#IT
m%éﬂ\%@@ﬁﬂfﬁﬁf%tk%xéo
HRIE OHSA B3 Ui hoHL ERREEDFESR,
V= VISKRER T D7, BARRIICIREEZ & DB
HCY— /L DA TIEELETFE OB, 1B O
DEELNEDHEEL HD 2 LR 72 (Session
Fixation *5R OFERERF DO » > =3 )0 B2 R0,
Cross site Request Forgeries (ZxI9 2 %72
). ZNHOXRMEFRIZEMI N TNDZ &%
RAET D72 DI1E, MERTFB D BEWEEAFIZ DWW
TH, IOITHRHNTIVERH D EBEZD,
EEOIX, A% BESTAEFEBT LV AT A
DFRNEZATV, EEO 7 1 275 JBRFICEH LT,
ZOEWMEERGET D TETH D,

T2, ARROPEE ST TIE, FRETEIHFHROME
FREIZ VT, B D Z AT T K O 792k
FBAGEA 2 AT 2 IES, FEET BN X

2 U T o BATZT 6 DD E D INORGETIED,
WEIEAFOMEREIEKF L THD, AT Th
B DVEFET T 2 BINH 72 SR ITHEIC DN T H A
FEL TV FETH D,

STHR
[CCo5]
Technology

Common Criteria for Information

Security Evaluation v2.3,

http://www.commoncriteriaportal.org/public/devel

oper/index.php?menu=2, 2005.

[HDL04] M. Howard and D. LeBlanc,
Secure Code Second Edition, Microsoft Press,
2002.

[McG98IG. McGraw, Testing for security during
Why we should
penetrate-and-patch”, IEEE Aerospace and
Electronic Systems, 1998.

[PM04] B. Potter and G. McGraw, “Software
security testing”, Security & Privacy Magazine,
IEEE Volume: 2 Issue: 5 Sept.-Oct. 2004 pp. 81-
85, 2004.

[Ray03] Amab Ray: “Security check: a formal yet

“Writing

development: scrap

practical framework for secure software
architecture”, Proceedings of the 2003 workshop
on New security paradigms, pp. 59-65, 2003.
[Roy70] W. W. Royce,
Development
Proceedings of the IEEE WESCON, IEEE Press
of the
Conference on Software Engineering, IEEE Press,
1970.

[Tom03] H. H. Thompson., “Why security testing

“Managing the

of Large Software Systems”,

& Proceedings Ninth International

is hard”, Security & Privacy Magazine, IEEE
Volume: 1 Issue: 4 July-Aug. 2003 pp. 83- 86,
2003.

[Wei95]C. Weissman.

Information security: an integrated collection of

“Penetration Testing”,

essays, IEEE Computer Society Press, Silver
Springs, MD, 1995
[Jir04] Jan  Jirjens, “Secure  Systems



Development with UML”, Springer, 2004.



