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Abstract: Existing access control methods grant access requests based on the combinations of applications
as subject and files as objects. Therefore intents of applications and the possible effects caused by granting
the access requests have not been taken into consideration. In this paper, we propose a new access control
method based on application history and intents. With our access control method, system administrators
can reduce the risks caused by malicious access attempts and wrong operations. In this paper, the concept
and implementation design will be explained as well as the brief evaluation report of TOMOYO Linux, our

implementation of the new access control method to Linux.
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execve (“/bin/date”)
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date | /sbin/init /sbin/agetty /bin/login /bin/bash | + |/bin/date

wait ()

—— exit()

01 0Dooooooooooo
Fig. 1 Defining Program Execution History.
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[w)'
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) WDoca =]
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5] 1
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1

02 00000000 (Fedora 15)
Fig. 2 Domain Transition Example (Fedora 15).
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*5 http://tomoyo.sourceforge.jp/1.8/
policy-specification/index.html
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0 2 TOMOYO Linux 0000000 0O0O0OOO
Table 2 TOMOYO Linux wild card patterns.
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oo00o0ooo0o0ooooooooooooooooo
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TOMOYO Linux 000000000000 O0ODOOO
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file read/write /dev/tty

file read /etc/passwd

file read /etc/profile

file read /home/harada/.bash_profile
file read /home/harada/.bashrc

file read /etc/bashrc

file write /dev/null

© 00 N O O W N =

[ure
o

<kernel> /sbin/init /sbin/agetty /bin/login /bin/bash

file execute /usr/bin/passwd exec.realpath="/usr/bin/passwd" exec.argv[0]="passwd"

0 3 /bin/bash 0000000000000
Fig. 3 Policy of /bin/bash Domain.

OO0O00O0ODO0O0OC0DO0ODOO /usr/bin/passwd 00
oo0oooo0o0ooooooooooooooooooo
ooo40000 1000D0DODOOOOOOOOO
/bin/bash 0000000000000 OOOOODOO
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04000 3000000000 /usr/bin/passwddO
0000 /sbin/init 00000 OO /sbin/agetty 00O
00000 /bin/login 0000000 /bin/bash 000
00000000000000000 /usr/bin/passwd 0
00000000000 00D0O0Opasswdad 00000
/etc/shadow 0 000000000000 OOODOOOO
00000 /ete/nshadow D 000000 O0O0O0ODOOO
00 /ete/shadow OO0 000000000070 OO90
oOdloo0ooooooooooooooooooooooo
O00ooO0o0oooOoOooooOooo Iboboooo IboO
O000oo0o0o0ooooooooOoooooooooo
00000000000 0O00000000000 MAC
gobooboobooboboobooboobboon
goboobooboboon
4.4.2 J00000OO0OOOOO
gogboobbobbooboobooboobboo
gobooboobboobooboobbooboob
gogo
(i) D00D0OU0Oo0oOoUoOooOoo
goboobbobobooboboobobooboonon
e file rename /etc/mtab.tmp /etc/mtab
/etc/mtab.tmp 0000000 /etc/mtab 000000
gobooboboobooobd
file create /var/lock/subsys/crond 0644
/var/lock/subsys/crond D0 000000 OOOODO
o400 000O0O0OOOO
file chmod /dev/mem 0644
/dev/mem 000000000000 OKK440000000
ggboooboogn
file execute /bin/ls

/bin/ls 000000000
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(i)D00o0oOoUoooouo

ooboobooooomoo=0mOo0ooooooon
oooooo0o@oooooo0!=000o000ooo
ooboooooboooooboooooooooboooo
oobooooobooooooocoooooooboooo
oooooobooooooboooooooooboooo
ooboooooooooboocoon

e file symlink /dev/cdrom symlink.target="hdc"

0000000000000 hdeOOO OO O/dev/cdrom
oooooooOoooooooooooooo

file execute /bin/bash task.uid=500-1000

000 IbO0OO0O0O 50000 100000000 /bin/bash
ooooooooo

file read /tmp/file001.tmp task.uid=pathl.uid
0oo0o0O0O0000000 IDO /tmp/£ile001.tmp OO
oo IboOoOoOoOooooOOoO0OoOoooooooooo
ooo

file execute /usr/bin/ssh exec.realpath="/usr/bin/ssh"
exec.argv[0]="ssh"

goooooobbh sshggoooobobobOoOd
00000000000 /usr/bin/ssh 000000
/usr/bin/ssh 000000000

file execute /bin/bash exec.realpath="/bin/bash"
exec.argv[0]="-bash"

task.uid!=0 task.euid!=0
ggbooboob-vasn 000000 OOOO0ODOO
0000000000 DO0OO0DOO0DO /bin/bash OO
gboooboooooIbobooobogb IDO 0O root
00000000000 /vin/bash000000CO0ODO

4.5 00OO0O0O0OO

OO0O0Ooo0OTOMOYO LinuxOOOOOOOODOOOO
gogboobboobboobooboobbooboon
goooooo
4.5.1 0O0OOO0ODOOOO

000000000 /etc/cecs/domain_policy.conf [
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file read /etc/passwd

file read /etc/shadow

file write /etc/.pwd.lock
file read /dev/urandom

file create /etc/nshadow 0666

file write /etc/nshadow

© 00 N O O W N =

file chown/chgrp /etc/nshadow 0
file chmod /etc/nshadow 00

e
= O

file rename /etc/nshadow /etc/shadow

<kernel> /sbin/init /sbin/agetty /bin/login /bin/bash /usr/bin/passwd

0 4 /usr/bin/passwd 0000000000000
Fig. 4 Policy of /usr/bin/passwd Domain.
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*6 http://tomoyo.sourceforge.jp/1.8/man-pages/index.
html
*7 http://tomoyo.sourceforge.jp/about.html
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0 3 TOMOYO Linux JOdoOoogd
Table 3 TOMOYO Linux mode.
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5. OO
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*9 http://www.jnsa.org/result/2007/tech/secos/

10 00000000000000000000000000000
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*I1 http://www.bitmover.com/lmbench/
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05 LMBenchOOOOOOOOOOOOOOOO0O0O0OO
Table 5 Result of LMBench (not hooked).

Func. Base (usec) | TOMOYO (usec) | Diff (usec) | Overhead (%)
null syscall 0.274 0.269 0.0 -1.82
null I/O 0.4365 0.418 0.0 -4.24
Select on 100 tcp fd’s 7.0815 7.1455 0.1 0.90
Signal handler installation 0.552 0.56 0.0 1.45
2p/0K ctxsw 10.97 10.665 -0.3 -2.78
2p/16K ctxsw 11.26 11.07 -0.2 -1.69
2p/64K ctxsw 14.21 14.39 0.2 1.27
8p/16K ctxsw 12.22 11.755 -0.5 -3.81
8p/64K ctxsw 14.035 14.095 0.1 0.43
16p/16K ctxsw 12.185 12.04 -0.1 -1.19
16p/64K ctxsw 14.135 14.225 0.1 0.64
Pipe 38.3 36.73 -1.6 -4.10
AF UNIX 24.47 24.28 -0.2 -0.78
Mmap 2341.55 2375.1 33.5 1.43
Page Fault 2.52829 2.58089 0.1 2.08
Select on 100 fd’s 3.254 3.35045 0.1 2.96

0 6 LMBench O0O0OO000O0O0O0OO0O0OOOOOGODOO
Table 6 Result of LMBench (hooked by TOMOYO).

Func. Base (usec) | TOMOYO (usec) | Diff (usec) | Overhead (%)
Simple stat 3.12 7.1145 4.0 128.03
Simple open/close 5.037 9.5065 4.5 88.73
Signal handler overhead 3.8015 5.961 2.2 56.81
Process fork+exit 300.35 301.7 1.3 0.45
Process fork+execve 1001.95 1062.55 60.6 6.05
Process fork+/bin/sh -c 2226.1 2551.2 325.1 14.60
UDP 54.65 69.91 15.3 27.92
RPC/UDP 61.565 80.615 19.1 30.94
TCP 58.04 57.3 -0.7 -1.27
RPC/TCP 72.64 71.36 -1.3 -1.76
TCP/IP connection cost 65.8 72.4 6.6 10.03
0K File Create 25.32 41.035 15.7 62.07
0K File Delete 19.865 27.795 7.9 39.92
10K File Create 80.9 95.855 15.0 18.49
10K File Delete 41.075 50.33 9.3 22.53

© 2012 Information Processing Society of Japan
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04 0O00O0OO0O0OOODOODOO

Table 4 Benchmark Envrionment.

specification/version

CPU Core 2 Duo T7200 2.0GHz
Memory 2GB

oS Ubuntu 10.04 x86_64
Kernel 2.6.32-39.86
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