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A Proposal for an Effective Information Flow
Control Model for Sharing Sensitive Information

MasaTo ARAITY and HIDEHIKO TANAKA T2

Information leakage has become a serious problem for computer systems that
handle a company’s sensitive information, such as intellectual properties and
manufacturing know-how. The majority of the causes can be attributed to loss
or theft of information or worms and viruses. As a countermeasure, forbidding
the sharing of information through removable media or the Internet is effective,
but it also places restriction on the handling of general information that can
be made public. Also, the sandbox model can be used to segregate sensitive
information from environments that can easily be infected by worms or viruses;
however, even sensitive information is sent as email attachments to various lo-
cations, and this model cannot be applied to business cases where information
must be stored and carried out on removable media. In this article, we propose

an information flow control model that is suitable for both sharing and protect-
ing sensitive information on computer systems in which general information
that can be made public and sensitive information that cannot be exposed out-
side the company are mixed. In the proposed model, sensitive information are
protected from environments that can be easily infected by worms or viruses by
segregating the environment for programs that use the Internet and the envi-
ronment in which programs handling sensitive information are executed, using
existing techniques such as the sandbox model. At the same time, by combining
automatic file encryption and encrypted file access control, sensitive informa-
tion can be safely transmitted as encrypted text through removable media or
the Internet as the need arises.
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Fig.1 The format of the stored files.

(1) 0000000000000 O0OUDUOO0ODDDOUDOODOOUOO

(2) 00D00DO0OOOODODOOUOOOODOUOODOOODDOOOOOO
000000000000 00000D000000DO0O(2)LUDoDoOOoooooooOO

gooooooooooooooobooobobooooobooooooboooboooOoooobo

gooooooooooooooboooooobobooooooooooboobooooDboDbo

goboooobooooooooooobobooooooooooobooooooDo

3.2 J000O0O0O0O0OOOO

00000000000 A0DOOO0OBO2000000000000000000
e 100 ADDOOOOOUDODOODOODOOODOODODOODOOODOOOOODDOOOD
goboboooobooooboooobooooboooOobooooOooboooaon
gobooobboooooooooooo

e JO0OBOOODOODOOCOODOOOOOOOODOOOOOOOODOODOOODODODO
oboooobobooobooooooooocoooooooooon
goboooobooodooobooooooooboooooobocboooboobooboooooDoon

goboooobooooobooooooooobooooooooo

3.2.1 ODUO0ODOOOOOOOOOOOOO

0000000000000 oooooooooo&OOO000D0DOOooOoooooo

0000000000 0oooooooo&OUOOO0D0OOOOOO0OOOOOOO0OOOOO

0000000000 oO0000o0o0O0000O000DoOoO0O00oODO0O0oOO AD

000 BOOOOOOOOOOOODOOOODOOO AODOODODOOOOoooOoooooo

(© 2010 Information Processing Society of Japan



638 O0O0O0OO0OO0OO0OO0O0OO0O0OOOOOOO0O0O0000

HERY TILDEE —fRRAYTILOEE

FSvy &Ry %
)y TR—RIZ&D
g*fj’A(f) T—RERER ] N gqv
ay5.4 FAD 147BD
: gg'fﬂ\ ELVERS
/—
FosEEA |
N/ = [
L1

FAay
02 0000O0O000oooooo
Fig.2 An image of multi-shell screen.
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Table 1 File access control list.
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Table 2 Network access control list.
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Fig.3 Comparison with the conventional model.
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Fig.4 Outline of group cipher system.
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Table 3 User ID information.
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Fig.5 Process sequence of group key distribution.
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Fig.6 Conceptual diagram of sandbox.
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Fig.7 File access control.
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Fig.8 Data transfer control through clipboard.
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Fig.9 Transmission and receipt of sensitive files.
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