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Proposal and Implementation of Automated Malware
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Variant Classification Based on Dynamic Behavior

Keiicar Horiar, 'H2 Takarumr Imarzumrt!
and HIDEHIKO TANAKAT?

This paper describes a method for malware variant classification using the dis-
tance between multi-dimensional vectors which represent the dynamic behavior
of the malware. The dynamic behavior, involving state changes of processes,
files, and network traffic, is transformed into binary category data. The mea-
surement of the distance is based on Hamming distance, which requires less
processing power than measurements proposed in previous works. The pro-
posed method is proved its efficiency by our experiments and we applied the
method to the automated Malware analyzing system.
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Fig.1 An example of a BDB (Behavior Data Base).
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Fig.2 An overall block diagram of malware variant classification.
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Table 2 Number of families & variants classified by four AV products.
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Table 3 Number of specimens for family & variant names.
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Table 4
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The ratio of observed changes of the dynamic behavior across the BDB for each element.
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Fig.4 An example of behavioral variations of malware.
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Fig.5 An example of behavioral variations during repeated malware execution.
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Fig.6 An example of a distance matrix.
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Fig.7 An example of visualization of malware classification based on hamming distance.

4.4 0O0O0O0O0O

ooboob41000000000000DO0ODOO0OCOOOOOODOOGOOOOODOOOOOO
0o0ooooooOoooooooo NOODOOOOOo NOOOOO N ={10,20,50,100}
gooooooooooooooooo NOOOOOOoOobODOoOoooooooooooo
gobodoobooobooooboooo

gbobooooooobooboooooo
OSTEP-101,5030 0 0000000000100 000000000000O0OO00OOODO
ooboodoobooiobooooonowobbooboooon
OSTEP-20 STEP-1000000C0 100000000000000000C00OO0OOOO
O0000000000Rmin000000RmaxO00000000C0O0DO0O0O0O0O000O00O0O
NCDO 2000000000000

(© 2009 Information Processing Society of Japan



1328 O0O0OO0OO0OO0OO0OO0OO0O0O0OOOOOOOOO00O0O0OOOOOCO0

e
0.8 HMD NCDz

/ /{// NCDb
0.6 //‘:// AUC values
0.4

HMD: 0.91
NCDz: 0.79
02 NCDb: 0.67
FPR

—

0.0

0.0 0.2 0.4 0.6 0.8 1.0

08 ROCOOO AUCOOOO

Fig.8 An example of a ROC curve and AUC values of malware classification.
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Fig.9 AUC values in the case of combination of multiple elements.
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Fig. 10 Matching ratio of the classification.
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Table 6 Number of malware names corresponding to the minimum number of the counts.
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Fig.11 The comparison of the classification time required between HMD and NCD.
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Fig.12 An overall block diagram of automated malware variant classification system.
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Fig. 13 The comparison of the classification time required.
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Malware Behavior Analysis Report.
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Fig.14 An example of screen shot of the automatic malware analyzing system.
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