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< Abstract >

Anonymous communication system looks effective for the privacy protection
because it could assure anonymity of path from source to destination. Tor (The
Onion Router) is a representative anonymous communication system. Cyber-attack
cases have been reported where the attackers spoof innocent organizations/persons
by using the path anonymity of Tor. Therefore, in order to solve the cyber-attack
cases, 1t 1s required to establish some analysis methods and clarify the route/path of
Tor communication urgently. Therefore, attack methods for Tor, have been also
performed studies using the attack methods. So, this study constructed a
verification environment that exposes Tor relay node on the Internet. And we
propose a method to statistically identify the path of Tor, by analyzing the packets
sent and received by Tor. And evaluated using the proposed method, the results will
be considered. The results of the evaluation, it was possible to carry out a relatively

good accuracy specific routing information Tor.



