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Improvement of spam mail filtering performance by feature extraction
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<Abstract>

In these days most mail user agents include the spam filter function classifying spam
mails and normal mails. However, some spam mails tend to be misdetected and pass
this filtering easily and be stored in normal mail boxes. So the purpose of this study is
set to reduce this decision error about spam mails (passed spam mails), based on
features of spam mails. From the survey of the passed spam mails, we identified many
passed spam mails have the following features; having similar subject and body,
including URL in the body, and small number of characters in a body, in comparison
with the normal mails. In this paper, regarding the features, we propose the new
method of machine learning filtering using Jaro-Winkler distance, which focusses
similarity in terms of subject and body, the existence of URL in a body, and the number
of characters in a body. From the results of the experiments in use of the proposed
method, it is found that the method is effective to decrease the passed spam mails.
Furthermore we confirm that the proposed method could replace the conventional spam

spam filter function.



