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< Abstract>

As a countermeasure for the risk of eavesdropping the secret information in wireless
communications, it is usual to use cryptography such as public key cryptosystem and
symmetric key cryptosystem that are based on amount of computation. Recently
information-theoretically secure cryptographic techniques such as secret key agreement
based on the radio propagation characteristics have been studied. These techniques will
be able to be applied for IC tag that has wireless communication equipment.

This paper discusses randomness of secret key that are generated using radio
propagation characteristics. The randomness of secret key is evaluated in the
environment of using radio wave actually. As the results of evaluation, it found that our
scheme cannot generate the secret key conforming to tests described at FIPS140-2 in
our test environment. It further investigated the cause of low randomness, and found
that parameter in key generation are not adaptive to the change of radio propagation

characteristics.



