X VT W - PIEEEE D ) T X A AERREET L ORE
Real time decision making models for security attack and defense strategies
Hltx = U7 4 RFBRT
A HRT

<EEF>

BUEIRS FER SN TWDEF 2 U T o3 KIL, 43T v hOREEZRRIZP ST D
FRIRIRAPLTH D, L, FRKKEIToTHDICHELLTA T v FAFEAEL
e%a. VAT LAOEHFEITBEEIIK LR 2 HE L, fTE 2 IS 20 Tz 57220,
Lol FATIEROL T, FHICR B RERY A7 2o T LE SN DB ELHE
ELTCHRZEME LEEMICER T 5720, WERENFEAREZFTAOT, HEston
B2 LT TEEAICHIS LIS WEWI RERD 5,

ZOFEE R D 58 E LT, ARFTCIIERE XY A7 ERLE, BIEEITY 2 S
BMEEIX D XT8N 5 EE L, WEOMEITIREERIZBW T, WERW HERIC Y A
VRHmEATV, B X2 VT /R E Y TAZ A DCEREIIRET D Z LT, 2RI
WEATO LD OERRETT VERG LIz, £, 7 A2 ER(bL L, @AM XV FEE
AT o712,

< Abstract>

Currently security measures are chosen preceding to occurrence of incidents, and
static defense with them are mainly applied. This proactive and static defense has
disadvantage that it cannot respond quickly to unanticipated attacks, because it is
generally tuned so as to be most useful against the attacks estimated to happen with
the highest probability on average. In order to solve the above problem of the
conventional security defense, this study discussed real-time and dynamic decision
making process including both of attacker and defender, under the game-theoretical
assumption that attacker will act to maximize security risks while defender minimizes
them. We developed a decision-making model corresponding to the process of attacks
and defenses, where security gains and risks are assessed during the attack alternately
by the attacker and the defender, and optimum attack and defense plans are
sequentially determined step-by-step and put into practice in real-time. Further the
proposed model was formulated and its effectiveness was examined with some

application examples.



