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A study of network traffic control based on security information
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Abstract

Chapterl describes background of the research, positioning and purpose of the research, and
guidelines of the study, as a preface.

< Background of the research>

The network should be maintained so available that every user could communicate safely. The
Internet has been built under the consistent thought that “the network is simple, and the terminal
has high—performance.” Actually, the function on safety and security for the users is mainly
embedded in only terminals, and transmission protocols seem not to work well for the safety and
security. In addition, social networking services (hereafter abbreviated as SNS) in recent years are
used primarily for communicating the people who are known to each other. However, also in the
SNS, cyber crimes such as spoofing and virus infection have occurred.

< Positioning and purpose of the research>

Currently, business users and individual users utilizing the network based on TCP / IP on the
Internet, have a number of security measures. That is, in addition to traditional boundary firewall,
they have to introduce intrusion detection systems, vulnerability inspection system, quarantine
systems, anti—virus software, and a personal firewall. There are various discussions on issues of
social systems which are concerned with security policies and SNS. Procedures and implementation
of security policy settings are exposed as a guideline. One of the guidelines is a typical example of
the ISO / IEC 27001 international standard for information security management system ISMS
(Information Security Management System) and the related certification are also widely used.

In general, the contents covered by policies of this security are called “information assets” and
their applications provide harmful pornography with a restricted sales flow. However, functions of
the IP packets (Hereinafter simply referred to as packets) at lower layer forwarding in the network
are involved with socially sensitive issues such as fairness in network utilization. Therefore, both
definite conclusion about how there should be and a framework for their security policies are not
yet available. On the other hand, there are many (Denial of Service) DoS attacks and malicious
e—mails that target the government or companies. One of these attacks is to download the software

that operates the user does not intend. Of course, this is because there is a problem with security.



To address the security attacks in not only network exclusively or private, even a public network
such as the Internet, security policies and certain limitations packet forwarding should be
introduced and performed in the near future. As a reference, the NPO Japan Network Security
Association is considering “measures — security and privacy issues and how to walk safely SNS”.
This is because the current SNS is actually supposed to be a platform for spoofing and malware
infection. Unfortunately effective security measures are not sufficiently present against the current
SNS.

Based on the previous issues, the objectives of this study are the following three.

(1) The network side has a security feature in behalf of the user side. Then it is possible to reduce
the burden users.

(2) Packets originating from a malicious user reduce the probability of reaching the other users.
Packets that a user with the capability of security measures incomplete originated suppress the
flowing percentage through the network.

(3) This paper shows a social system that can solve the problem such as impersonation and virus
infection in the SNS.

<{Guidelines of this study>

With respect to conventional measures against the abnormal traffic due to Denial of Service
(abbreviated DoS) attacks and P2P heavy usage, Internet Providers Association of Japan shows a
guideline for operational standards bandwidth control and an implementation scheme to suppress
total amount control method of the abnormal traffic. However, there are still the following
problems.

(1) In the conventional measures, the users’ request on the security measures has not been
reflected.

(2) When packets are enciphered, the conventional security measures doesn’t work well and it
cannot be determined whether they are malicious or not.

For solving these problems, the paper discusses traffic control method in the following three
guidelines.

Guideline 1) To block malicious packets from outside of the LAN, the firewall at boundary between
LAN and WAN conventionally operates based on the private security policy. The paper applies this
private security policy also in the network.

Guideline 2) To maintain overall security of the network, the paper introduces the public security
policy based on the consensus of the entire public users of the network.

The vulnerability assessment guidelines have been established for the environment for using the
terminal and the user, such as a conventional LAN. This study shows that it is possible to suppress
the traffic fraud that differentiates the bandwidth usage of the network according to the results of

the evaluation of vulnerability, to improve the security awareness of users.



Guideline 3) Guideline 1 and Guideline 2 are considered on the assumption that it will be
implemented in the access network. Be applied to the relay network security policy guidelines for
private one, it is difficult in terms of scalability. So we consider it as implemented in the access

network that accommodates the user in question.

According to the guidelines 1 to 3, in Chapters 2 and 3, we propose a method for traffic control
using private and public security policy, respectively. If the user uses the information
communication network and TCP / IP-based, such as the Internet, the user himself is responsible,
at present, it is the security measures. In addition to it, so that you can safely use the network, this
paper proposes a traffic control based on the security policy. More specifically, the network
security policy is set to two types. The first is to set the security policy for each user private.
Second, set the public security policy that is applied as a social consensus. This paper proposes
that the traffic control at the network layer would be executed by the packet filtering technology or
quality of service. This paper shows an example application of the proposal can be developed in the
NGN (Next Generation Network) as an access network to the Internet. Using a computer
simulation, two things are confirmed. The first is the percentage of malicious packets to reach the
user. Second is the ratio of suppressing the packets flowing through the network, where
vulnerability of network usage environments such as host computers and LAN is assessed by
penetration tests and the security level as the result of the tests are attached to the packets

originated from the concerned users.

With respect to SNS membership system using security information DB, from the analogy of
transportation system, Chapter4d proposes the introduction of SNS membership qualification
certificates and licenses. Future, as a guide to the study of SNS membership qualification system
using security information DB in Chapter4, we hypothesized that there must be the creation of a
system using a SNS membership database security. For the SNS users who qualify as a recipient and
the provider of the information, issue a certificate of membership SNS. By the introduction of the
scheme membership based on security DB, secure SNS, and thus, implementation of information

and communications environment that can be used with confidence is possible.

Chapterb investigates the feasibility of the proposals presented from Chapter2 to Chapter4. It

shows the feasibility of the three proposals in this paper on the actual network.

Finally, Chapter6 summarizes the conclusions of three proposals as below.
As a first conclusion, with respect to traffic control method using private security policy, this paper

has proposed a study of traffic control (packet filtering) using a policy of personal security to the



public network. Finally, using a computer simulation, this paper shows the effectiveness of the
proposal.

As a second conclusion, with respect to traffic control method using public security policy, this
paper proposes a study of priority control of traffic (Diffserv) using the users’ vulnerability level
which is evaluated by penetration tests. Then this paper showed the effectiveness using computer
simulations.

The third conclusion, with respect to membership SNS system using security information DB, from
the analogy of transportation system, this paper proposed the introduction of SNS membership
qualification system with security information. The system issues and manages three kinds of
certificates; SNS membership certificate, Security check certificate, and access visa. Finally, this

paper considers the introduction of this system from technical and sociological viewpoints.



