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A Study of DoS Attack Measures in NGN Using Private Security Policy
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Abstract

This paper proposes a method against denial of service (DoS) attacks on the Next
Generation Network (NGN). Using a private security policy, IP packets flowing from the
Internet into the NGN are checked at the edge routers on the NGN exit-side and abnormal IP
packets are detected. Then an attack notification is sent to the edge routers on the NGN
entrance-side. After that, the entrance-side edge routers put the IP packets marks to show if
the IP packets meet the private policy. If the IP packets don’t satisfy the policy, the
transmission path delay is added to them by applying feedback routing loop along
entrance-side edge routers. The feature of method is adding delay to DoS attack packets,
while they are conventionally discarded. By letting the end user decide their normality, it can
avoid the loss of normal packets due to misrecognition as attack packets. This loss avoidance
of normal packets is useful because DoS attack packets are usually meaningless rather than
dangerous. The method also eliminates attack-induced congestion and restores service

provision. Finally, the above effectiveness is verified by network simulations.



