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Abstract

The communication for file transfer has increased rapidly in recent years on the
telecommunication networks and become an indispensable application service for
businesses. DoS attack is one of the network security attacks that give a serious
influence on the file transfer communication. Among the DoS attacks, the SYN Flood is
the attack observed most frequently. To counter the SYN Flood, the use of SYN cookies
was proposed. The proposed scheme on the SYN cookies can determine sources of the
clients without cash data of the concerned SYN cookies. However, it has the risk that
the SYN cookies as the sudden ACK would be sent to establish a packet connection. In
this study, attackers monitor the SYN-ACK packets through the network. Attackers
execute the attack that sends the server a large amount of observed ACK packets. The
improvement was examined about the detection of correspondence and the problem to a
large amount of ACK packet. The prospect with an effective proposal to compare the
improvements of SYN cookies, and to suppress the amount of the answer of the
SYN-ACK packet was obtained.



