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Survey on the cyber—attacks to industrial control systems
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Abstract

Recently the incidents have increased due to the cyber-attack targeting for the
control systems of important infrastructure. The improved convenience and cost
reduction can be achieved by connecting the control systems to information system
such as the internet. But their vulnerability must be considered more seriously than
ever before. A lot of reports tell us that the incidents tend to increase overseas.
However, the number of incidents reported in japan is relatively less than overseas,
and sense of crisis for the cyber-attack tend to be scarce because its danger is not
informed. But it is estimated that the attackers would be targeting the vulnerability
of control system always. So, this study constructed a honeypot which impersonates
the SCADA system using the source code of “SCADA HoneyNet Project”. And it
investigated the access statistics from a third party. As a result, it found the rate of

abnormal accesses to a specific port is extraordinarily high.






