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A malignant program such as the computer viruses and worms is the serious security threats in the
Internet that is an important social infrastructure. Especially, the new kind of malignant program
that is called bot organizes infected several thousand and tens of thousands of computers, and has
caused serious security damage by a large-scale DDoS attack and a large amount of SPAM Mail
Sending, etc.

In this research, it pays attention to the remote control session (C&C session) that is a peculiar
function to the bot program, and it proposes the technique for detecting the bot program by
identifying the C&C session.

When SVM was used for the session identification algorithm, and the feature vector data by the
packet histogram that was based at the packet size and intervals was used, a high identification rate
of 95% was obtained for the unknown C&C session of the study data set not included.

Moreover, it was not only an identification rate of the C&C session and it was confirmed to show
the performance that SVM is high compared with Naive Bayes and k-Nearest Neighbor at the false
positive detection rate and the processing speed. As a result, it was shown that the effectiveness of
the bot detection technique by the identification of the C&C session that used SVM.



