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Proposal of objective assessment approach to vulnerability of information systems
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<Abstract>

It is essential for every organization to perform vulnerability assessment to avoid the
security incidents of own system because a lot of security incidents have been reported
recently. In case of evaluating the vulnerability impact, CVSS (common vulnerability
assessment system) is often used. CVSS includes three metrics; base metrics, temporal
metrics, and environment metrics. When the vulnerability assessment is performed
about the actual environment of the information system, temporal metrics and
environment metrics are employed conventionally. However, these two metrics have a
defect that their evaluation results depend on the evaluators because these metrics use
subjective scores of the evaluators. We therefore discuss how to evaluate vulnerability of
the actual environment objectively, and develop a new metric called actual metric.
Here, this actual metric is given as the base metrics normalized by the attack time,
which is the duration of an attack until the attack finishes successfully and measured
by a vulnerability assessment tool. Based on comparative experiments between the
conventional and proposed actual metric, we found that the actual metric could

evaluate reasonably and replace the conventional metric.



