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Network Usage Control Based on Evaluation of User Security
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Abstract

The network should be maintained so available that every user could communicate
safely. The Internet has been built under the consistent thought that "the network is
simple, and the terminal has high-performance." Actually, the function on safety and
security for the users is mainly embedded in only terminals, and transmission protocols
seem not to work well for the safety and security. However, considering the recent
increase of cybercrime and malicious network traffic, issues on network-related security
cannot be solved only by the measures taken on the terminal side. So this study believes
that it is desirable to strengthen the security function on the network side in future, and
proposes a scheme to realize secure network environment, based on the cooperation
with the network side and the terminal side. The scheme focuses the security level of
users and controls the network use by applying the security level. A network simulation

demonstrates the scheme is effective for keeping safe and secure use of the network.



