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Abstract

In recent years, the Internet and information devices are widely used in society.
Focusing on high school students, the Internet utilization rate of high school students is
almost same as that of adults. Furthermore, the prevalence of mobile phones is more
than 95%.

In such a situation, many high school students have experienced information
security problems on the Internet. And a few of high school students have been arrested
for causing the incidents related to information security. Therefore, information security
education has become necessary in high school. In fact, high school students are
studying information security mainly at school, but they are wanting to learn more on
the information security.

The purpose of this thesis is to develop information security curriculum in high
school, and to establish pedagogy fostering attitudes and developing abilities for
information security within high school students.

Firstly, I surveyed the practical examples of information security education in
various educational institutions in our county and information security curriculum
overseas, and discussed information security education in high school. From these
surveys, I found that information security education in the high school must be made
based on information ethics in accordance with the stage of growth of students. The
contents of information security education should consist of an introduction to
information security technology, management, and related law. Moreover, this
education should aim at fostering attitudes and developing abilities about information
security in corresponding to the student's aptitude and career.

Based on these, I developed the curriculum of school setting subject "information
security" in Kanagawa Sogo Sangyo High School. The goal of this subject is such that
students learn the basic knowledge of information security for developing and
enforcement of information security policy, and for analyzing and reviewing the
information security.

Then, I examined educational outlook and learning outlook required for
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information security education in high school. From the educational outlook in
information security education, it is essential that safety education would be a major
challenge in the information society. The purpose of information security education from
the viewpoint of safety education can be summarized as the following two points.

First, in order that students would not become victims of security incidents, they
have to learn information security as a self-defense in the information society and have
ability to identify the existence of risk. This possible should be attained for students to
ensure the safety of the information society and are engaged in appropriate social life.

Second, in order that students would not become assailants of security incidents,
they have to learn knowledge and skills about information security. This purpose is
inevitable for students to be able to consider the impact of their behavior and behave in
appropriate about an information security viewpoint.

For the learning outlook in information security education, the diversity of
learning the contents and learning outcomes should be ensured. This purpose should be
attained for students to acquire a fundamental knowledge about information security
through learning activities based on behaviorism. In addition, information security
education is required for students to acquire abilities on appropriate recognition
behavior, problem-solving skills for the risks, learning measures of information security
incidents in cooperation with others. Therefore, it is particularly important that the
information security education is based on cognitivism and situationism.

From the educational outlook and learning outlook, as a requirement of
information security education for fostering attitudes and developing abilities about
information security must be consider from the viewpoint of behaviorism, cognitivism,
and situationalism.

A abilities of information security includes basic knowledge, assumptions and
judgments, incident measures. Basic knowledge of information security is formed by
effective learning based on behaviorism. Assumptions and judgments of risk are
developed by transformation and transfer of cognition through learning by
problem-solving based on cognitivism. And, measures ability of actual information
security incidents is developed by from stimulus and reaction approach based on
behaviorism.

The attitude of information security is fostered through discussions and debates
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over a relatively long period of time. There the students learn as a member of study
group and teach each other to notice through collaborative learning based on
situationalism. These educational activities are intended to foster "education of
philosophy” for the organization's information security and the "education of the heart"
for the security of their own personal information.

Actually, in order to achieve the aim of information security education in high
school, I proposed following pedagogy of information security education by making use
of the method of instructional design:

-Pedagogy of basic knowledge of information security based on behaviorism.

Teaching basic knowledge of information security is performed by using the
smallest units of lesson contents, which are subdivision of overall lesson contents. In
order to teach this effectively, a three-step teaching method is used as a newly
developed method. This method is helpful so that students would never lose sight of the
learning process. Further in the pedagogy, an appropriate amount of lesson contents are
presented so that students would understand well, aiming at the acquisition and
establishment of knowledge.

-Pedagogy of assumptions and judgments of information security incidents based on
cognitivism.

At the beginning of lesson by the pedagogy, information security incidents are
presents for students to exercise assumptions and judgments in regard to information
security. For this case, problem-solving learning (interactive teaching, group work, etc.)
1s given to promote the transfer and transformation of cognition. In addition, looking
back at learning on learning outcomes, students review how their ideas and knowledge
transformed, to understand the transformation of their own cognition and
metacognition.

-Pedagogy of learning behavior for information security incidents based on behaviorism.

Based on the assumptions and judgments of information security incidents,
students learn the techniques and specific actions to be taken when information
security incidents are supposed to occur in the near future or when they actually
occurred. More specifically, this pedagogy aims at the acquisition of proactive or reactive

measures against information security incidents.



-Pedagogy of fostering for information security attitudes based on situationalism.

The attitudes required for information security are thought to include information
security awareness, compliance, and information ethics. This pedagogy aims to foster
these attitudes by the small communities that are formed by dividing students into
small groups, based on situationalism. In the communities, collaborate learning is
performed with practical tasks. Additionally, it aims for students to find new knowledge
through the collaborate learning of each group, and to get appropriate attitude and
approach by sharing the learning results of every group.

Along the ADDIE model, which is an underlying process model in promoting
instructional design, I showed three types of educational practice by making use of
pedagogy of four. In these educational practices, I have always used pedagogy of basic
knowledge of information security based on behaviorism. This is because the basic
knowledge of information security based on behaviorism is fundamental for students to
understand every learning contents. Moreover I aimed at developing abilities and
fostering attitude about information security.

The first educational practice is anti computer viruses education. The aim of the
practice is transformation of both pre-conception and bug rule among students. Using
the pedagogy of information security incidents assumptions and judgments based on
cognitivism, I made the educational practice of proactive and reactive measures of
computer viruses. Two months later from this practice, in the class of school setting
subject "information security”, I conducted a questionnaire survey on results of the
above practice and verify that students' ability of measures for information security had
been improved. In addition, it is confirmed that students can transfer the learned
measures of computer viruses to those of other information security incident in the
continuous learning process of information security.

The second educational practice is anti-BOT education. Many students did not
know the existence of BOT itself. Using the pedagogy of learning behavior for
information security incidents based on behaviorism, I made the educational practice of
how to detect BOT infection. I gave the lesson for acquiring BOT detection ability to
students. As a result, they became to be able to perform BOT sensing activities in the
home PC environment as well.

The third educational practice is anti-phishing education. In order for the students
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to be able to identify the danger of phishing, I carried out the acquisition of basic
knowledge through e-learning to determine phishing sites from URL. This practice
brought about the same learning outcomes as that of using the pedagogy of learning
behavior for information security incidents based on behaviorism. After the lesson, I
made collaborative learning by the pedagogy fostering for information security
attitudes based on situationalism, aiming to the formation of information security
awareness. Through the act of judgment with reference to the ideas of other members,
such as whether it is a phishing site, collaborative learning is aimed to clarify situations
and whereabouts in question related to information security. I examined the security
awareness of students by conducting a questionnaire survey and analyzed the survey
result by factor analysis and verified the learning outcomes.

From these educational practices, the proposed pedagogy of four of information
security, which are design by the theory of instructional design, are examined and
evaluated. And ,as results of these examination and evaluation, I found that pedagogy
of four contribute for students to acquiring knowledge, developing abilities and fostering
attitudes about information security. Thus, I confirmed them to be an effective pedagogy
in information security education in high school.

Furthermore, I examined the effectiveness pedagogy of four by referring to nine
events of instruction (R.M.Gagné) and the ARCS model (J.M.Keller), and confirmed that
pedagogy of four actually achieved learning outcomes from viewpoints of the
appropriate learning process and students’ motivation. And, finally, I also made it clear
that the learning outcomes by pedagogy of four correspond to the five major categories

of learning outcomes (R.M.Gagné).
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