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There is a gap between the

» Nature of Risks in Cyberspace and

» View of Conventional Risk Management Approach about
it.

Conventional risk management approaches have difficulty in

analyzing cyber risk and treating it appropriately.



|.2 View of Conventional Risk
Management Approaches
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Linear Growth Behavior

The behavior of the risk level over time can be drawn with a
straight line if the risk level grows at a constant rate because the
risk source produces a proportional effect on the risk level.
(Linear Growth Behavior)

Risk Level

Time
(on the assumption that risk factors grow at a constant rate)
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Example of Linear Growth Behavior

There is a typical case of misperception of risk in linear terms
caused by our simplified cognitive maps of the causal structure of
systems.

According to the research by Lammers et al. [2], people
mistakenly perceive the coronavirus to grow in a linear manner,
underestimating its actual potential for exponential growth and
this prevents people from taking the measure such as social
distancing to prevent the illness.
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Example of Linear Growth Behavior

American participants were asked to guess the total number of
coronavirus cases over specific period.
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Example of Linear Growth Behavior

In this case, risk source is socializing with infected people without
keeping distance and risk is growth of coronavirus. People
mistakenly perceive that socializing with infected people without
keeping distance increases coronavirus in a linear manner because
it generates increase in number of infected people at a
proportional rate.

Socializing with . Total Number
Infected ———— of Coronavirus
People Cases

This means people perceive that the relationship between risk
source and risk level is linear.
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Example of Exponential Growth Behavior
In reality, socializing with infected people without keeping distance
increases coronavirus in an exponential manner because it grows
into large effect on increase in number of infected people by

cascading effects of a feedback loop.

o+
R

Socializing with Total Number

Infected of Coronavirus
People Cases
‘_ 1

This means the relationship between risk source and risk level is
non-linear.
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Cyberspace and Complex System

Cyberspace is a complex system. Management of risks in
cyberspace is itself a complex process.

According to Sterman [3], all behaviors of complex systems arise
from the interaction of just two types of feedback loops,
reinforcing feedback loops and balancing feedback loops.
Reinforcing feedback loop amplifies whatever movement occurs,
producing more movement in the same direction.

Balancing feedback loop is always operating to reduce a gap
between what is desired and what exists.

The basic modes of behavior of complex systems are:
* Exponential growth, created by reinforcing feedback
* Goal seeking, created by balancing feedback

* Oscillation, created by balancing feedback with delay
14
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Cyberspace and Complex System R
Goal seeking behavior of the risks can be treated by conventional
risk management approaches because its behavior is caused by

the linear relationship between risks and their factors and seeks
the state of equilibrium.

However, exponential growth and oscillation behavior of the risks
cannot be treated properly by conventional management
approaches because its behavior is caused by the non-linear
relationship between risks and their factors and alters the state of
equilibrium.

The objective of the research is to propose the new models to
treat exponential growth and oscillation behavior of the risks in
cyberspace using systems thinking to complement conventional
risk management approaches.
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Exponential Growth Behavior

In cyberspace, small risk source can grow into large effect on level
of the risks (non-linear relationship) by cascading effects through
the global connectivity of the cyberspace.

There is an implication of the feedbacks created by the state of
the risk, because the increase in risk is amplified with a
transformation on a scale completely different from risk source as
the state of risk changes. It is expressed as a reinforcing feedback

loop between risk source and risk.

N+

.. v
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Exponential Growth Behavior

The behavior of the risk level over time can be drawn with a
curve if the risk level grows exponentially because the risk source
grows into large effect on the risk level. (Exponential Growth

Behavior)

Risk Level

Time

(on the assumption that risk factors grow at a constant rate)
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Oscillation Behavior

In cyberspace, the control may not produce a proportional effect
on the risk level (non-linear relationship) because of the delay in
the implementation of controls.

Complexity of the interconnections in the cyberspace may cause
the delay of effects of the controls. Risk level exceeding an
acceptable level cannot be reduced by implementation of controls
with the same scale on the risk level exceeding an acceptable
level. It is expressed as a balancing feedback loop with delay
between risk and control.

v

R-isk Control

x\x\

Delay
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Oscillation Behavior

The delay causes the implementation of controls to continue even
after the risk level is supposed to be reduced to the acceptable
level, forcing the risk level to decline too much, and triggering too
much reduction of implementation of controls.

(Oscillation Behavior)

Risk Level

Time



20

2. Previous Researches



EREFa T4 KRERKZ

INSTITUTE of INFORMATION SECURITY

Threats in Cyberspace

Clark [2] defines cyberspace as a hierarchical contingent system
composed of people layer, information layer, logical layer and
physical layer.

Meyers et al [6] construct taxonomies of cyber adversaries and
methods of attack.

Hutchins et al [8] propose a cyber kill chain model to describe
phases of intrusions, mapping adversary kill chain indicators to
defender courses of action.

Hansman et al [5] propose to use the concept of dimensions that
are a way of allowing for a classification of an attack. The
dimensions are attack vector, targets of the attack, vulnerabilities,
and possibility for an attack to have a payload or effect beyond
itself.

21
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Security and Risk Management

Buzan et al [9] defines securitization as a process by which an
issue is presented as an existential threat to a designated referent
object, and the special nature of security threats justifies the use
of extraordinary measures to handle them.

Hansen and Nissenbaum [ I] argues that the security logic ties
referent objects, threats, and securitizing actors together in the
cybersecurity sector.

ISO 31000:2018 [12] provides a common approach to managing
any type of risk including cyber risk.

ISO/IEC 27005:2018 [13] provides guidelines for information
security risk management in an organization.

NIST Cybersecurity Framework [14] helps owners and operators
of critical infrastructure to manage cybersecurity-related risk.

22
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Systems Thinking and Cyber Risk

Heylighen [15] argues that complex systems such as the Internet
have emergent properties that cannot be reduced to the mere
properties of their parts.

An action by one agent trigger further actions by one or more
other agents, possibly setting in motion an extended chain of
activity that propagates from agent to agent across the system.

With amplification of positive feedback, initially small perturbations
reinforce themselves so as to become ever more intense. (Scale-
Free Theories)

23
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Systems Thinking and Cyber Risk

Trcek [17] argues that although risk management is a well
established in many areas, its direct translation to information
systems is not straightforward because of the global connectivity of
information systems and almost endless possible ways of
interactions, etc.

Branagan et al [|9] propose a threat network model based on
threat event and threat propagation concepts. The model explores
the causal chains starting from some unavoidable threat and
terminating at some unacceptable impact and the predicted
behavior of a complex system may offer a solution.

24
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Limitations and Further Explorations

Propagation dimension and scale-  Application of propagation

free theories are not practically dimension and scale-free theories
considered for cyber-attacks to cyber-attacks analysis
analysis.

Simulation of non-linear behavior ~ Application of systems thinking
of risk level is over-reactive to the and system dynamics to model
changes of the factors affecting non-linear behaviors of cyber risk
the risk. level over time

Simulation of non-linear behavior = Comprehensive simulation of non-
of risk level does not take into linear behaviors of cyber risk level
account business environments taking into account business

such as business growth and risk  environments over time

appetite.

25
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3. Limitations of Conventional Risk
Management Approach
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Overview

The limitations of conventional risk management approach are lack
of consideration of:

» Emergent properties of risk
» Dynamics of risk

» Visibility of the interrelationships among the factors affecting the
risks

27
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Consideration of Emergent Properties of Ris

Conventional risk management approaches assume that there is no
implication of the feedbacks created by the state of the risk,
because the increase in risk remains in proportion to increase in
risk source even as the state of risk changes.

+

Risk Source —— Risk
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Risk source and risk may not be in a linear relationship but in a

feedback loop and they may allow cyber risk to exhibit behavior
that couldn’t be observed in its constituent parts.

There is an implication of the feedbacks created by the state of the
risk, because the increase in risk is amplified with a transformation

on a scale completely different from risk source as the state of risk
changes.

It is expressed as a reinforcing feedback loop between risk source
and risk.

. '*Jr
Risk SPurce Risk
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o
Lack of Consideration of Dynamics of Rlsﬂk

Conventional risk management approaches tend to point to
specific events to explain the risk without seeing the structures
underlying these events because it sees the world as a sequence of
events. It overlooks the long patterns of the risk and react to the
events. As a result, it focuses on low leverage that may reduce the
risk in the short run and often increase it in the long run.

30
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Interrelationships Among the Factors Affecting the Risks

Conventional risk management approaches have a lack of visibility
of the dynamic interrelationships among the factors affecting the
risks [18].

The emergent properties of risks cannot be reduced to the mere
properties of their parts. Visibility of the dynamic interrelationships
among various factors at a level lower than that at which the
behavior is observed leads to identification of the real causes of
risks.

31
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4. New Models for Cyber Risk
Management
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Cyber risk analysis needs to identify:

» Underlying causes of non-linear behaviors of cyber risk level
at a level at which patterns of behavior can be changed

» Interrelationships and delays among the factors affecting the
cyber risks that allows cyber risk level to exhibit non-linear
behaviors

Cyber risk treatment needs the simulations that:

» explores how the factors affecting the cyber risks influence non-
linear behaviors of cyber risk level over time;

» predicts non-linear behaviors of cyber risk level and provides
an opportunity to experiment with risk treatment decisions that
control the behaviors.

33
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Systems Thinking

Meadows [22] explains that a system is a set of things — people,
cells, molecules, or whatever — interconnected in such a way that
they produce their own pattern of behavior over time.

Gros [19] explains that the general features of any complex system
are:

» The system has internal structure.

» The system has behavior that is not observed in it’s constituent
parts.

» System adapts to inputs and evolves

» There is uncertainty in the system

34
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Systems Thinking

Sterman [3] argues that the behavior of a complex system arises
from its structure. Senge [24] argues that structure influences
behavior over time and addresses the underlying causes of
behavior at a level at which patterns of behavior can be changed.

View of systems thinking about the patterns of change of the cyber
risk level is shown below:

Pattern of Change
Pattern of Change of Cyber Risk Level

‘.‘ influence

Basic Modes of Behavior

Exponential Goal Seeking Oscillations
Growth
influence
Structure

Feedback Delay
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Systems Thinking and System Dynamics

-

>
o

Feedback Loop Diagram in Systems Thinking
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5 Dynamic Cyber Risk Model
(DCRM)
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5.1 Overview
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At an organization level,a new model called Dynamic Cyber Risk
Model (DCRM) is developed to

» analyze how oscillation behavior of cyber risk level occurs
(cyber risk analysis) and

» get useful infformation to find how that behavior might be
influenced (cyber risk treatment).

39
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5.2 Cyber Risk Analysis
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Overview
DCRM Feedback Loop Diagram is developed by application of
systems thinking to the Corporate Value-Based Cyber Risk Model
[23] for cyber risk analysis to identify the real causes of
oscillation behavior of cyber risk level that leads to the
implementation of excessive controls.

Development of DCRM Feedback Loop Diagram requires the
identification of the factors and their relationships in the context
of analysis of oscillation behavior of cyber risk level. The main
factors affecting cyber risk level and their relationships are

identified as components of Corporate Value-Based Cyber Risk
Model [23].

41
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DCRM Feedback Loop Diagram
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5.4 Cyber Risk Treatment
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Overview T
DCRM Stock and Flow Diagram is developed by converting

DCRM Feedback Loop Diagram using system dynamics for cyber
risk treatment.

It is simulated to determine how oscillation behavior of cyber
risk level that leads to the implementation of excessive controls
might be influenced.

45
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DCRM Stock and Flow Diagram
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First Simulation

How oscillation behavior of cyber risk level occurs is simulated
by DCRM Stock and Flow Diagram.

The simulation shows how the patterns of the “Level of Residual
Cyber Risk” is influenced by changing the “Treatment Delay” for
|2 years as below:

Run I: 0.0 (0Year Delay)

Run 2: 0.2 (0.2 Year Delay)

Run 3: 0.4 (0.4 Year Delay)

Run 4: 0.7 (0.7 Year Delay)

Run 5: 1.0 (I Year Delay)

“Treatment Delay” indicates the time taken to allow “Level of
Cyber Risk under Treatment” to be “Level of Cyber Risk Treated”
by completion of implementation of controls.
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First Simulation

Level of Residual Cyber Risk

Billion Yen
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Second and Third Simulation
How oscillation behavior of cyber risk level might be influenced
is simulated by DCRM Stock and Flow Diagram.

The second and third simulations show how the patterns of the
“Level of Residual Cyber Risk” and “Level of Cyber Risk Treated”
are influenced by changing the “Treatment Ratio” as below in the
case that “Treatment Delay” is | year:

Run 6: 0.2 (20%)

Run7: 0.4 (40%)

Run8: 0.6 (60%)

Run 9: 0.8 (80%)

Run 10: 1.0 (100%)

“Treatment Ratio” indicates the ratio of “Level of Cyber Risk
under Treatment” that becomes “Level of Cyber Risk Treated” by

completion of implementation of controls.
49
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Level of Residual Cyber Risk

FHREF1U T4 KRERKZ

[
INSTITUTE of INFORMATION SECURITY

80
__3....:/
““““ 7
qC) “““ /.
>- 4;081‘ ' ~ 5!
(@ ‘n‘ . ~ ’
.9 g .n". /7 4 ~
= 7 301
m A
.‘.:2 L -
0 3 6 9 12
Years
—1_—_ Run 6 - 2- . Run7

50



o
A Mt T KEREAS
Third Simulation

Level of Cyber Rlsk Treated

40

Billion Yen/Years
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5.5 Consideration
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First Simulation
The first simulation of DCRM Stock and Flow Diagram validated
the results of cyber risk analysis - the underlying cause of
oscillation behavior of cyber risk level was a balancing
feedback loop among the factors affecting the cyber risk with a
delay.

Using DCRM, the organizations can simulate how the risk level
will behave in long term by indicating the delay of effect of the
control. The simulation allows them to estimate that the risk
level will rise temporally because of the delay of effect of the
control and the risk level will decline later.

They can recognize that implementing more strict control
responding to the rise of risk level will not make the situation
better but worse because risk level will move up and down

sharply in long term.
53
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Second and Third Simulations T
The second and third simulations of DCRM Stock and Flow
Diagram provided useful information to determine how
oscillation behavior of cyber risk level might be influenced.

» lowering the ratio of the implementation of controls
smoothed uneven effects of the controls on the level of cyber
risk over time.

Using DCRM, the organizations can simulate how the risk level
will behave in long term if they do not implement more strict
controls responding to the rise of risk level in short term by
iIndicating lower ratio of the implementation of the controls.

The simulation allows them to estimate that the risk level will
not move up and down very much and be stable in long term
and recognize that they do not need to implement controls.

54
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6 Power of Cyberspace Model (POCM)
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6.1 Overview
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Power of Cyberspace Model (POCM) |

At an individual cyber-attack level,a new model called Power of
Cyberspace Model (POCM) is developed to

» analyze how exponential growth behavior of cyber risk level
occurs (cyber risk analysis) and

» get useful information to find how that behavior might be
influenced (cyber risk treatment).
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6.2 Cyber Risk Analysis
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Overview T
POCM Feedback Loop Diagram is developed by application of
systems thinking for cyber risk analysis to identify the real causes
of an extreme effect of cyber-attack on cyber risk level.

Development of POCM Feedback Loop Diagram requires the
identification of the factors and their relationships in the context
of analysis of exponential growth behavior of cyber risk level.

59
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Overview

There are two main elements of cyber-attacks:

» Attack vector

» Attack propagation

The attack vector is the method by which an attack reaches its
target [5].

Attack propagation encodes the propagation of the effect of

the attack through the events and is the real cause to create
exponential growth behavior of cyber risk level.

60
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POCM Feedback Loop Diagram for Attack Propagation

Number of Packet Received per

Specific Period (B)
N
Likelihood that an Entity is [Propagation Definition]
Infected with Malware per Reproduction Number per
Packet Received (A) Specific Period = (A * B)
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6.3 Cyber Risk Treatment
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Overview |
POCM Stock and Flow Diagram for Attack Propagation is
developed by converting POCM Feedback Loop Diagram for
Attack Propagation using system dynamics for cyber risk

treatment.

It is simulated to determine how exponential growth behavior
of cyber risk level might be influenced.
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POCM Stock and Flow Diagram for Attack Propagation
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How exponential growth behavior of cyber risk level occurs is
simulated by POCM Stock and Flow Diagram.

The simulation on the outbreak of Mirai in 2016 is conducted by
referring to the analysis of Antonakakis et al [29].

The simulation is conducted in a way that the number of infected
loT devices reaches 64,500 within 20 hours.

Number of packets received by each device per hour is set to 55

according to the analysis of NICTER report about packets
monitored in 2016 [30].

65 [a] NICTER Analysis Report 2019 of National Institute of Information and Communications Technology
(NICT)
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First Simulation

Pattern of Number of LoT Devices Infected by Mirai for Initial 20
Hours in Simulation of POCM.
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First Simulation

Pattern of Number of LoT Devices Infected by Mirai for Initial 20
Hours in Analysis of Antonakakis et al [29].
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First Simulation

It is recognized that propagation effects are shown in
continuous steep slope leading to the target value.

Both of the result of the simulation of POCM and the analysis of
Antonakakis show:

» The continuous steep slope leading to the target value (64,500)
starts around | | hours.

» The number of infected device is in the range of around +-1000
of 5000 at | | hours.

This indicates that angle of the continuous steep slope leading to
the target value from | | hours to 20 hours in the simulation of
POCM and the analysis of Antonakakis et al. is very similar.
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Second Simulation

How exponential growth behavior of cyber risk level might be
influenced is simulated by POCM Stock and Flow Diagram.

The second simulation shows how the behavior of attack
propagation expressed by the pattern of “Number of Infected
Entities (loT devices)” is influenced by changing the “Removal
Ratio” as below:

. Run I: 0.00 (0%)
. Run 2: 0.01 (1%)
. Run 3: 0.02 2%)
. Run 4: 0.05 (5%)
. Run 5: 0.10 (10%)

“Removal Ratio” indicates the ratio at which infected devices are

removed.
69
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Second Simulation

Number of Infected Entities
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Third Simulation |
The third simulation shows how the behavior of attack
propagation expressed by the pattern of “Number of Infected
Entities (loT devices)” is influenced by changing the “Removal

Delay” in the case that “Removal Ratio” is 10% as below:
. Run 6: 0.0 (O hour)

. Run 7: 0.5 (0.5 hour)
. Run 8: 1.0 (I hour)

. Run 9: 2.0 (2 hours)
. Run 10:5.0 (5 hours)

“Removal Delay” indicates the time taken to remove infected
devices in hour.
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Third Simulation

Number of Infected Entities
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6.4 Consideration



Cyber Risk Treatment (First Simulation{1

The first simulation of POCM Stock and Flow Diagram validated
the results of cyber risk analysis - the underlying cause of
exponential growth behavior of cyber risk level was a
reinforcing feedback loop among events in cyberspace.
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» Exponential growth behavior of cyber risk level was caused
by attack propagation that is formed by a reinforcing
feedback loop among events in cyberspace.

» The simulation on the attack propagation of Mirai in 2016
reasonably accorded with reality that described in the analysis
of Antonakakis et al. [29].
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Cyber Risk Treatment (Second and Third Simulations)
The second and third simulations of POCM Stock and Flow
Diagram provided useful information to determine how
exponential growth behavior of cyber risk level might be

influenced.

» Even if 10% of infected devices were removed, it had a
significant positive effect on mitigation of attack propagation
(86% reduction of infected devices).

» Delay to remove the infected devices offset a lot of the
positive effect on mitigation of attack propagation. For
example, if it takes 5 hours to remove the 10% of infected
devices, number of infected devices increased nearly by 4
times.
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/ Conclusion
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Overview R
The new models could analyze and treat non-linear behaviors
of cyber risk level to fill the gap between the Nature of Risks in
Cyberspace and View of Conventional Risk Management

Approach about it.

» DCRM could analyze and treat oscillation behaviors of cyber
risk level.

» POCM could analyze and treat exponential growth behaviors
of cyber risk level.
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Future Research

The new models considered the simple simulated environment
that highlighted non-linear behavior of the cyber risk level
without excessive reaction to excess factors.

Future research will consider more factors affecting the cyber risk
level.

For example, the additional factors related to business
environment and cyberspace environment will be identified
and then incorporated into these models for simulation.

In this way, the organization will be able to simulate behavior of
cyber risk level in wider range of scenarios and then find more
detailed treatment.
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View of Conventional Risk Management Approaches

In ISO 31000:2018 [I] is a representative risk management
standard and defines risk as effect of uncertainty on objectives.
Conventional risk management approaches such as ISO
31000:2018 focus attention on individual events that affect the
objective and their obvious causes.

affect
Causes —> Events —r‘ Objective‘

Conventional risk management approaches tend to see that the
factors affecting the risk and their effect on the risk level are close
in time and space and their relationship is linear because they
tend to ignore feedback processes and associated delays.
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Goal Seeking Behavior |
Conventional risk management approaches assume that the
control instantly produces a proportional effect on the risk level
(linear relationship) because of the lack of the consciousness of

delay.

Risk level exceeding an acceptable level can be reduced only by
immediate implementation of controls with the same scale on the
risk level exceeding an acceptable level. It is expressed as a
balancing feedback loop between risk and control .

v

R.isk Control

x\u
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Goal Seeking Behavior

When the relationship between the risk level exceeding an
acceptable level and the implementation of controls is linear, the
resulting behavior of risk level is goal seeking.

Risk Level

Time

Goal seeking behavior seeks equilibrium (acceptable risk level).
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Issues (Summary)

Because conventional risk management approaches assume that
the factors affecting the risk and their effect on the risk level have
linear relationships, they have difficulty in analyzing the effects on
the cyber risk level that may have non-linear relationships with
the factors affecting the cyber risk and treating cyber risk
appropriately.

The behaviors of cyber risk level predicted by conventional risk
management approaches can differ from the real situation because
they do not concern the implications of the feedbacks among the
factors affecting the risk and their effect on the risk level.
Interrelationships among the factors may not be in linear cause
effect chains but in feedback loops and they may allow cyber risk
to exhibit behavior that couldn’t be observed in its constituent

parts.
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Objectives

The objective of the research is to propose the new models to
complement conventional risk management approaches as stated
in ISO 31000 (Risk Management Standard) [I] and ISO/IEC 27005
(Information Security Risk Management Standard) [4] to fill the
gap between the nature of cyber risk and view of
conventional risk management approach about it leveraging
systems thinking and system dynamics.

The new models provide the ability to analyze the effects on the
cyber risk level that may have non-linear relationships with the
factors affecting the cyber risk and treat cyber risk appropriately.

Among the basic modes of behavior of complex systems,
exponential growth and oscillation behaviors are caused by the
non-linear relationship between risks and their factors and cannot

be treated properly by conventional management approaches.
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System Thinking

Sterman [3] argues that all dynamics of complex systems arise
from the interaction of just two types of feedback loops,
reinforcing feedback loops and balancing feedback loops.

All dynamics arise from reinforcing feedback loop amplifies
whatever movement occurs, producing more movement in the
same direction. In the situation where cyber risk is growing,
reinforcing feedback loop is working.

Balancing feedback loop is always operating to reduce a gap
between what is desired and what exists. In the situation where
cyber risk is being kept at an organization’s acceptable level,
balancing feedback loop is working. Reinforcing feedback loop
consists of risk sources drives cyber risk level and balancing
feedback loop consists of controls constrains it.
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System Thinking

Feedback loop may contain delays that are interruptions in the flow
of influence which make the consequences of actions occur
gradually.

Feedbacks with delays may not matter in the short term but the
long term.

Delays are strong determinants of behavior.

Changing the length of a delay may make a large change in the
behavior of the complex systems.
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System Thinking

Behaviors of the complex systems often arise as the relative
strengths of the specific type of feedback loop. Sterman [3] argues
that the basic modes of behavior of complex systems are identified
along with the feedback structures generating them.These modes
include:

» exponential growth, created by reinforcing feedback;.
» goal seeking, created by balancing feedback; and

» oscillation, created by balancing feedback with delay
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System Thinking

Exponential growth arises from reinforcing feedback.The larger the
quantity, the greater its net increase, further augmenting the
quantity and leading to ever-fast growth.

Goal seeking arises from balancing feedback. Every negative loop
includes a process to compare the desired and actual conditions
and take corrective action. Large gaps between desired and actual
states tend to generate large responses while small gaps tend to
generate small responses.

Oscillation arises from balancing feedback with delay. The state of
the system constantly overshoots its equilibrium state, reserves,
then undershorts, and so on.The delay causes corrective actions to
continue even after the state of the system reaches its goal, forcing
the system to adjust too much, and triggering a new correction in

the opposite direction.
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Systems Thinking and System Dynamics

-

>
o

Feedback Loop Diagram in Systems Thinking
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Stock and Flow Diagram in System Dynamics
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5 Dynamic Cyber Risk Model
(DCRM)
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5.1 Overview
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Dynamic Cyber Risk Model (DCRM)

At an organization level,a new model called Dynamic Cyber Risk
Model (DCRM) is developed to

» analyze how oscillation behavior of cyber risk level occurs
(cyber risk analysis) and

» get useful infformation to find how that behavior might be
influenced (cyber risk treatment).

Using DCRM, information security governance team of the
organization can find the appropriate approach to optimize the
balance of the cyber risk level and cost of controls at an
organization level with the guidance on avoiding the implementation
of excessive controls while accepting cyber risk level exceeding
cyber risk appetite to some extent for a certain period of time.
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5.2 Cyber Risk Analysis
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Overview
DCRM Feedback Loop Diagram is developed by application of
systems thinking to the Corporate Value-Based Cyber Risk Model
[23] for cyber risk analysis to identify the real causes of
oscillation behavior of cyber risk level that leads to the
implementation of excessive controls.

Development of DCRM Feedback Loop Diagram requires the
identification of the factors and their relationships in the context
of analysis of oscillation behavior of cyber risk level. The main
factors affecting cyber risk level and their relationships are

identified as components of Corporate Value-Based Cyber Risk
Model [23].
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Cyber Target Ratio
7 Ratio ™
Corporate X Cybe'r X X R Cyber . Cvber
Value Accessible Targeted _
Risk
Y:
Industry Company Protection
Ratio Ratio Ratio
Cyber Ratio Target Ratio Protection Ratio
Y
a B o
% %
Depend on Depend on cyber attack Depend on selected
corporate IT tendency, sector counter-measures and
strategy and characteristics, and effective managements
implementation corporate character
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Asset Value + Process Value + Capability Value
» Asset value

Past Value accumulated in the assets

Shown in Balance Sheet

» Process Value
Current Value creation through business processes
Shown in P/L statement

» Capability Value

Source of future competitiveness

Utilize Resource based view

108 [5] Ohki et al, K. 2018.A proposal of cyber security risk modeling based on corporate values for business
executives. Japan Society of Security Management.Vol.32, No. |
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Corporate Value-Based Cyber Risk Model

Cyber-accessible corporate value is calculated by multiplying
corporate value by cyber ratio.

» Cyber ratio is the ration of corporate assets, processes and
capabilities that are accessible from cyberspace.

Cyber-targeted corporate value is calculated by multiplying
cyber-accessible corporate value by target ratio.

» Target ratio is the likelihood that cyber attacks occur.

Cyber risk is calculated by multiplying cyber-targeted
corporate value by (| - protection ratio).

» Protection ratio is the likelihood that the implementation of
controls prevents cyber-attacks from occurring.

109 [5] Ohki et al, K.2018.A proposal of cyber security risk modeling based on corporate values for business
executives. Japan Society of Security Management.Vol.32, No. |
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Cyber Risk Analysis

DCRM Feedback Loop Diagram identified that the underlying
cause of oscillation behavior of cyber risk level was a balancing
feedback loop among the factors affecting the cyber risk with a

delay.
Pattern of Change
Fluctuation of Cyber Risk Level
f influence

Behavior

Oscillation
influence

Structure
Balancing Feedback Loop with Delay




5.3 Cyber Risk Analysis
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Scenario
A particular pattern of change of cyber risk level expected by the
structure identified by DCRM Feedback Loop Diagram is explained
as below:

» Because of delay, the implementation of controls does not
produce a constant reduction of the “Level of Residual Cyber
Risk”. (non-linear relationship).

» The “Level of Residual Cyber Risk” sometimes unexpectedly
rises in the short-term because effects of controls on “Level of
Residual Cyber Risk” is different in the short-term and the long-
term.

» If such a “Level of Residual Cyber Risk” is compared with a
normal “Cyber Risk Appetite”, there are some possibilities that
excessive controls may be implemented, and productivities and

usability of controls may be undermined.
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For the setting of environment in which the organization manages
cyber risk, the values that faithfully represent reality are carefully

chosen as shown below:

Factors Default VValues
Targeted Cyber-Accessible Corporate Value 1.1 (110%)
Coefficient
Cyber-Accessible Corporate Value 100 Billion Yen
Cyber Risk Appetite Coefficient 0.01 (1%)
Target Ratio 0.2 (20%)
Protection Ratio 0.6 (60%)
Treatment Ratio 1 (100%) in 1%t
Simulation

Treatment Delay

1.0 (1 Year Delay) in
2nd & 3rd Simulation

Level of Residual Cyber Risk

2 Billion Yen

e Level of Cyber Risk under Treatment

0 Yen




_ 6.2 Cyber Risk Analysis
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POCM Feedback Loop Diagram for Attack Propagation

» An initiating event occurs when a certain number of entities
are infected in cyberspace.

» A consequential event occurs when malware infection is
reproduced by the entities infected with malware by the
initiating event per specific period.

» Propagation definition indicates expected number of
infection directly reproduced by one infected entity per specific
period. It depends on number of packets received per

specific period and likelihood that the entity is infected
with malware per packet.
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The example diagram is developed for the communication
conducted by an adversary using an email. This attack vector

influences likelihood that the first round of initiating event occurs
in attack propagation.
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Malicious Program
Email (Open the Attached

Files)
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_ 6.3 Cyber Risk Treatment
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Diagram for Attack Vector R
Mail filtering program reduces number of phishing emails that users
receive. An increase of users' awareness about suspicious emails by
communication reduces their mishandling of suspicious emails.
Anti-virus program identifies malicious programs.

They reduce the likelihood that the first round of initiating
event occurs in attack propagation.
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Execution of -

Mail Filtering Program Communication of
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_ 6.4 Consideration
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Cyber Risk Treatment |
Visualization of interrelationships in the example of the
structure identified using systems thinking for attack
vector provided useful information to reduce likelihood that
the first round of initiating event occurred in attack

propagation.
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