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Most of organizations are more or less interconnected with value chain. Value
chain is included not only transactions of products or services, but also activities
including no-profit volunteers. This means that enterprises will have more
chances, risks and opportunities. Those issues should be governed by
interconnected enterprises. However, this has not been discussed and it should
be a Corporate Governance. We present value chain effect and problems among
enterprises from IT aspect.

From IT fraud or incident in an enterprise IT value chain had affected entire chain,
we discuss how the impact affect entire chain and propose to utilize framework
from IT governance international standard.
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direction, accountability and
control

g‘frfﬂfﬁ'; 7 i" ﬁi ,,

Asset ~ i &8
Atz el
PAS 555 Management ngvernance Anti- Brzbery

BS 10500

Demonstrate legal compliance
Manage risk throughout

BS EN ISO 27000

Cyber
security ,
Water BS 8550

Management BS 8554

Data protection
BS ISO 14046

BS 10012

Smart Energy
Cities Management
Carbon I
PAS 180 measurement
PAS 181 PAS 2070:2012 BS EN 16212
PAS 182 PAS 2060:2010
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. . BS EN ISO 50001
Community sustainable development
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g’ infrastructure-related ICT, such as
smart buildings, electricity grids,
logistics and transport, or industrial
process and management. 19

mEHINEFERIBLI=Y . ROoFI—0T
AMIEHTBENDRRZE=S—LIYY
HDITEIDTHAD,

Smart
Project Value




‘R— A2 =TS I NE LR ) [ T—F 7 OF v DEGFEZEN W E !

OFRBEE A=, TAD—RGBAZLHT D T FEENESRILDOMN ? [2OWT, BEGAYE—DUEFHORETHS.
T EXEQERICBELTE-S5E EHBERIER) EEX I D-ODEHNIFLALLLY,

[BZ2EH]ECAT—, T4BZE(4/3082 %, 4/28,294TE B HER D B RERKR)

4. Collaboration, Integration, and Interoperability - the case for better standards
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Source: The standard for program management/Project Management Institute.- 3" ed.,

p26,"Figure 3-2. Strategic and Operational Processes Within an Organization”, 2012. 22
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The Smart Cities <B2B2C>Business Excellence Model is Collaboration between;

Smart Cities Smart Cities Smart Cities Smart Cities
Products Industry Systems Industry —Servi ces Industry Services Consumer
- Electrotechnical Component Maker - Electrotechnical System Maker

- Residents, Companies

- Business Operator
S P and Local Governments

Vision -
Mission

<B2B> /\ <B2B> <B2C>

ional . . .
Procurement Saeaans  Engineering/Construction
Objective

PfM

Service provision

Systems
Products <4» Operations

9“Increasing Value
Production “Producing

Services
Systems

—

Solutions
Services

- “Producing
i Capability” Value” Value”
Organizational Resources Organizational Resources Organizational Resources make package

offer of two or
more services

collectively.
(NOTE)

PfM (Portfolio Management) ; Optimization of investment(ROI),

Stragetic Planning and Management of Projects, Programs, and Operations
PgM (Program Management) ; Achievement of a strategic target and a benefit
PjM (Project Management) ; The result of a specific project

Source: IECRAY—hT4BET DV NS E EF/(ME)TLEVEH,2013-10-29. 23
The standard for program management/Project Management Institute.- 3™ ed., p26,”Figure 3-2. Strategic and Operational Processes Within an Organization”, 2012.
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ISO/IEC JTC 1/SC 40 ITH—ERBEEUVITHANF U R)EME

=ES

-

SC 40 / WG 1/hEE5L
(ITH/VF2 )
= [FREHEF£ISO/IEC 38500 D77

Organizational
Strategy and
Objective

ISO/TC 258 &£ = ¥
t)

(Portfolio/Program/Project Managem

SC 40 / WG 3/NhEE=
(ITEFZBLIE> FRIAERT IR —207)

Services ¥ ¥ Services
Products PgM/PjM  [Management o Systems
— <« On-Going

“Increasing Operations SC 40 / WG 2/hES2
Value “Produci (IT #—EX &)

Production ro UC,',"Q = [FREEFEISO/IEC 20000 D TR

Capability” Value

Organizational Resources
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| @R EEIREBAFEIZE ‘Governance of Multiple IT Service Providers ”
1

1

I The objectives of the multi-supplier governance model are to address the following industry
|needs

| (1)Lack of standards for governance of multi-sourced IT services

| (2)Reluctant collaboration between suppliers caused by competitive tensions, conflicts of

l interest and unclear delineation of responsibilities;

' I (3)Lack of clearly assigned responsibility for end-to-end service quality and performance;

: (4)Contractual compliance without end-to-end service focus;

1 (5)Multiple costly change orders with little to no impact on service cost or quality;

| (6)Ineffective service architectural integration with multiple points of inefficiency, risk and
1 failure;

- To direct and control interdependent IT services such as the management of multiple IT Service
Providers in a multi-sourced environment resulting in a defined and managed end to end
service supply chain

Source:ISO/IEC JTC1/SC40 N46 NEW WORK ITEM PROPOSAL"Governance of Multiple IT Service Providers”, 2014-05-09. 25
ISO/IEC JTC1/SC40 N47 - US Position Paper on SC40, 2014-05-09
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4.3.3 #HEERM +I1SO/TR 37150 "Smart community infrastructures - Review of existing activities relevant to metrics"

Citizens
Life service layer (Community
services)
healthcare, education, police, etc.

(loud

City Managers

Facility layer ’ iy
(Community facilities) housing,
offices (buildings),
transportation facilities (station),
schools, etc.

Supervisory & Control

Sydem

City Operators
(Engineers)

Contlr Controller/Device

WS = el service

Urban infrastructure layer
(Community infrastructures)
Energy (Electricity, Gas), Water ,
Transportations, Communication
, etc.

Figure. Integrating Syste2828ms using Standards such as IEC, 1ISO, JTC 1, ITU-T, etc.

ISO
(Management System
Standards)

ISO/IEC JTC 1
(IT Standards)

IEC
(Electrotechnical
Standards)

ISO
(Energy,
Water ,Transportations,
Communication , etc.
Standards)

ITU-T
(Communication Standards)
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4. 2 BEEOAIT—,IAZ2=TIELE(LERE

OFRBEE. AR— T D—RAGBRZELHT D TIEE FEENESRILDOMN ? [2OWT, BHEGAYE—DEFHDORETH
B F BEDFEAICHALTE A58 BT BRIER) ZERITAHDERENFEALL,

4.5 [ XT LD TR [AIT 7= EEZEDEEZLRE

FZE(LAOD2DODERT, BRI FESHFIETHESZZBTHE THE. B L DIEEL G CITEHELL VDAL ELEE
(&, FIEHFZTEL, ZEE ., (HFEELLV T AZDREFEEL TIXFZHHT B, (National Standardisation Strategic
Framework, 2003)

B FEDIV—F T EZEDELATE, HEEFMRLIIRTL, A TR OFvr—b LT —ZDFFEI AL T —T2
T—ZfF D EHEER NT £ FEZ DD DML DEZZ ST FEZHIE. BEEFHIET(good practices), EFREL LIS
GEEZANDEL T IO—FFEL,

A=, T EZZEL (L, B E T ZEEZD, BHEFFETL, HEEL, F/GRRE Y —EXFHRT B0/ B H#H %,
XA - EFIET E~NETHSB, (Dan Palmer, Head of Market Development, BSI, IECX V—F> T HET—2> 3y

2,2014/3/27)

~ - Smarteity Businees P—
[ZE&H])IECRY—} City Sustainable overview || PAS 181k' nn;_defds and planning | Performance;
t ecision-makin j Ani : !
%(4/ BOEE*H o 4/28,29:]| level communities Global city framework 9 g guidelines assessmentg
R0OERERH) matort | e T T e
Risk prosn———
Systems Smart Cff]f nian:argenfent.' i
C urre nt an d and Infrastructure PAS 180 data concept| ; - Privacy { i Interoperability::
services metrics Vocabulary model :ﬁECU”!]LT i | - Framework |

i TAccessio "l]"g i standards

futu re ................................ - Open data
programme Of cOmpon-ents ....................................

k and devices
Key: | Current Current 2013 2014 Work that is shown as 2014 start is provisional and indicative.
IS0 work work start |i start

.
SI. Copwight [ 2013 351 Al rights resened. o

Source : BSI Smart Cities Overview, Dan Palmer, Head ot Market Development, BSI, 12th October 2013.
SEG on Smart Citiesdt IR, 14/03/2014.
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ISO 31000
” Risk management”

ARX—r T4 BEEDERRE
Governance Improve

1

1SO14040/44 "Life Cycle
Assessment:LCA”

ISO 22301 “Business
Continuity Management

(CSR Report) System”

ISO 22320 “Societal security
-Emergency management -

orporate governance
(ISO/IEC 38500)
Governance of information security

Requirements for incident

EDM ; (ISO/IEC 27014) \ response”
Direct => Monitor => Evaluate => Communication Corporate Governance
(of Information Technology) IT
Establishes Context for Gavernance

nformation Security Management Sys

Guide
Strategy Proposals Performance (ISO/IEC 27000) for
& & & Conformance System & Software life cycle processes .
Policies Plans (ISO/IEC15288&12207) The Governing
’ Software Process Improvement and Capability Determinatio Body
] ; (ISO/IEC15504)
Supports Requirements of ISO/IEC/IEEE 29148 Systems and software Quality Requirements and Evaluation
Systems and softwa
. , f (ISO/IEC 25000) IT
PDCA ; engllneermg- Life IT Service management Management
= = = cycie processes - ISO/IEC 20000 .
Plan => Do => Check => Act Requirements ( ) Guide
engineering” Management Control for
(of Information Technology) Manaders
T;Measurable Controllable uMctrotechnical &IT System/
Management Improve — ]
QCD&E of manufacturing business; Quality, Cost, Delivery + Environment Systems & Applications Electrotechnical
(using Information Technology) &IT
Technical Delivery System ]
The Smart Cities Framework standards should provide (of Information Technology Systems) Implementation
requirement_s containing metrics, ant_JI good practices or Components & Interfaces & Ogs;‘s;lon
processes (i.e. Inputs, Tools & Techniques, and Outputs) on (in Information Technology) | .
efficient electrotechnical smart cities “System of systems” Electrotechnical or
structure powered by ICTs such as “Big & Open Data”. Components & Interfaces Engineers

Reliability=> Accountability=> Traceability=> “Value Chain”

electronic safety-related systems”

IEC 61508 “Functional safety of electrical/electronic/programmable

ISO/TR 37150 "Smart community
infrastructures - Review of existing activities relevant to metrics"

IEEE 1547 “IEEE Standards for Interconnecting Distributed
Resources with Electric Power Systems”
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