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Study of Information Security Governance
in the Supply Chain

TOMOHIRO KUBO™ YONOSUKE HARADA

Information security governance of the supply chain has been researched by questionnaire survey and analysis of disclosure
information of listed companies. Questionnaire survey has focused on recognition of information security risk and management
measures in supply chain incl. outsourcing as service supply chain. Also, risk information of information security in supply
chain, disclosed in annual reports or CSR reports of listed companies, has been analyzed.

Through those survey and analysis, small and medium enterprises have less recognized risk of information security and supply
chain, than large enterprises. Especially, risk recognition of attacks from outside is too low to manage effectively. This will lead

vulnerability of supply chain.
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3M Co

Producer Manufacturing

American Express Co

Finance

AT&T Inc

Communications

Boeing Co

Electronic Technology

Caterpillar Inc

Producer Manufacturing

Chevron Corp

Energy Minerals

Cisco Systems Inc

Electronic Technology

E I du Pont de Nemours and Co

Process Industries

Exxon Mobil Corp

Energy Minerals

General Electric Co

Producer Manufacturing

Goldman Sachs Group Inc

Finance

Home Depot Inc

Retail Trade

Intel Corp

Electronic Technology

International Business Machines Co...

Technology Services

Johnson & Johnson

Health Technology

JPMorgan Chase and Co

Finance

McDonald's Corp

Consumer Services

Merck & Co Inc

Health Technology

Microsoft Corp

Technology Services

Nike Inc

Consumer Non-Durables

Pfizer Inc

Health Technology

Procter & Gamble Co

Consumer Durables

The Coca-Cola Co

Consumer Non-Durables

Travelers Companies Inc

Finance

United Technologies Corp

Producer Manufacturing

UnitedHealth Group Inc

Health Services

Verizon Communications Inc

Communications
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