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| love Android. But ...
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| love Android. But ...
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He would become ill.
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| love Android. So ... A BREFaVTRERAE
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| love Android.
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So | have to select what | give him.




Select what | give him A FREFDTRERAS
.

example : Application to show the map where | am

Applications requires ‘permissions’ D BlackApp

before installation.
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Select what | give him A FREFDTRERAS
.
example : Application to show the map where | am

Applications requires ‘permissions’
before installation.

D BlackApp
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Select what | give him A FREEa )T KRS
.
example : Application to show the map where | am

Applications requires ‘permissions’
before installation.

D BlackApp
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Select what | give him A FREFaNTRERAS
.
example : Application to show the map where | am
Applications requires ‘permissions’
before installation.

BlueApp RedApp
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Select what | give him L) TR FRAS
.
A user starts app A user returns home screen

start getting stop getting
location location

BlueApp

A user starts app A user returns home screen

start getting stop getting
location location

RedApp

start getting location
without user’s intention
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Select what | give him L) TR FRAS
.
A user starts app A user returns home screen

start getting stop getting
location location

BlueApp

A user starts app A user returns home screen

start getting stop getting
location location

R

start getting location
without user’s intention

11



Select applications A FREEa )T KRS
N
[ now |

After this,
=¢» no validation
is perform.

malicious —
(BlackApp)
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Select what | give him A FREEa )T KRS
.
example : Application to show the map where we are

Applications requires ‘permissions’
before installation.
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Select what | give him L) TR FRAS
.
A user starts app A user returns home screen

start getting stop getting
location location

BlueApp

A user starts app A user returns home screen

start getting stop getting
location location

R

start getting location
without user’s intention
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To keep safety by users’ own selves ﬂ. W 20 T KSEBAY
—— — Select application

After this,
= =2» no validation
is perform.

malicious | >
(BlackApp)

15



Purpose of this study EEE TR TR
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[ now |

To judge whether applications are malicious, safe or
suspicious, users can only verify the ‘permissions’ required
by them before installation.

So users can’t notice suspicious applications.
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| provide users with information to judge whether applications
are safe or suspicious, even after installing them. 9

| propose |

| propose the visualization system to show application
behavior.
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PrOposaI A EBEF2U T KFERAF
now
safe
-> > After this,
suspi- Check E) no validation
cious Dermissio > is perform.
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proposal
safe

Visualization
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Visualization of Application Behavior ~4 f#zFa)7xshis

proposal

9
clous Capture the
important E> Visualize

action
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Visualization of Application Behavior ~4 f#zFa)7xshis

proposal

9
clous Capture the
important E> Visualize

action

example :
Get personal info

Get location
Open network socket
Set the system time zone

19



@
Visualization of Application Behavior ~4 f#zFa)7xshis

proposal @

Capture the
important
action

A

Show
brief
history

Inform on

the spot
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Inform on the spot

“ «  Status bar
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RedApp YellowApp BlueApp

S

ManageApp

BFRtEFa)T1 KRFERKFE

INSTITUTE of INFORMATION SECURITY

Inform users that application
< takes an important action
B (EERRE68S

rﬁl BlueApp

IRTEMIE

An application
takes an important
action.




Inform on the spot M) TR
—
Permit application to take an important action = Tap the notification area

Reject application to take an important action = Ignore it
B 1 EERESEE
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Notification
area
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Show brief history

o
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INSTITUTE of INFORMATION SECURITY

Show users the brief history of important actions taken by applications.

’3! ManageApp

The brief history that
BlueApp got location.

=15
2012-09-21 09:50:59
2012-09-21 09:51:10
2012-09-21 11:11:26
2012-09-21 11:11:43
2012-09-21 12:14:47
2012-09-21 12:15:05
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u B ESREn
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B

’el ManageApp

The brief history that
RedApp got location.

start getting location
B1E $1; _ _
09:51:44  {uBER/SARLA stop getting location

09:52:00 {UBEEVSKRT
09:52:05 {uEHESHHMA
11:13:08 {IEEVSFILA
11:13:25 {UEEUSAT
11:13:30 {7 EEVERI%A
12:15:41 (I EEVER%A
12:16:25 {uBEBVSHIIA
121713  {UBEBUSET
121718  {UEEVSRER%A
12:19:58 (U EEVSRA%A
12:20:05 {UBEVSLT

User rejects
starting getting
location

12:20:10 (U EBVSHEEMA
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Demonstration A BECEaN T RTERY
N

% Implement Visualization system as application
experimentally.

| want to modify the APl in the Application Framework of Android
platform, but | haven’t yet ...
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Demonstration M T2 ) TINIRAT,
.
RedApp is the application to show the location where | am

| start app | return home screen

start getting stop getting
location location
RedApp

start getting location
without my intention

Permit the action = Tap the notification area

Reject the action = Ignore it
B (NI
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Summary FHRtFaU T4 KERKFE

.
Add two features to visualize the application behavior.

<featurel> Inform on the spot
& |nform users that application takes an important action on the spot.

Users can judge whether the timing of the action is exactly what users
intend.

+a ... Users can permit or reject the action as intended.

<feature2> Show brief history

& Show users the brief history of important actions taken by
applications.

Users can judge whether there are any application
* whose timing of the action is not exactly what users intend
* which took improper duration or repetition of the action.
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<featurel> Inform on the spot
& |nform users that application takes an important action on the spot.

Users can judge whether the timing of the action is exactly what users
intend.

+a ... Users can permit or reject the action as intended.

<feature2> Show brief history

& Show users the brief history of important actions taken by
applications.

Users can judge whether there are any application
* whose timing of the action is not exactly what users intend
* which took improper duration or repetition of the action.

Users can judge whether applications are safe or suspicious,
even after installing them.
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INSTITUTE of INFORMATION SECURITY

Fin.
Thank you.
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