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PAPER

Attribute-Based Identification: Definitions and Efficient
Constructions∗,∗∗

Hiroaki ANADA†,††a), Seiko ARITA†b), Members, Sari HANDA†c), and Yosuke IWABUCHI†d), Nonmembers

SUMMARY We propose a notion of attribute-based identification
(ABID) in two flavors: prover-policy ABID (PP-ABID) and verifier-policy
ABID (VP-ABID). In a PP-ABID scheme, a prover has an authorized ac-
cess policy written as a boolean formula over attributes, while each verifier
maintains a set of attributes. The prover is accepted when his access policy
fits the verifier’s set of attributes. In a VP-ABID scheme, a verifier main-
tains an access policy written as a boolean formula over attributes, while
each prover has a set of authorized attributes. The prover is accepted when
his set of attributes satisfies the verifier’s access policy. Our design prin-
ciple is first to construct key-policy and ciphertext-policy attribute-based
key encapsulation mechanisms (KP-ABKEM and CP-ABKEM). Second,
we convert KP-ABKEM and CP-ABKEM into challenge-and-response PP-
ABID and VP-ABID, respectively, by encapsulation-and-decapsulation.
There, we show that KP-ABKEM and CP-ABKEM only have to be secure
against chosen-ciphertext attacks on one-wayness (OW-CCA secure) for
the obtained PP-ABID and VP-ABID to be secure against concurrent man-
in-the-middle attacks (cMiM secure). According to the design principle,
we construct concrete KP-ABKEM and CP-ABKEM with the OW-CCA
security by enhancing the KP-ABKEM of Ostrovsky, Sahai and Waters
and CP-ABKEM of Waters, respectively. Finally, we obtain concrete PP-
ABID and VP-ABID schemes that are proved to be selectively secure in
the standard model against cMiM attacks.
key words: access policy, attribute, identification, KEM

1. Introduction

An identification (ID) scheme allows a prover to convince
a verifier that the prover certainly knows a secret key that
corresponds to the matching public key. For example, the
Schnorr protocol [11], [22] is widely recognized. In ID
schemes, the public key limits the corresponding secret key,
and also, the corresponding prover, uniquely.

In this paper, we will describe an attribute-based iden-
tification (ABID). In an ABID scheme, each entity has cre-
dentials called attributes. On the other hand, an access pol-
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icy is written as a boolean formula over those attributes.
Then, a verifier can identify that a prover has a certain access
policy that fits the verifier’s set of attributes, or, in the dual
flavor, a verifier can identify that a prover possesses a cer-
tain set of attributes that satisfies the verifier’s access policy.
Hence, ABID schemes can be considered as an expansion
of the usual ID schemes.

However, ABID schemes are not a mere expansion,
but have useful applications beyond those of the usual ID
schemes. For example, the following scenarios of smart card
systems motivate us to apply ABID.
Functional Tickets. Suppose that we are going to stay at a
resort complex, a ski resort, for instance. We search Web
sites or brochures for information about services: available
dates, accommodation, ski lifts, restaurants in ski areas and
hot springs around the areas. For each service, we usually
buy a ticket, paying with money or using a credit card. How-
ever, acquiring many tickets and carrying a wallet is incon-
venient, and therefore, it would be more convenient if we
could gain access to these services by using only one smart
card. In the smart card, a service authority writes an ac-
cess policy in terms of the service names that we choose,
for instance, [January 1 to 4, 2014] AND [[Hotel A] OR
[Ski Lift AND [Day OR Night]] OR [Lunch OR Beer] OR
[Hot Spring X]]. A functional ticket is a ticket embedded
in a smart card, which functions as an access policy over
services, as in this scenario. That is, the access policy is
chosen according to our requirements. Then the access pol-
icy is written in the smart card by the service authority in
a randomized way. On the other hand, a set of attributes is
written in each ticket-checker in a straightforward way.
Functional Gates. Suppose that we have to design a se-
curity gate system for an office building in which differ-
ent kinds of people work: employees of several companies
holding many different positions, security guards, food ser-
vice staffs, cleaning staffs and janitors. There are also many
types of security gates to be designed: building entrances,
intelligent elevators to limit available floors, company gates,
common refreshment areas and room doors for the above
staffs. In this case, one solution is to use smart cards and
gates with sensors. That is, an authority issues each person
a smart card in which a set of attribute data is written. Each
gate decides whether to “pass” each person carrying a smart
card according to the gate’s access policy, for instance, [Year
2014] AND [[[Company A] AND [Manager]] OR [Security
Guard]]. A functional gate is a gate that functions as an
access policy over attributes of people, as in this scenario.
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That is, the access policy is chosen according to kinds of
people which the gate should allow. Then the access policy
is implemented in the gate in a straightforward way. On the
other hand, a set of attributes is written in each smart card
by the service authority in a randomized way.

1.1 Our Contributions

We propose a notion of attribute-based identification
(ABID) that has two flavors corresponding to the scenarios:
prover-policy ABID and verifier-policy ABID.
Prover-Policy ABID. In a prover-policy ABID scheme (PP-
ABID, for short), a prover has his own authorized access
policy, while each verifier maintains its set of attributes.
Here, the access policy is described over attributes. Send-
ing his access policy, each prover queries an authority for
his secret key. Then, using this secret key, each prover can
convince the verifier that his access policy fits the verifier’s
set of attributes. Our PP-ABID defined in this way realizes
a functional ticket system.
Verifier-Policy ABID. In a verifier-policy ABID scheme
(VP-ABID, for short), a verifier maintains its access policy,
while each prover has his own authorized set of attributes.
Here, the access policy is described over attributes. Send-
ing his set of attributes, each prover queries an authority for
his secret key. Then, using this secret key, each prover con-
vinces the verifier that his set of attributes satisfy the veri-
fier’s access policy. Our VP-ABID defined in this way real-
izes a functional gate system.
Attack and Security Analysis. An adversary’s objective is
impersonation: giving a target set of attributes (or, a target
access policy) to a verifier, the adversary tries to make the
verifier accept him.

First, to reflect a collusion attack (that is, an attack
launched by collecting secret keys that satisfy a condition),
we consider an attack model in which an adversary issues
key-extraction queries, as is the case for attribute-based en-
cryptions [21], [23]. The condition is that the adversary
cannot collect any secret key whose intrinsic access policy
fits the target set of attributes (or, whose intrinsic set of at-
tributes satisfies the target access policy).

Our main objective is to define a model of concur-
rent man-in-the-middle attack (cMiM attack) in the setting
of ABID. “Concurrent” means that an adversary can invoke
provers that have different secret keys corresponding to dif-
ferent access policies (or, different sets of attributes). The
adversary interacts with these provers in an arbitrarily in-
terleaved order of messages. Then, interacting with a ver-
ifier with the target set of attributes (or, the target access
policy, respectively) the adversary tries to impersonate a
prover. The concurrent attack modeled in this way is a real
threat, especially to smart card systems. On the other hand,
“man-in-the-middle (MiM)” means that an adversary stands
between a prover and a verifier simultaneously. Typically,
the adversary first receives a message from the verifier, and
then, the adversary begins to interact with the prover adap-
tively to the verifier’s message. The MiM attack and the

cMiM attack modeled in this way are real threats, especially
to network applications.

As is the case for usual ID schemes, reset attacks
should be considered. In a reset attack, an adversary aborts
an interaction at any point, and then rewinds the interac-
tion back to any other point to start the interaction again.
At that re-starting point, the adversary is allowed to change
messages as long as the interaction remains valid (as cap-
tured by the word “reset”). Such a reset attack is a strong
threat, not only to smart card systems [10] (including the
functional tickets and functional gates described above) but
also to virtual machine services in cloud computing [25].
As our contribution, an ABID constructed using our generic
conversion becomes secure against the reset attacks in both
senses of prover-resettable and verifier-resettable [10].

It is desirable that a verifier learns nothing about a
prover more than that he belongs to the set of entities that
have access policies that fit the verifier’s set of attributes (or,
belongs to the set of entities that possess sets of attributes
that satisfy the verifier’s access policy). In fact, by this prop-
erty (anonymity), the prover’s privacy is protected when us-
ing a functional ticket, as opposed to using a credit card the
track of which is recorded. As our contribution, our concrete
ABID in Sect. 5 possesses this anonymity.
Design Principle. First, we construct key-policy and
ciphertext-policy attribute-based key encapsulation mech-
anisms (KP-ABKEM and CP-ABKEM [21], [23]). Sec-
ond, we convert the KP-ABKEM and CP-ABKEM into
challenge-and-response PP-ABID and VP-ABID, respec-
tively, by encapsulation-and-decapsulation. There, we show
that KP-ABKEM and CP-ABKEM only have to be secure
against chosen-ciphertext attacks on one-wayness (OW-
CCA secure) for the obtained PP-ABID and VP-ABID to be
secure against cMiM attacks (cMiM secure). We stress that
the security of indistinguishability against chosen-ciphertext
attacks (IND-CCA security) is excessive, and OW-CCA se-
curity is enough for constructing a cMiM secure ABID.
Concrete Constructions. We construct KP-ABKEM and
CP-ABKEM with the OW-CCA security from the KP-
ABKEM of Ostrovsky, Sahai and Waters [21] (OSW, for
short) and CP-ABKEM of Waters [23]. Their KEMs are
secure in the indistinguishability game of chosen-plaintext
attack (IND-CPA secure). Our strategy is to apply the alge-
braic trick of Boneh and Boyen [5] and Kiltz [17] to attain
CCA security. The application is not a black-box because,
in security proofs, we have to adapt the trick to both sim-
ulations of decapsulation oracle and key-generation oracle.
Finally, our generic conversion turns obtained OW-CCA se-
cure KP-ABKEM and CP-ABKEM into cMiM secure PP-
ABID and VP-ABID, respectively.
New Number Theoretic Assumptions. For our efficient
constructions, We introduce the Computational Bilinear
Diffie-Hellman Assumption with Gap on Target Group and
the Computational q-Parallel Bilinear Diffie-Hellman Expo-
nent Assumption with Gap on Target Group. The validity of
these assumptions is explained by the generic bilinear group
model [6] in Appendix E.
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1.2 Related Works

Anonymous Credential System. Our ABID is compara-
ble with widely studied anonymous credential system (AC
for short). AC originates from a blind signature scheme
by Chaum [13], and now it has been accomplished as Mi-
crosoft’s U-Prove [4]. AC was further advanced by Ca-
menisch et al. with group signature scheme [3], has been
accomplished as IBM’s Idemix [12]. Those AC schemes are
characterized by two functionalities of untraceability from
shown credentials to provers and unlinkability between cre-
dential showings. In contrast, our ABID does not have the
untraceability because, in a VP-ABID scheme, a secret-key
issuing authority knows what credentials it authorizes and
gives them as a secret key to a prover. Nevertheless, our con-
crete ABID schemes have a kind of unlinkability because it
never leaks information to a verifier except a fact that the
prover’s set of attributes satisfies the verifier’s access policy.
Furthermore, our ABID can treat any access policy written
as a boolean formula, which may includes any combination
of AND gates and OR gates. This is not the case for AC in
at least credential-showing process. And finally, a PP-ABID
scheme, in which a prover is given a secret key reflecting not
a set of attributes but an access policy, is a new notion that
is not achieved by AC.
Anonymous Deniable Predicate Authentication. We
should refer to the work of Yamada et al. [24] of verifi-
able predicate encryption. As an application, they provided
an anonymous deniable message authentication scheme. It
is possible to see their message authentication scheme as
an ABID scheme of challenge-and-response type like our
generic construction. However, it differs in objectives. We
simply try to attain a 2-round, fast ABID, while they pro-
posed a 6-round protocol for deniability. In addition, we
provide more efficient concrete ABID schemes by applying
the algebraic trick ([5], [17]); a kind of (non-black box) di-
rect chosen-ciphertext security technique [7]. In contrast,
they used their versatile generic transformation; as a result,
it causes a longer secret key, a longer ciphertext and more
computational costs for encryption and decryption than our
strategy (the difference being about O(λ2) in the security pa-
rameter λ). This is because the generic transformation in-
volves a verification key of a one-time signature.
Attribute-Based Encryption. After the pioneering works
on attribute-based encryption [16] (ABE, for short), efficient
KP-ABE and CP-ABE schemes are proposed [21], [23] that
are IND-CPA secure in the standard model. These ABE
schemes can naturally be considered as ABKEMs. Our con-
crete constructions of ABKEM in Sect. 5 are enhanced ver-
sions of these ABKEMs to attain the OW-CCA security. We
choose OSW KP-ABKEM [21] and Waters CP-ABKEM
[23], which can be seen as basic schemes in the growth
of attribute-based encryption, as representative examples.
Concerning a constraint of adversary’s behavior, those KP-
ABKEM and CP-ABKEM are secure in the game of selec-
tively declared target of attribute set and access structure,

respectively. Here “selective” means that an adversary de-
clares the target before getting a public key. There are KP-
ABKEM and CP-ABKEM which are secure in the game of
adaptively declared target [18] and we discuss the adaptive
case in Sect. 5.2.
Identification Scheme from KEM. Anada and Arita [1]
proposed a design principle to obtain a cMiM secure ID
scheme by constructing KEM. Their concrete ID scheme is
more efficient than known Σ-protocol-based cMiM secure
ID schemes, such as [15]. Our scheme can be seen as an
attribute-based version of theirs.
Attribute-Based Signature. Maji et al. [19] introduced a
notion of attribute-based signature (ABS). As they noted,
it can be used as a verifier-policy ABID (sending a random
message as a challenge and getting an attribute-based sig-
nature as a response). But the VP-ABID scheme from their
Instantiation 1 needs O(λ2) bits for a pair of challenge and
response messages, while the VP-ABID scheme from their
Instantiation 2 needs O(λ2) bits for a public key. In contrast,
our concrete VP-ABID scheme needs O(λ) bits for both a
pair of challenge and response messages and a public key.

1.3 Organization of the Paper

In Sect. 2, we survey the required terms. In Sect. 3, we
define the notions of PP-ABID and VP-ABID, cMiM at-
tacks and security against it. In Sect. 4, we provide generic
conversions from KP-ABKEM to PP-ABID and from CP-
ABKEM to VP-ABID. In Sect. 5, we construct concrete KP-
ABKEM and CP-ABKEM. Finally, we obtain concrete PP-
ABID and VP-ABID. In Sect. 6, we present the conclusions
of our study. Because of space limitation, the case of PP-
ABID is described in the main text and the case of VP-ABID
is only shortly described in the Appendix.

2. Preliminaries

The security parameter is denoted by λ. A prime of bit
length λ is denoted by p. A multiplicative cyclic group of
order p is denoted by G. The ring of the exponent domain
of G, which consists of integers from 0 to p−1 with modulo
p operation, is denoted by Zp. When an algorithm A with
input a outputs z, we denote it as z ← A(a). When A with
input a and B with input b interact with each other and B
outputs z, we denote it as z ← 〈A(a), B(b)〉. When A has
oracle-access to O, we denote it as AO. When A has concur-
rent oracle-access to n oracles O1, . . . ,On, we denote it as
AOi |ni=1 . Here “concurrent” means that A accesses to oracles
in arbitrarily interleaved order of messages. A probability
of an event E is denoted by Pr[E]. A probability of an event
E on condition that events E1, . . . ,Em occur in this order is
denoted as Pr[E1; · · · ; Em : E].

2.1 Access Structure

Let U = {χ1, . . . , χu} be an attribute universe, or simply set
U = {1, . . . , u}. We must distinguish two cases: the case
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that U is small (i.e. |U| = u is bounded by some polyno-
mial in λ) and the case that U is large (i.e. u is not neces-
sarily bounded). We assume the small case unless we state
the large case explicitly. An access structure, which reflects
a given access policy, is defined as a collection A of non-
empty subsets ofU. That is, A ⊂ 2U\{φ}. An access struc-
tureA is called monotone if for any B ∈ A and B ⊂ C, C ∈ A
holds. We will consider in this paper only monotone access
structures.

2.2 Linear Secret-Sharing Scheme

A secret-sharing scheme Π over a set of parties P is called
a linear secret-sharing scheme (LSSS) over Zp ([9]), if Π
satisfies the following conditions.
1. The shares for each party form a vector over Zp.
2. There exist a matrix M called the share-generating matrix
for Π, of size l × n, and a function ρ which maps each row
index i of M to a party in P, ρ : {1, ..., l} → P.
To make shares for a secret s ∈ Zp, we first choose
n − 1 random values v2, . . . , vn ∈ Zp and form a vector
�v = (s, v2, . . . , vn). For i = 1 to l, we calculate each share
λi = �v · Mi, where Mi denotes the i-th row vector of M and
· denotes the formal inner product. The share λi belongs to
the party ρ(i).

Looking at P as an attribute universeU, Π determines
an access structure A as (M, ρ) ([21], [23]). Suppose that an
attribute set S ⊂ U satisfies A (S ∈ A). Then, there exists
a set of constants {ωi ∈ Zp; i ∈ ρ−1(S )} called linear re-
construction constants ([9]) that satisfies

∑
i∈ρ−1(S ) ωiλi = s.

These constants {ωi}i∈ρ−1(S ) can be computed in time poly-
nomial in the size of M. We denote the algorithm by
Recon(ρ−1(S ), M). If S does not satisfy A (S � A), then no
such constants {ωi}i∈ρ−1(S ) exist, but instead, there is a vector
�w = (w1, . . . , wn) ∈ Zn

p such that w1 = 1 and �w · Mi = 0 for
all i ∈ ρ−1(S ). �w also can be computed in time polynomial
in the size of M ([23]).

2.3 Key-Policy Attribute-Based KEM

Scheme. A key-policy ABKEM, KP-ABKEM, consists of
four probabilistic polynomial time algorithms (PPTAs, for
short): (Setup, KeyGen, Encap, Decap).
Setup(λ,U) → (PK,MSK). Setup takes as input the secu-
rity parameter λ and the attribute universe U. It returns a
public key PK and a master secret key MSK.
KeyGen(PK,MSK,A) → SKA. A key generation algo-
rithm KeyGen takes as input the public key PK, the master
secret key MSK and an access structureA. It returns a secret
key SKA that corresponds to A.
Encap(PK, S )→ (κ, ψ). Encap takes as input the public key
PK and an attribute set S . It returns a random KEM key κ
and its encapsulation ψ (we also call it a ciphertext). We
denote the set of all possible output (κ, ψ) of Encap(PK, S )
by [Encap(PK, S )]. If (κ̃, ψ̃) ∈ [Encap(PK, S )], then (κ̃, ψ̃) is
called consistent and otherwise, inconsistent.
Decap(PK, SKA, ψ) → κ̂. Decap takes as input the

public key PK, an encapsulation ψ and a secret key
SKA. It returns a decapsulation result κ̂ of ψ under
SKA. We demand correctness of KP-ABKEM that for
any λ and U, and if S ∈ A, then Pr[(PK,MSK) ←
Setup(λ,U); SKA ← KeyGen(PK,MSK,A); (κ, ψ) ←
Encap(PK, S ); κ̂← Decap(PK, SKA, ψ) : κ = κ̂] = 1.
Chosen-Ciphertext Attack on One-Wayness of KP-
ABKEM and Security. The following experiment
Exprmtow-cca

A,KP-ABKEM(λ,U) of an adversaryA defines the game
of chosen-ciphertext attack on one-wayness of KP-ABKEM
(the OW-CCA game).

Exprmtow-cca
A,KP-ABKEM(λ,U) : //AdaptiveS ∗

(PK,MSK)← Setup(λ,U)

S ∗ ← AKG(PK,MSK,·),DEC(PK,SK·,·)(PK,U)

(κ∗, ψ∗)← Encap(PK, S ∗)

κ̂∗ ← AKG(PK,MSK,·),DEC(PK,SK·,·)(ψ∗)
Ifκ̂∗ = κ∗ then Return Win else Return Lose

In the experiment, A issues two types of queries. One
is key-extraction queries to the key-generation oracle KG.
Giving an access structure Ai, A queries KG(PK,MSK, ·)
for the secret key SKAi . Another is decapsulation queries
to the decapsulation oracle DEC. Giving a pair (A j, ψ j)
of an access structure and an encapsulation, A queries
DEC(PK, SK·, ·) for the decapsulation result κ̂ j. Here an at-
tribute set S j, which is used to generate a ciphertext, is in-
cluded in ψ j. When S j � A j, κ̂ j =⊥ is replied toA.

The attribute set S ∗ declared by A is called a target
attribute set. The encapsulation ψ∗ is called a challenge ci-
phertext. Two restrictions are imposed on A concerning S ∗
and ψ∗. In key-extraction queries, each access structure Ai

must satisfy S ∗ � Ai. In decapsulation queries, each pair
(A j, ψ j) must satisfy S ∗ � A j ∨ ψ j � ψ∗. Both types of
queries are at most qk and qd times in total, respectively,
which are bounded by a polynomial in λ.

The advantage of A over KP-ABKEM in the OW-CCA
game is defined as †

Advow-cca
A,KP-ABKEM(λ)

def
= Pr[Exprmtow-cca

A,KP-ABKEM(λ,U) returns Win].

KP-ABKEM is called secure against chosen-ciphertext at-
tacks on one-wayness if, for any PPT A and for any U,
Advow-cca

A,KP-ABKEM(λ) is negligible in λ.
Selective Security. In the selective game on a
target attribute set (OW-sel-CCA game), A declares
S ∗ before A receives PK. The following experiment
Exprmtow-sel-cca

A,KP-ABKEM(λ,U) defines the selective game.

Exprmtow-sel-cca
A,KP-ABKEM(λ,U) : //SelectiveS ∗

(PK,MSK)← Setup(λ,U)
†More rigorously, we have to treat the right-hand side as

sup|U|:poly(λ){Pr[Exprmt(game)
(PPTA),(scheme)(λ,U) returns Win]}.
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S ∗ ← A(λ,U)

(κ∗, ψ∗)← Encap(PK, S ∗)

κ̂∗ ← AKG(PK,MSK,·),DEC(PK,SK·,·)(PK, ψ∗)
Ifκ̂∗ = κ∗ then Return Win else Return Lose

The advantage in the OW-sel-CCA game is defined as

Advow-sel-cca
A,KP-ABKEM(λ)

def
= Pr[Exprmtow-sel-cca

A,KP-ABKEM(λ,U) returns Win].

KP-ABKEM is called selectively secure against chosen-
ciphertext attacks on one-wayness if, for any PPT A and
for anyU, Advow-sel-cca

A,KP-ABKEM(λ) is negligible in λ.

2.4 Bilinear Map

Let G and GT be two multiplicative cyclic groups of prime
order p. We callG a source group andGT a target group. Let
g be a generator of G and e be a bilinear map, e : G × G →
GT. The map e satisfies the following conditions:
1. Bilinearity: ∀u, v ∈ G,∀a, b ∈ Zp, e(ua, vb) = e(u, v)ab,
2. Non-degeneracy: e(g, g) � (the identity element of GT).
Groups and a bilinear map are generated by a PPT algorithm
Grp on input λ: (p,G,GT, g, e) ← Grp(λ). We assume
that the group operation in G and GT and the bilinear map
e : G × G→ GT are computable in time polynomial in λ.

2.5 Computational Bilinear Diffie-Hellman Assumption
with Gap on Target Group.

We introduce in this paper a new number theoretic as-
sumption, which we call the Computational Bilinear Diffie-
Hellman Assumption with Gap on Target Group. Let e :
G × G → GT be a bilinear map. Let a, b, c ∈ Zp, a, b, c � 0,
be chosen at random. Put A := ga, B := gb,C := gc. We
denote e(g, g) as gT. Then our new assumption says it is at
most with a negligible probability in λ that, for any PPT al-
gorithm B given input (g, A, B,C), to output Z = gabc

T ∈ GT,
even with the aid of the decisional Diffie-Hellman oracle for
GT: DDHGT (gT, ·, ·, ·). Here a tuple (gT, g

z1
T , g

z2
T , g

z3

T ) ∈ G4
T is

called a Diffie-Hellman tuple (inGT) if z1z2 = z3. The oracle
DDHGT returns True or False according to whether an in-
put tuple is a Diffie-Hellman tuple or not, respectively. The
probability forB to output gabc

T is denoted as Advc-bdh-gap
B,(e,G,GT)(λ)

(the advantage of B in the computational BDH game with
gap on GT). Note that the above assumption is in general
stronger than the Gap Bilinear Diffie-Hellman Assumption
[8]. The validity of the assumption is explained by the
generic bilinear group model [6] in Appendix E.

2.6 Target Collision Resistant Hash Functions

Target collision resistant (TCR) hash functions [20] are
treated as a family Hfamλ = {Hμ}μ∈HKeyλ . Here HKeyλ is
a hash key space and Hμ is a function from {0, 1}∗ to {0, 1}λ.
We may assume that Hμ is from {0, 1}∗ to Zp. Given a PPT

algorithm CF , a collision finder, we consider the following
experiment (the game of target collision resistance).

Exprmttcr
CF ,Hfamλ

(λ)

m∗ ← CF (λ), μ← HKeyλ,m← CF (μ)

If m∗ � m ∧ Hμ(m∗) = Hμ(m) then Return Win

else Return Lose.

Then we define CF ’s advantage over Hfamλ in the game of
target collision resistance as

Advtcr
CF ,Hfamλ

(λ)
def
= Pr[Exprmttcr

CF ,Hfamλ
(λ) returns Win].

We say that Hfamλ is a TCR function family if, for any PPT
algorithm CF , Advtcr

CF ,Hfamλ
(λ) is negligible in λ. TCR hash

function families can be constructed from a one-way func-
tion [20].

3. Attribute-Based Identification

In this section, we define a notion of prover-policy attribute-
based identification (PP-ABID), a concurrent man-in-the-
middle attack on PP-ABID and security against it. The case
of verifier-policy ABID goes in a dual manner to PP-ABID
on an access structure A and an attribute set S and is de-
scribed in Appendix A.

3.1 Prover-Policy ABID

Scheme. PP-ABID consists of four PPT algorithms: (Setup,
KeyGen, P, V).
Setup(λ,U) → (PK,MSK). Setup takes as input the secu-
rity parameter λ and the attribute universe U. It outputs a
public key PK and a master secret key MSK.
KeyGen(PK,MSK,A) → SKA. A key-generation algo-
rithm KeyGen takes as input the public key PK, the mas-
ter secret key MSK and an access structure A. It outputs a
secret key SKA corresponding to A.
P(PK, SKA) and V(PK, S ). P and V are interactive algo-
rithms called a prover and a verifier, respectively. P takes
as input the public key PK and the secret key SKA. Here
the secret key SKA is given to P by an authority that runs
KeyGen(PK,MSK,A). V takes as input the public key PK
and an attribute set S . P is provided V’s attribute set S by
the first round. P and V interact with each other for some, at
most constant rounds. Then, V finally returns its decision bit
b. b = 1 means that V accepts P in the sense P has a secret
key SKA such that S satisfies A. b = 0 means that V rejects
P. We demand correctness of PP-ABID that for any λ andU,
and if S ∈ A, then Pr[(PK,MSK) ← Setup(λ,U); SKA ←
KeyGen(PK,MSK,A); b ← 〈P(PK, SKA),V(PK, S )〉 : b =
1] = 1.
Concurrent Man-in-the-Middle Attack on PP-ABID and
Security. An adversary A’s objective is impersonation. A
tries to make a verifier V accept with an attribute set S ∗. The
following experiment Exprmtcmim

A,PP-ABID(λ,U) of an adver-
sary A defines the game of concurrent man-in-the-middle
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attack (cMiM attack, for short) on PP-ABID.

Exprmtcmim
A,PP-ABID(λ,U) : //AdaptiveS ∗

(PK,MSK)← Setup(λ,U)

S ∗ ← AKG(PK,MSK,·),P j(PK,SK·)|q
′
p

j=1 (PK,U)

b← 〈AKG(PK,MSK,·),P j(PK,SK·)|qp
j=q′p ,V(PK, S ∗)〉

If b = 1 then Return Win else Return Lose

In the experiment, A issues key-extraction queries to the
key-generation oracle KG. Giving an access structure Ai,
A queries KG(PK,MSK, ·) for the secret key SKAi . We do
not require any two input, Ai1 and Ai2 , to be distinct. In ad-
dition, the adversary A invokes provers P j(PK, SK·), j =
1, . . . , q′p, . . . , qp, by giving an access structure A j of A’s
choice. Acting as a verifier with an attribute set S j,A inter-
acts with each P j.

The attribute set S ∗ declared byA is called a target at-
tribute set. Two restrictions are imposed on A concerning
S ∗. In key-extraction queries, each access structure Ai must
satisfy S ∗ � Ai. In interactions with each prover, S ∗ � A j,
or, every transcript of messages of a whole interaction with
a prover P j(PK, SKA j ) must not be equal to a transcript of
messages of a whole interaction with a verifier V(PK, S ∗)
(that is, a mere relay of messages is prohibited in the game
of man-in-the-middle attack). The number of key-extraction
queries and the number of invoked provers are at most qk

and qp in total, respectively, which are bounded by a poly-
nomial in λ.

The advantage of A over PP-ABID in the game of
cMiM attack is defined as

Advcmim
A,PP-ABID(λ)

def
= Pr[Exprmtcmim

A,PP-ABID(λ,U) returns Win].

PP-ABID is called secure against cMiM attacks if, for any
PPT A and for any attribute universeU, Advcmim

A,PP-ABID(λ) is
negligible in λ.
Selective Security. In the selective game on a tar-
get attribute set (the game of sel-cMiM attack), A de-
clares S ∗ before A receives PK. The following experiment
Exprmtsel-cmim

A,PP-ABID(λ,U) defines the selective game.

Exprmtsel-cmim
A,PP-ABID(λ,U) : //SeletiveS ∗

(PK,MSK)← Setup(λ,U)

S ∗ ← A(λ,U)

b← 〈AKG(PK,MSK,·),P j(PK,SK·)|qp
j=1 (PK),V(PK, S ∗)〉

If b = 1 then Return Win else Return Lose

The advantage in the game of sel-cMiM attack is defined as

Advsel-cmim
A,PP-ABID(λ)

def
= Pr[Exprmtsel-cmim

A,PP-ABID(λ,U) returns Win].

PP-ABID is called selectively secure against cMiM attacks
if, for any PPT A and for any U, Advsel-cmim

A,PP-ABID(λ) is negli-
gible in λ.

Anonymity Anonymity that is discussed briefly in Introduc-
tion is formalized as follows. Consider the following exper-
iment Exprmtanonym

A,PP-ABID(λ,U). (In the experiment, an adver-
saryA interacts with P(PK, SKAb ) as a verifier with S ∗.)

Exprmtanonym
A,PP-ABID(λ,U) :

(PK,MSK)← Setup(λ,U), (A0,A1, S
∗)← A(PK)

s.t. (S ∗ ∈ A0 ∧ S ∗ ∈ A1) ∨ (S ∗ � A0 ∧ S ∗ � A1)

SKA0 ← KeyGen(PK,MSK,A0)

SKA1 ← KeyGen(PK,MSK,A1)

b← {0, 1}, b̂← AP(PK,SKAb )(PK, SKA0 , SKA1 )

If b = b̂ Return Win else Return Lose

We say that PP-ABID have anonymity if, for any PPTA and
for anyU, the following advantage ofA is negligible in λ.

Advanonym
A,PP-ABID(λ)

def
=

|Pr[Exprmtanonym
A,PP-ABID(λ,U) returns Win] − 1/2|.

4. Generic Conversions from ABKEM to ABID

In this section, we provide a generic conversion from a key-
policy ABKEM to a prover-policy ABID. The conversion
yields a challenge-and-response protocol of encapsulation-
and-decapsulation. We show that KP-ABKEM only has
to be OW-CCA secure for the obtained PP-ABID to be
cMiM secure. A generic conversion from a ciphertext-
policy ABKEM to a verifier-policy ABID is described in
Appendix C.

4.1 Generic Conversion from KP-ABKEM to PP-ABID

Let KP-ABKEM= (KEM.Setup, KEM.KeyGen, KEM.Encap,
KEM.Decap) be a KP-ABKEM. Then PP-ABID= (Setup,
KeyGen, Encap, Decap) is obtained as a challenge-and-
response protocol of encapsulation-and-decapsulation. Fig-
ure 1 shows this conversion. Setup of PP-ABID uses
KEM.Setup. KeyGen of PP-ABID uses KEM.KeyGen. The
verifier V, given a public key PK and an attribute set S as
input, invokes the encapsulation algorithm KEM.Encap on
(PK, S ). V gets a return (κ, ψ). V sends the encapsulation
ψ to the prover P as a challenge message. P, given a public
key PK and the secret key SKA as input, and receiving ψ as a
message, invokes the decapsulation algorithm KEM.Decap
on (PK, SKA, ψ). P gets a return κ̂. P sends the decapsula-
tion κ̂ to V as a response message. Finally, V, receiving κ̂
as a message, verifies whether κ̂ is equal to κ. If so, then V
returns 1 and otherwise, 0.

Theorem 1: If KP-ABKEM is OW-CCA secure, then the de-
rived PP-ABID is cMiM secure. More precisely, for any
given PPT adversary A on PP-ABID in the game of cMiM
attack, and for any given attribute universeU, there exists a
PPT adversary B on KP-ABKEM in the OW-CCA game that
satisfies the following tight reduction.
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Setup(λ,U): P(PK,SKA): V(PK, S ):
(PK,MSK)← KEM.Setup(λ,U) (κ, ψ)← KEM.Encap(PK, S )

Return (PK,MSK) Receiving ψ as input:
ψ←− Send ψ to P

KeyGen(PK,MSK,A): κ̂← KEM.Decap(PK,SKA, ψ)

SKA ← KEM.KeyGen(PK,MSK,A) Send κ̂ to V
κ̂−→ Receiving κ̂ as input:

Return (SKA) If κ̂ = κ then b := 1 else b := 0, Return b

Fig. 1 A generic conversion from KP-ABKEM to PP-ABID.

Advcmim
A,PP-ABID(λ) � Advow-cca

B,KP-ABKEM(λ).

Proof. Employing any given PPT cMiM adversary A on
PP-ABID in Theorem 1, we construct a PPT OW-CCA ad-
versary B on KP-ABKEMas follows.

B(PK,U) : //Adaptive S ∗

//Setup

Initialize inner state, InvokeA on (PK,U)

//AnsweringA′s Queries

WhenA issues a key-ext. query for A

SKA ← KG(PK,MSK,A), Reply SKA toA
WhenA sends a chal. msg. (A, ψ) to P

κ̂← DEC(PK, SKA, ψ), Send κ̂ toA as the res. msg.

WhenA outputs a target attribute set S ∗

Output S ∗ as its target attribute set

Receive ψ∗ as a chal. ciphertext

WhenA queries V for a chal. msg.

Send ψ∗ toA as a chal. msg.

WhenA sends the res. msg. κ̂∗ to V

Return κ̂∗

On input (PK,U), B initializes its inner state and invokes
A on (PK,U). When A issues a key-extraction query for
A, B queries its key-generation oracle KG(PK,MSK, ·) for
the answer for A and gets a reply SKA. B reply SKA to
A. When A sends a challenge message (A, ψ) to a prover
P, B queries its decapsulation oracleDEC(PK, SK·, ·) for the
answer for (A, ψ) and gets a reply κ̂. B reply κ̂ to A. When
A outputs a target attribute set S ∗, B output S ∗ as its target
attribute set. ThenB receives a challenge ciphertext ψ∗ from
its challenger. When A queries V for a challenge message,
B sends ψ∗ toA as a challenge message. WhenA sends the
response message κ̂∗ to V, B returns κ̂∗ as its guess.

The view of A in B is the same as the real view of A.
If A wins, then B wins. Hence the inequality in Theorem 1
holds.

�

4.2 Discussion

Selective Security. In the game of selective S ∗, B is con-
structed as follows.

B(PK,U) : //Selective S ∗

//Setup

Initialize inner state, InvokeA on (λ,U)

//AnsweringA′s Queries

S ∗ ← A(λ,U)

Output S ∗ as its target attribute set

Receive ψ∗ as a chal. ciphertext, Give PK toA
WhenA issues a key-ext query for A

SKA ← KG(PK,MSK,A)

WhenA sends a chal. msg. (A, ψ) to P

κ̂← DEC(PK, SKA, ψ), Send κ̂ toA as the res. msg.

WhenA queries V for a chal. msg.

Send ψ∗ toA as a chal. msg.

WhenA sends the res. msg. κ̂∗ to V

Return κ̂∗

Then the inequality of advantages becomes

Advsel-cmim
A,PP-ABID(λ) � Advow-sel-cca

B,KP-ABKEM(λ).

Resettable Security. We note that the derived PP-ABID
is prover-resettable in the sense in [10] because underly-
ing KP-ABKEM has the OW-CCA security. PP-ABID is also
verifier-resettable because PP-ABID consists of two rounds
interaction.

5. Concrete Constructions of ABKEM

In this section, we construct a concrete KP-ABKEM that
is OW-sel-CCA secure. Using the algebraic trick of Boneh
and Boyen [5] and Kiltz [17], we build an enhanced version,
KP-ABKEM, of the KP-ABKEM of Ostrovsky, Sahai and Wa-
ters [21] (OSW, for short). Then we obtain our concrete
PP-ABID by applying the generic conversion. (Our concrete
CP-ABKEM and VP-ABID is described in Appendix F).

5.1 Our Enhanced OSW KP-ABKEM and PP-ABID

The construction of our concrete KP-ABKEM is described in
Fig. 2. We only explain the enhanced part from the orig-
inal [21]. We indicate the part of the original scheme by
the index: cpa. In Setup, a second component α2 ∈ Zp

is added to the master secret key MSKcpa. Also, the cor-
responding Y2 := e(g, g)α2b and a hash key η is added to
the public key PKcpa. In KeyGen, components in SKcpa,A

are doubled reflecting the index 2 (but randomness is cho-
sen independently of index 1). So computational cost for
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Setup(λ,U): KeyGen(PK,MSK,A = (M, ρ)): Encap(PK, S ): Decap(PK,SKA, ψ):
(p,G,GT, g, e)← Grp(λ) For k = 1, 2: s← Zp,C′ = gs If S � A Return κ̂ :=⊥
For x = 1 to u: Tx ← G For j = 2 to n: vk, j ← Zp For x ∈ S : Cx = T s

x else
b← Zp, B := gb, α1, α2 ← Zp For k = 1, 2: ψcpa := (S ,C′, (Cx; x ∈ S )) {ωi; i ∈ ρ−1(S )}
Y1 := e(g, g)α1b, Y2 := e(g, g)α2b �vk := (αk, vk,2, . . . , vk,n) τ← Hη(ψcpa) ← Reconst(ρ−1(S ), M)
η← HKeyλ For i = 1 to l: λk,i := �vk · Mi For k = 1, 2: κk := Y s

k ; d := κτ1κ2 For k = 1, 2:
PK := (g, T1, . . . , Tu, B, Y1, Y2, η) For k = 1, 2: For i = 1 to l: (κ, ψ) := (κ1, (ψcpa, d)) κ̂k :=

∏
i∈ρ−1(S )

MSK := (α1, α2) rk,i ← Zp, Kk,i := Bλk,i T
rk,i
ρ(i), Return (κ, ψ) (e(Kk,i,C′)/e(Lk,i,Cρ(i)))ωi

Return (PK,MSK) Lk,i := grk,i τ← Hη(ψcpa)
SKA := (((Kk,i, Lk,i); If κ̂1

τκ̂2 � d then κ̂ :=⊥ else κ̂ := κ̂1

i = 1, . . . , l); k = 1, 2) Return κ̂
Return SKA

Fig. 2 Our concrete KP-ABKEM (an enhanced OSW KP-ABKEM).

KeyGen is doubled. In Encap, a temporal KEM key κ2

is generated in the same way as κ1. Next, a hash value
τ ← Hη(ψcpa) and a check sum d := κτ1κ2 are computed.
Then (κ, ψ) := (κ1, (ψcpa, d)) is a new KEM key and encapsu-
lation. In Decap, first, Decapcpa is executed twice for index
1 and 2 to yield κ̂1 and κ̂2. Then, whether ψcpa is a consistent
ciphertext and (e(g, g), Yτ

1 Y2, e(C′, g), d) is a Diffie-Hellman
tuple are verified. These two conditions are verified by one
equation κ̂1

τκ̂2 = d, though the verification equation over-
looks inconsistent ψcpa only with a negligible probability.
Finally, κ̂ := κ̂1 is returned only when the verification equa-
tion holds.

Theorem 2: If the computational bilinear Diffie-Hellman
assumption with gap on target group holds, and an employed
hash function family has target collision resistance, then our
KP-ABKEM is OW-sel-CCA secure. More precisely, for any
given PPT adversary A on KP-ABKEM in the OW-sel-CCA
game and for any given attribute universe U, there exist a
PPT adversary B on (e,G,GT) in the computational BDH
game with gap on GT and a PPT target collision finder CF
on Hfamλ that satisfy the following tight reduction.

Advow-sel-cca
A,KP-ABKEM (λ) � Advc-bdh-gap

B,(e,G,GT)(λ) + Advtcr
CF ,Hfamλ

(λ).

Proof. Using any given PPT OW-sel-CCA adversaryA as a
subroutine, we construct a PPT solver B of the problem of
the computational bilinear Diffie-Hellman assumption with
gap on target group, as follows.
Set up. B is given a random instance of the problem, g, A =
ga, B = gb,C = gc, as input. B initializes its inner state. B
chooses an attribute universe U = {1, . . . , u} at random. B
invokesA on input (λ,U).

In return, B receives a target attribute set S ∗ ⊂ U from
A, For each x = 1, . . . , u, B puts each component Tx of PK
as

If x ∈ S ∗ then tx ← Zp, Tx := gtx

else θx, ηx ← Zp s.t. (θx � 0), Tx := Bθxgηx .

Here, in else case, we have implicitly set tx := bθx +

ηx. B sets Y1 := e(A, B) = e(g, g)ab and PKcpa :=
(g, T1, . . . , Tu, B, Y1). Here we have implicitly set α1 := a.

A challenge ciphertext is computed as follows (we im-
plicitly set s∗ = c):

ψ∗cpa := (S ∗,C′∗ = gs∗ := C, (C∗x := Ctx , x ∈ S ∗)).

Then a public key PK and a whole challenge ciphertext ψ∗
is computed as

η← HKeyλ, τ
∗ ← Hη(ψ

∗
cpa), μ← Zp, Y2 := e(B, g)μ/Yτ∗

1 ,

PK := (PKcpa, Y2, η), d∗ := e(B,C′∗)μ, ψ∗ := (ψ∗cpa, d
∗).

Here we have an implicit relation α2b = bμ − α1bτ∗, b � 0.
That is,

α2 = μ − α1τ
∗. (1)

B inputs (PK, ψ∗) toA.
Answering A’s Queries. (1) Key-Extraction Queries.
When A issues a key-extraction query for an attribute set
A = (M, ρ), where M is of size l × n, B has to reply a corre-
sponding secret key SKA.

B computes a vector �w = (w1, . . . , wn) ∈ Zn
p such that

w1 = 1 and for all i ∈ ρ−1(S ∗), �w · Mi = 0. Note here that
S ∗ � A, so such �w surely exists. B chooses random values
u1,1, . . . , u1,n ∈ Zp and put �u1 := (u1,1, . . . , u1,n). Then we
implicitly set �v1 := �u1 + (a − u1,1)�w.

Here for each i = 1, . . . , l, B can compute gλ1,i as
gMi·�v1 = gMi·(�u1−u1,1�w)AMi ·�w. Then B computes the index 1
components of SKS as

For i = 1 to l :

If i ∈ ρ−1(S ∗) then r1,i ← Zp

K1,i := BMi·�u1 T r1,i

ρ(i), L1,i := gr1,i

else r′1,i ← Zp

K1,i := (gλ1,i )−ηρ(i)/θρ(i) (Bθρ(i)gηρ(i) )r′1,i , L1,i := (gλ1,i )−1/θρ(i)gr′1,i .

Here, in else case, we implicitly set r1,i := r′1,i − λ1,i/θρ(i).
Now B has to compute the index 2 components

K2,i, L2,i for i = 1, . . . , l. To do so, B chooses random values
u2′,1, . . . , u2′,n, r2′,i(or r′2′,i) ∈ Zp and computes K2′,i, L2′,i, i =
1, . . . , l just in the same way as to the index 1. Then B con-
verts them as follows:

K2,i := BMi,1μ(K2′,i)−τ
∗
, L2,i := (L2′ ,i)−τ

∗
, i = 1, . . . , l.

Then B replies SKA = (((Kk,i, Lk,i); i = 1, . . . , l); k = 1, 2) to
A.
(2) Decapsulation Queries. WhenA issues a decapsulation
query for (A, ψ = (ψcpa, d)) (where ψcpa is about S ), B has
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to reply the decapsulation κ̂ to A. To do so, B computes as
follows. (Note that the oracleDDHGT is accessed.)

If S � A then κ̂ :=⊥
else If Verify(PKcpa, ψcpa)=False then κ̂ :=⊥

else τ← Hη(ψcpa)

IfDDHGT (e(g, g), Yτ
1Y2, e(C′, g), d)=False then κ̂ :=⊥

else If τ = τ∗ then Abort //Call this case Abort

else κ̂ := (d/e(B,C′)μ)1/(τ−τ∗)

where Verify is the following PPT algorithm to check con-
sistency of ψcpa:

Verify(PKcpa, ψcpa) :

For x ∈ S : If e(Tx,C
′) � e(Cx, g) then Return False

Return True.

Guess. When A returns A’s guess κ̂∗, B returns Z := κ̂∗ as
B’s guess.

B can perfectly simulate the real view of A until the
case Abort happens. To see why, we prove the following
claims.

Claim 1: The reply SKA to a key-extraction query is a per-
fect simulation.

Proof. First, the index 1 components K1,i, L1,i, i = 1, . . . , l
are correctly distributed, as is proved in the original work of
Ostrovsky, Sahai and Waters [21]. By the construction, the
index 2’ components K2′,i, L2′,i, i = 1, . . . , l are distributed in
the same way as the index 1 (but with independent random-
ness).

For the index 2 components K2,i, L2,i, i = 1, . . . , l,
note that we have implicitly set v2, j := v2′ , j(−τ∗), j =
2, . . . , n, r2,i = r2′,i(−τ∗), i = 1, . . . , l. Using another implicit
relation (1) together, we get

K2,i = BMi,1μ(K2′,i)
−τ∗

= BMi,1μ(Bλ2′,i T
r2′ ,i
ρ(i) )−τ

∗

= gbMi,1μ(gbMi ·(α1,v2′ ,2,...,v2′ ,n)T
r2′ ,i
ρ(i) )−τ

∗

= gb(Mi,1(μ−α1τ
∗)+Mi,2v2′ ,2(−τ∗)+···+Mi,nv2′ ,n(−τ∗))T r2′ ,i(−τ∗)

ρ(i)

= gb(Mi,1α2+Mi,2v2,2+···+Mi,nv2,n)T r2,i

ρ(i)

= BMi·�v2 T r2,i

ρ(i),

L2,i = (L2′ ,i)
−τ∗ = (gr2′ ,i )−τ

∗
= gr2,i , i = 1, . . . , l.

�

Claim 2: The reply κ̂ to a decapsulation query is a simu-
lation that is computationally indistinguishable from a real,
until the case Abort happens.

Proof. First note that the honest decapsulation algorithm
Decap overlooks an inconsistent ciphertext ψ only with neg-
ligible probability 1/p in its verification process by the ver-
ification equation (κ̂1

τκ̂2 = d) (the reason is the same as in
Sect. 5.2). On the other hand, the solver B never overlook

inconsistency of ψ because it uses subroutine Verify which
checks consistency of ψcpa perfectly and hence, in combi-
nation with the verification equation, consistency of ψ per-
fectly. Then the computationally bounded adversaryA can-
not distinguish the difference between the response of DEC
and B.

Hence it is enough to prove that if DDHGT (e(g, g),
Yτ

1 Y2, e(C′, g), d) = True, then κ̂ = Y s
1. This is deduced

by using the implicit relations (1), as follows.

κ̂ = ((Yτ
1 Y2)s/e(B,C′)μ)1/(τ−τ∗) = (e(g, g)(α1τ+α2−μ)bs)1/(τ−τ∗)

= (e(g, g)α1(τ−τ∗)bs)1/(τ−τ∗) = Y s
1 .

�

Claim 3: The challenge ciphertext ψ∗ = (ψ∗cpa, d
∗) is cor-

rectly distributed.

Proof. Using the implicit relations (1), a direct calculation
shows;

d∗ = e(B,C′∗)μ = e(g, g)bs∗(α1τ
∗+α2) = (Yτ∗

1 Y2)s∗ .

Hence ψ∗ = (ψ∗cpa, d
∗) is legitimate and correctly distributed.

�
Now we are ready to evaluate the advantage of B in the

OW-sel-CCA game. First, the following claim holds.

Claim 4: The probability that Abort occurs is negligi-
ble in λ. More precisely, the following equality holds:
Pr[Abort] = Advtcr

CF ,Hfamλ
(λ).

Proof. We construct a PPT target collision finder CF by
using A as subroutine as follows. (Remark that the case
Collision is defined. Encapcpa(PKcpa, S ) is a subalgorithm
of Encap(PK, S ) that outputs (κ, ψcpa).)

CF (λ) :

//Setup

Initialize its inner state

Choose an attribute universeU = {1, . . . , u} at random,

where u is bounded by a polynomial in λ

S ∗ ← A(λ,U), (p,G,GT, g, e)← Grp(λ),

T1, . . . , Tu ← G, b, α1 ← Zp, B := gb, Y1 := e(g, g)α1b

PKcpa := (g, T1, . . . , Tu, B, Y1)

(κ∗, ψ∗cpa)← Encapcpa(PKcpa, S
∗)

Output ψ∗cpa//a Target

Receive η ∈ HKeyλ, τ
∗ ← Hη(ψ

∗
cpa)

α2←Zp, PK:= (PKcpa, Y2 :=e(g, g)α2b, η),MSK:= (α1, α2)

d∗ := e(B,C′∗)α1τ
∗
e(B,C′∗)α2 , ψ∗ := (ψ∗cpa, d

∗)

Give (PK, ψ∗) toA
//AnsweringA′s Queries

WhenA issues a key-extraction query by A

Reply SKA ← KeyGen(PK,MSK,A) toA
WhenA issues a decapsulation query by (A, ψ= (ψcpa, d))



ANADA et al.: ATTRIBUTE-BASED IDENTIFICATION: DEFINITIONS AND EFFICIENT CONSTRUCTIONS
1095

P(PK = (g, T1, . . . ,Tu, B, Y1,Y2, η), V(PK, S ):
SKA = (((Kk,i = Bλk,i T

rk,i
ρ(i), Lk,i = g

rk,i ); s← Zp,C′ := gs, For x ∈ S : Cx := T s
x

i = 1, . . . , l); k = 1, 2)): ψcpa := (S ,C′, (Cx; x ∈ S )), τ← Hη(ψcpa)
For k = 1, 2: κk := Y s

k ; d := κτ1κ2, (κ, ψ) := (κ1, (ψcpa, d))

Receiving ψ as input;
ψ←− Send ψ to P

If S � A then κ̂ :=⊥
else τ← Hη(ψcpa)
{ωi; i ∈ ρ−1(S )} ← Reconst(ρ−1(S ), M)
For k = 1, 2 :
κ̂k :=

∏
i∈ρ−1(S )(e(KK,i,C′)/e(LK,i,Cρ(i)))ωi

If κ̂1
τκ̂2 � d then κ̂ :=⊥ else κ̂ := κ̂1

Send κ̂ to V
κ̂−→ Receiving κ̂ as input;

If κ̂ = κ then b := 1 else b := 0, Return b

Fig. 3 An interaction of our concrete PP-ABID.

τ← Hη(ψcpa)

If e(B,C′)α1τ+α2 � d then κ̂ :=⊥
else

If ψcpa � ψ∗cpa ∧ τ = τ∗
then Return ψcpa//the CaseCollision

else

SKA ← KeyGen(PK,MSK,A)

Reply κ̂← Decap(PK, SKA, ψ) toA
//Stop

WhenA returns its guess κ̂∗, Stop.

By the construction, the view of A in CF is the same
as the view of A in B. (Remark that if e(B,C′)α1τ+α2 = d
holds, then ψcpa � ψ∗cpa holds automatically, as is explained
below.)

Let us evaluate the probability in Claim 4. If, in ad-
dition to τ = τ∗, it occurred that ψcpa = ψ∗cpa (and hence
S = S ∗,C′ = C′∗), then it would occur that d = d∗.
So ψ = ψ∗ holds. This is because the following two
tuples are equal DH tuples: (e(g, g), Yτ

1Y2, e(C′, g), d) and
(e(g, g), Yτ∗

1 Y2, e(C′∗, g), d∗). So both S ∗ ∈ A and ψ =
(ψcpa, d) = (ψ∗cpa, d

∗) = ψ∗ would occur. This is ruled out
by definition in decapsulation query.

Therefore, we have ψcpa � ψ∗cpa. That is, CF gets a
collision:

ψcpa � ψ∗cpa ∧ Hη(ψcpa) = τ = τ∗ = Hη(ψ
∗
cpa).

Therefore, we get Pr[Abort] = Pr[Collision]. Substituting
the advantage, we obtain

Pr[Abort] = Advtcr
CF ,Hfamλ

(λ).

�
By definition, A wins in the OW-sel-CCA game if

and only if κ̂∗ is correctly guessed. That is, κ̂∗ = Y s∗
1 =

e(g, g)abs∗ = e(g, g)abc. This is the definition that B succeeds
in computing the answer for the given instance (g, A, B,C).

Therefore, the probability that B wins is equal to the
probability that A wins and Abort never occurs. So we
have:

Pr[B wins] = Pr[(A wins) ∧ (¬Abort)]

� Pr[A wins] − Pr[Abort].

Substituting advantages and using the equality in Claim 4,
we have:

Advc-bdh-gap
B,(e,G,GT)(λ) � Advow-sel-cca

A,KP-ABKEM (λ) − Advtcr
CF ,Hfamλ

(λ).

This is what we should prove in Theorem 5
�

Applying the generic conversion in 4.1 (from
KP-ABKEM to PP-ABID) to our concrete KP-ABKEM above,
we obtain a concrete PP-ABID. Figure 3 shows the interac-
tion of the obtained PP-ABID.

Theorem 3 (Corollary to Theorem 1 and 2): Our PP-ABID
is selectively secure against cMiM attacks under the same
assumptions. More precisely,

Advsel-cmim
A,PP-ABID(λ) � Advc-bdh-gap

B,(e,G,GT)(λ) + Advtcr
CF ,Hfamλ

(λ).

Figure 3 shows an interaction of our PP-ABID.

5.2 Discussion

Anonymity. Our concrete PP-ABID possesses the
anonymity in the sense in Sect. 3.1 because the response
message in the protocol of PP-ABID is a result of decapsula-
tion; the result does not depend on prover’s access structure
A itself, but depends on whether A fits verifier’s attribute
set S or not (S ∈ A or not). That is, when a verifier or a
cheating adversary receives a result of decapsulation, the in-
formation of prover’s access structure A never leaks. (Our
concrete VP-ABID in Appendix F also has anonymity.)
Large Universe Case. If the attribute universe U is large,
we have to modify our concrete schemes to make security
reductions in time polynomial in λ. As is proposed by Wa-
ters [23], we use for x ∈ U a hashed value H(x) instead of
Tx (and hence Tx is removed from PK). Although the re-
sulting schemes are proved to be secure only in the random
oracle model, we do not have to rewrite the public key PK
each time when a new attribute x is added.
Exiting the Gap Assumption. Instead of using the aid of
oracleDDHGT , we can use the twin Diffie-Hellman trapdoor
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test of Cash, Kiltz and Shoup [14] in the security proofs. At
the price of that, the resulting schemes have a secret key of
double size and decapsulation costs twice as much.
Security against Adaptive Target. Our concrete PP-ABID
(and our concrete VP-ABID in Appendix F) is secure in the
game of selectively declared target. When we consider the
security game in the random oracle model, we can apply
our CCA secure enhancing technique to the dual system en-
cryptions of Lewko, Okamoto, Sahai, Takashima and Waters
[18], which are CPA secure against adaptive target. We re-
mark that our CCA secure enhancing technique is a kind of
(non-black box) direct chosen-ciphertext security technique
[7].

6. Conclusions

We introduced the notion of attribute-based identifica-
tion (ABID) and defined prover-policy ABID scheme and
verifier-policy ABID scheme. We provided a design prin-
ciple: construct a one-way CCA secure ABKEM and use it
as challenge-and-response ABID. The obtained ABID is se-
cure against concurrent man-in-the-middle attacks. We ac-
tually constructed concrete KP-ABKEM and CP-ABKEM
with OW-CCA security and obtained concrete PP-ABID and
VP-ABID schemes. We proposed that functional tickets
and functional gates are useful applications of PP-ABID and
VP-ABID, respectively.
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Appendix A: Verifier-Policy ABID

A.1 Scheme

VP-ABID consists of four PPT algorithms: (Setup, KeyGen,
P, V).
Setup(λ,U) → (PK,MSK). Setup takes as input the secu-
rity parameter λ and the attribute universe U. It outputs a
public key PK and a master secret key MSK.
KeyGen(PK,MSK, S ) → SKS . A key-generation algo-
rithm KeyGen takes as input the public key PK, the master
secret key MSK and an attribute set S . It outputs a secret
key SKS corresponding to S .
P(PK, SKS ) and V(PK,A). P and V are interactive al-
gorithms called a prover and a verifier, respectively. P
takes as input the public key PK and the secret key SKS .
Here the secret key SKS is given to P by an authority
that runs KeyGen(PK,MSK,S ). V takes as input the pub-
lic key PK and an attribute set S . P is provided V’s ac-
cess structure A by the first round. P and V interact with
each other for some, at most constant rounds. Then, V
finally returns its decision bit b. b = 1 means that V
accepts P in the sense P has a secret key SKS such that
S satisfies A. b = 0 means that V rejects P. We de-
mand correctness of VP-ABID that for any λ and U, and
if S ∈ A, then Pr[(PK,MSK) ← Setup(λ,U); SKS ←
KeyGen(PK,MSK, S ); b ← 〈P(PK, SKS ),V(PK,A)〉 : b =
1] = 1.

A.2 Concurrent Man-in-the-Middle Attack on VP-ABID
and Security

An adversary A’s objective is impersonation. A tries to
make a verifier V accept with an access structure A∗. The
following experiment Exprmtcmim

A,VP-ABID(λ,U) of an adver-
sary A defines the game of concurrent man-in-the-middle
attack (cMiM attack, for short) on VP-ABID in the dual way
to PP-ABID.

Exprmtcmim
A,VP-ABID(λ,U) : //AdaptiveA∗

(PK,MSK)← Setup(λ,U)

A
∗ ← AKG(PK,MSK,·),P j(PK,SK·)|q

′
p

j=1 (PK,U)

b← 〈AKG(PK,MSK,·),P j(PK,SK·)|qp
j=q′p ,V(PK,A∗)〉

If b = 1 then Return Win else Return Lose

The advantage of A over VP-ABID in the game of
cMiM attack is defined as

Advcmim
A,VP-ABID(λ)

def
= Pr[Exprmtcmim

A,VP-ABID(λ,U) returns Win].

VP-ABID is called secure against cMiM attacks if, for any
PPT A and for any attribute universeU, Advcmim

A,VP-ABID(λ) is
negligible in λ.

A.3 Selective Security

In the selective game on a target access structure (the game
of sel-cMiM attack), A declares A∗ before A receives PK.
The following experiment Exprmtsel-cmim

A,VP-ABID(λ,U) defines
the selective game.

Exprmtsel-cmim
A,VP-ABID(λ,U) : //SeletiveA∗

(PK,MSK)← Setup(λ,U)

A
∗ ← A(λ,U)

b← 〈AKG(PK,MSK,·),P j(PK,SK·)|qp
j=1 (PK),V(PK,A∗)〉

If b = 1 then Return Win else Return Lose

The advantage in the game of sel-cMiM attack is defined as

Advsel-cmim
A,VP-ABID(λ)

def
= Pr[Exprmtsel-cmim

A,VP-ABID(λ,U) returns Win].

VP-ABID is called selectively secure against cMiM attacks
if, for any PPT A and for any U, Advsel-cmim

A,VP-ABID(λ) is negli-
gible in λ.

A.4 Anonymity

Anonymity that is discussed briefly in Introduction is for-
malized as follows. Consider the following experiment
Exprmtanonym

A,VP-ABID(λ,U). (In the experiment, an adversaryA
interacts with P(PK, SKS b ) as a verifier with A∗.)

Exprmtanonym
A,VP-ABID(λ,U) :

(PK,MSK)← Setup(λ,U), (S 0, S 1,A
∗)← A(PK)

s.t. (S 0 ∈ A∗ ∧ S 1 ∈ A∗) ∨ (S 0 � A∗ ∧ S 1 � A∗)
SKS 0 ← KeyGen(PK,MSK, S 0)

SKS 1 ← KeyGen(PK,MSK, S 1)

b← {0, 1}, b̂← AP(PK,SKS b )(PK, SKS 0 , SKS 1 )

If b = b̂ Return Win else Return Lose

We say that VP-ABID have anonymity if, for any PPTA and
for anyU, the following advantage ofA is negligible in λ.

Advanonym
A,VP-ABID(λ)

def
=
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|Pr[Exprmtanonym
A,VP-ABID(λ,U) returns Win] − 1/2|.

Appendix B: Ciphertext-Policy Attribute-Based KEM

B.1 Scheme

A ciphertext-policy ABKEM, CP-ABKEM, consists of four
probabilistic polynomial time algorithms: (Setup, KeyGen,
Encap, Decap). The definition goes in a dual manner to key-
policy ABKEM on an access structure A and an attribute set
S . Setup(λ,U) → (PK,MSK). KeyGen(PK,MSK, S ) →
SKS . Encap(PK,A) → (κ, ψ). Decap(PK, SKS , ψ) →
κ̂. We demand correctness of CP-ABKEM that for any
λ and U, and if S ∈ A, then Pr[(PK,MSK) ←
Setup(λ,U); SKS ← KeyGen(PK,MSK, S ); (κ, ψ) ←
Encap(PK,A); κ̂← Decap(PK, SKS , ψ) : κ = κ̂] = 1.

B.2 Chosen-Ciphertext Attack on One-Wayness of CP-
ABKEM and Security

The following experiment Exprmtow-cca
A,CP-ABKEM(λ,U) of an ad-

versary A defines the game of chosen-ciphertext attack on
one-wayness of CP-ABKEM (the OW-CCA game).

Exprmtow-cca
A,CP-ABKEM(λ,U) : //AdaptiveA∗

(PK,MSK)← Setup(λ,U)

A
∗ ← AKG(PK,MSK,·),DEC(PK,SK·,·)(PK,U)

(κ∗, ψ∗)← Encap(PK,A∗)

κ̂∗ ← AKG(PK,MSK,·),DEC(PK,SK·,·)(ψ∗)
Ifκ̂∗ = κ∗ then Return Win else Return Lose

The advantage of A over KP-ABKEM in the OW-CCA
game is defined as

Advow-cca
A,CP-ABKEM(λ)

def
= Pr[Exprmtow-cca

A,CP-ABKEM(λ,U) returns Win].

CP-ABKEM is called secure against chosen-ciphertext at-
tacks on one-wayness if, for any PPT A and for any U,
Advow-cca

A,CP-ABKEM(λ) is negligible in λ.

B.3 Selective Security

In the selective game on a target access structure (OW-sel-
CCA game), A declares A∗ beforeA receives PK. The fol-
lowing experiment Exprmtow-sel-cca

A,CP-ABKEM(λ,U) defines the se-
lective game.

Exprmtow-sel-cca
A,CP-ABKEM(λ,U) : //SelectiveA∗

(PK,MSK)← Setup(λ,U)

A
∗ ← A(λ,U)

(κ∗, ψ∗)← Encap(PK,A∗)

κ̂∗ ← AKG(PK,MSK,·),DEC(PK,SK·,·)(PK, ψ∗)

Ifκ̂∗ = κ∗ then Return Win else Return Lose

The advantage in the OW-sel-CCA game is defined as

Advow-sel-cca
A,CP-ABKEM(λ)

def
= Pr[Exprmtow-sel-cca

A,CP-ABKEM(λ,U) returns Win].

CP-ABKEM is called selectively secure against chosen-
ciphertext attacks on one-wayness if, for any PPT A and
for anyU, Advow-sel-cca

A,CP-ABKEM(λ) is negligible in λ.

Appendix C: Generic Conversion from CP-ABKEM to
VP-ABID

C.1 The Conversion

Let CP-ABKEM= (KEM.Setup, KEM.KeyGen, KEM.Encap,
KEM.Decap) be a CP-ABKEM. Then VP-ABID= (Setup,
KeyGen, Encap, Decap) is obtained as a challenge-and-
response protocol of encapsulation-and-decapsulation. Fig-
ure A· 1 shows this conversion.

Theorem 4: If CP-ABKEM is OW-CCA secure, then the de-
rived VP-ABID is cMiM secure. More precisely, for any
given PPT adversary A on VP-ABID in the game of cMiM
attack, and for any given attribute universeU, there exists a
PPT adversary B on CP-ABKEM in the OW-CCA game that
satisfies the following tight reduction.

Advcmim
A,VP-ABID(λ) � Advow-cca

B,CP-ABKEM(λ).

The proof of Theorem 4 goes in a dual manner to the proof
of Theorem 1 on an access structure A and an attribute set S
and is omitted.

Appendix D: Computational q-Parallel Bilinear Diffie-
Hellman Exponent Assumption with Gap
on Target Group

Let a, s, b1, . . . , bq ∈ Zp, all of which is not zero, be chosen
at random. Denote e(g, g) as gT. Let

�y := (g, gs, ga, . . . , g(aq), g(aq+2), . . . , g(a2q),

∀1� j�q gsb j , ga/bj , . . . , g(aq/bj), g(aq+2/bj), . . . , g(a2q/bj),

∀1� j, k�q, k� j g
asbk/bj , . . . , gaq sbk/bj ).

Then our new assumption says it is at most with a negligible
probability in λ that, for any PPT algorithm B given input �y
(parametrized by q), to output Z = gaq+1 s

T ∈ GT, even with the
aid of the decisional DDH oracleDDHGT (gT, ·, ·, ·). The va-
lidity of the assumption is explained by the generic bilinear
group model [6] in Appendix E.

Appendix E: Validity of Our Assumptions in the
Generic Bilinear Group Model

We explain validity of our two assumptions in Sect. 2.5 and
Appendix D in the generic bilinear group model, especially
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Setup(λ,U): P(PK, SKS ): V(PK,A):
(PK,MSK)← KEM.Setup(λ,U) (κ, ψ)← KEM.Encap(PK,A)

Return (PK,MSK) Receiving ψ as input:
ψ←− Send ψ to P

KeyGen(PK,MSK, S ): κ̂← KEM.Decap(PK,SKS , ψ)

SKS ← KEM.KeyGen(PK,MSK, S ) Send κ̂ to V
κ̂−→ Receiving κ̂ as input:

Return (SKS ) If κ̂ = κ then b := 1 else b := 0, Return b

Fig. A· 1 A generic conversion from CP-ABKEM to VP-ABID.

in the light of Boneh, Boyen and Goh [6]. In Appendix A
of [6], a template is given for the decisional BDH assump-
tion and its variants, so we adapt the template for our com-
putational BDH assumption and PBDHE assumption with
gap on target group. According to the template, our two
assumptions can be treated in a unified manner.

Let ξ0, ξ1 be two random encodings of the additive
group Z+p : i.e. injective maps ξ0, ξ1 : Z+p → {0, 1}m. We
write G = {ξ0(x); x ∈ Z+p} and GT = {ξ1(x); x ∈ Z+p}.
Lemma 1 (Comp.(P,Q, f )-DH Problem with Gap on GT):
(Notations are the same as in [6].) Let P, Q ∈ Zp

[X1, . . . , Xn]s be two s-tuples of n-variate polynomials over
Zp and let f ∈ Zp[X1, . . . , Xn]. Let d = max(2dP, dQ, df ).
If f is independent of P,Q in the sense in [6], then for any
algorithmA that makes a total of q queries to the oracles of
group operation in G, GT, the oracle of bilinear pairing e:
G × G→ GT and the oracleDDHGT (gT, ·, ·, ·), we have:

|Pr[x1, . . . , xn ← Zp :

A(p, ξ0(P(x1, . . . , xn)), ξ1(Q(x1, . . . , xn)))

= ξ1( f (x1, . . . , xn))]| � (q + 2s + 1)3 (d/p).

Especially, if q, s, d are polynomial in λ, then the success
probability forA to solve (P,Q, f )-Diffie-Hellman problem
is negligible in λ.

Proof (sketch). According to the template in [6], we con-
struct an algorithm B that simulates replying toA’s queries.
For the simulation, B maintains two lists as in [6]:

L0 = {(pi, ξ0,i); i = 1, . . . , τ0}, L1 = {(qi, ξ1,i); i = 1, . . . , τ1}.
Here pi ∈ Zp[X1, . . . , Xn], qi ∈ Zp[X1, . . . , Xn, Y], and ξ∗,∗
are strings in {0, 1}m. At step τ = 0, L0, L1 are initialized as
τ0 = s, τ1 = s + 1, L0 := {(pi, ξ0,i); pi ∈ P for i = 1, . . . , s},
L1 := {(qi, ξ1,i); qi ∈ Q for i = 1, . . . , s, qs+1 = Y}, where ξ∗,∗
strings are chosen at random from {0, 1}m.

The first and the second types of queries can be simu-
lated in the same way as in [6]. The third type of queries
to DDHGT (gT, ·, ·, ·) is simulated as follows. When queried
about (ξ1,i, ξ1, j, ξ1,k) by A, B sets τ2 ← τ2 + 1 and replies
True if qiq j = qk as polynomials, and False otherwise.
τ0 + τ1 + τ2 = τ + 2s + 1 holds at each step τ.

The simulation of B is perfect except three error-cases.
The first and the second error-cases are the same as in [6].
The third error-case is the case that the following holds:
putting y = f (x1, . . . , xn) ∈ Zp;

1 � ∃i, ∃ j, ∃k � τ1 such that

i, j, k : pairwise distinct,

∧ qi(x1, . . . , xn, y) qj(x1, . . . , xn, y) = qk(x1, . . . , xn, y),

∧ qi(X1, . . . , Xn, Y) qj(X1, . . . , Xn, Y) � qk(X1, . . . , Xn, Y).

Here the upper equality is an equality as elements in Zp,
and the lower equality is an equality as polynomials in
Zp[X1, . . . , Xn, Y].

If none of the three error-cases occurs, then A
never return the correct answer ξ1( f (x1, . . . , xn)) because
f (X1, . . . , Xn) never appear in the list L1. This is because
f is independent of (P,Q) as polynomials, in the sense de-
fined in [6] (see [6] for the precise argument).

Therefore, when A returns the correct answer
ξ1( f (x1, . . . , xn)), it must be in one of the three error-cases.
The probability that the three error-cases occur is evalu-
ated in a similar way as in [6], but in our case the above
third error-case is dominant and we have the upper bound
(q + 2s + 1)3(d/p), which is negligible in λ. �

Corollary 1: In the generic bilinear group model, our as-
sumptions in Sects. 2.5 and Appendix D are valid.

Proof. Just put P = (1, X1, X2, X3),Q = (1, 1, 1, 1) and f =
X1X2X3 for the former. By degree argument, we can see
that f is independent of (P,Q) in the sense in [6], hence
the assumption in Sect. 2.5 holds. For the latter, put P as in
[23] (the exponents of components of �y),Q = (1, . . . , 1) and
f = X1X2X3. By the argument in [23], f is independent of
(P,Q) in the sense in [6], hence the assumption in Appendix
D holds. �

Appendix F: Concrete Construction: Our Enhanced
Waters CP-ABKEM and VP-ABID

The construction of our concrete CP-ABKEM is described in
Fig. A· 2.

Theorem 5: If the computational q-parallel bilinear Diffie-
Hellman exponent assumption with gap on target group
holds, and an employed hash function family has target col-
lision resistance, then our CP-ABKEM is OW-sel-CCA secure
with a challenge matrix of size l∗ × n∗, l∗, n∗ � q. More pre-
cisely, for any given PPT adversary A on CP-ABKEM in the
OW-sel-CCA game and for any given attribute universe U,
there exist a PPT adversary B on (e,G,GT) in the compu-
tational q-PBDHE with gap-for-GT game and a PPT target
collision finder CF on Hfamλ that satisfy the following tight
reduction.

Advow-sel-cca
A,CP-ABKEM (λ) � Advc-pbdhe-gap

B,(e,G,GT) (λ) + Advtcr
CF ,Hfamλ

(λ).
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Setup(λ,U): KeyGen(PK,MSK, S ): Encap(PK,A = (M, ρ)): Decap(PK,SKS , ψ):
(p,G,GT, g, e)← Grp(λ) For k = 1, 2: lk ← Zp s← Zp, For j = 2 to n: v j ← Zp If S � A then Return κ̂ :=⊥
For x = 1 to u: Tx ← G For k = 1, 2: �v = (s, v2, . . . , vn) else τ← Hη(ψcpa)
a← Zp, A := ga Kk := gαk Alk , Lk := glk For i = 1 to l: λi = �v · Mi, ri ← Zp {ωi ∈ Zp; i ∈ ρ−1(S )}
α1, α2 ← Zp For x ∈ S : Kk,x := T lk

x C′ := gs ← Reconst(ρ−1(S ), M)
Y1 := e(g, g)α1 , Y2 := e(g, g)α2 SKS := ((Kk, Lk, For i = 1 to l: For k = 1, 2:
η← HKeyλ (Kk,x; x ∈ S )); k = 1, 2) Ci := Aλi T−ri

ρ(i),Di := gri κ̂k := e(Kk,C′)/
PK := (g, T1, . . . , Tu, A, Y1,Y2, η) Return SKS ψcpa := (A,C′, ((Ci,Di); i = 1, . . . , l))

∏
i∈ρ−1(S )(e(Lk ,Ci)e(Kk,ρ(i),Di))ωi

MSK := (gα1 , gα2 ) τ← Hη(ψcpa) If κ̂1
τκ̂2 � d then κ̂ :=⊥ else κ̂ := κ̂1

Return (PK,MSK) For k = 1, 2: κk := Y s
k ; d := κτ1κ2 Return κ̂

(κ, ψ) := (κ1, (ψcpa, d))
Return (κ, ψ)

Fig. A· 2 Our concrete CP-ABKEM (an enhanced Waters CP-ABKEM). (“←” from a set (Zp or HKeyλ)
means uniform random sampling.)

Proof. Using any given OW-sel-CCA adversary A as sub-
routine, we construct a solver B that solves an instance
of the problem of computational q-parallel bilinear Diffie-
Hellman exponent assumption with gap on target group, as
follows.
Set up. B is given a random instance of the problem, �y,
as input (see Appendix D). B initializes its inner state. B
chooses an attribute universe U = {1, . . . , u} at random,
where the size u is bounded by a polynomial in λ. B in-
vokes A on input (λ,U). In return, B receives a target ac-
cess structure A∗ = (M∗, ρ∗) from A, where M∗ is of size
l∗ × n∗. By the assumption in Theorem 5, l∗, n∗ � q.

For each x = 1, . . . , u, let Xx := (ρ∗)−1(x). Then B puts
each component Tx of PK as

zx ← Zp, Tx := gzx

∏

i∈Xx

(ga/bi )M∗i,1 (ga2/bi )M∗i,2 · · · (gan∗ /bi )M∗i,n∗ .

Note that if Xx is empty, we have Tx := gzx .
B chooses α′ ∈ Zp at random and sets Y1 :=

e(ga, gaq
)e(g, g)α

′
. Here we implicitly set

α1 := aq+1 + α′. (A· 1)

B puts PKcpa := (g, T1, . . . , Tu, A := ga, Y1).
B chooses random values y′2, . . . , y

′
n∗ ∈ Zp and

r′1, . . . , r
′
l∗ ∈ Zp. For each i = 1, . . . , l∗, let Ri :=

(ρ∗)−1(ρ∗(i))\{i}. Then challenge ciphertext components are
computed as

ψ∗cpa := (A∗, C′∗ := gs∗ = gs,

(C∗i := T
r′i
ρ∗(i)

( ∏

j=2,...,n∗
(ga)M∗i, jy

′
j

)
(gbi s)−zρ∗ (i)

×
(∏

k∈Ri

∏

j=1,...,n∗
(gaj sbi/bk )M∗k, j

)
,

D∗i := g−r′i gsbi ), i = 1, . . . , l∗).

Here we have set an implicit relation s∗ = s.
Then a public key PK and a whole challenge ciphertext

ψ∗ is computed as

η← HKeyλ, τ
∗ ← Hη(ψ

∗
cpa), μ← Zp, Y2 := e(g, g)μ/Yτ∗

1 ,

PK := (PKcpa, Y2, η), d∗ := e(C′∗, g)μ, ψ∗ := (ψ∗cpa, d
∗).

Here we have set an implicit relation

α2 = μ − α1τ
∗. (A· 2)

B inputs (PK, ψ∗) to A. Note that PK determines the
corresponding MSK uniquely.
Answering A’s Queries. (1) Key-Extraction Queries.
When A issues a key-extraction query for an attribute set
S , B has to reply a corresponding secret key SKS .

First, B chooses a random value r1 ∈ Zp. B computes
a vector �w = (w1, . . . , wn∗) ∈ Zn∗

p such that w1 = −1 and for
all i ∈ (ρ∗)−1(S ), �w · M∗i = 0. Note here that S � A∗, so such
�w surely exists. Then we implicitly set l1 as

l1 := r1 + w1aq + w2aq−1 + · · · + wn∗a
q−n∗+1.

Then B computes the component L1 and K1 of SKS as

L1 := gl1 = gr1

∏

i=1,...,n∗
(gaq+1−i

)wi ,

K1 := gα
′
(ga)r1

∏

i=2,...,n∗
(gaq+2−i

)wi .

Finally, for each x ∈ S , B computes K1,x as

K1,x := Lzx

∏

i∈Xx

∏

j=1,...,n∗

(
(gaj/bi )r1

∏

k=1,...,n∗,k� j

(gaq+1+ j−k/bi )wk
)M∗i, j

.

Note that if Xx is empty, we have K1,x := Lzx .
Now B has to compute the index 2 components

L2,K2,K2,x for all x ∈ S . To do so, B chooses a random
value r2′ ∈ Zp and computes L2′ ,K2′ ,K2′,x, x ∈ S just in
the same way as to the index 1. Then B converts them as
follows.

K2 := gμ(K2′ )
−τ∗ , L2 := (L2′ )

−τ∗ , K2,x := (K2′,x)−τ
∗
, x ∈ S .

Then B replies SKS = ((Kk, Lk, (Kk,x; x ∈ S )); k = 1, 2) to
A.
(2) Decapsulation Queries. WhenA issues a decapsulation
query for (S , ψ = (ψcpa, d)) (where ψcpa is about A), B has
to reply the decapsulation κ̂ to A. To do so, B computes as
follows. (Note that the oracleDDHGT is accessed.)

If S � A then κ̂ :=⊥
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P(PK = (g, T1, . . . ,Tu, A, Y1,Y2, η), V(PK,A) :
SKS = ((Kk = g

αk Alk , Lk = g
lk , s← Zp, For j = 2 to n: v j ← Zp,�v := (s, v2, . . . , vn)

(Kk,x = T lk
x ; x ∈ S); k = 1, 2))): For i = 1 to l: λi := �v · Mi, ri ← Zp

C′ := gs

For i = 1 to l: Ci := Aλi T−ri
ρ(i),Di := gri

ψcpa := (A,C′, ((Ci,Di); i = 1, . . . , l)), τ← Hη(ψcpa)
For k = 1, 2: κk := Y s

k ; d := κτ1κ2, (κ, ψ) := (κ1, (ψcpa, d))

Receiving ψ as input:
ψ←− Send ψ to P

If S � A then κ̂ :=⊥
else τ← Hη(ψcpa)
{ωi; i ∈ ρ−1(S )} ← Reconst(ρ−1(S ), M)
For k = 1, 2 :
κ̂k := e(Kk,C′)/

∏
i∈ρ−1(S )(e(Lk ,Ci)e(Kk,ρ(i),Di))ωi

If κ̂1
τκ̂2 � d then κ̂ :=⊥ else κ̂ := κ̂1

Send κ̂ to V
κ̂−→ Receiving κ̂ as input:

If κ̂ = κ then b := 1 else b := 0, Return b

Fig. A· 3 An interaction of our concrete VP-ABID.

else If Verify(PKcpa, ψcpa, S ) = False then κ̂ :=⊥
else τ← Hη(ψcpa)

IfDDHGT (e(g, g), Yτ
1Y2, e(C′, g), d)=False then κ̂ :=⊥

else If τ = τ∗ then Abort //Call this case Abort

else κ̂ := (d/e(C′, g)μ)1/(τ−τ∗)

where Verify is the following PPT algorithm to check con-
sistency of ψcpa:

Verify(PKcpa, ψcpa, S ) :

{ωi ∈ Zp; i ∈ ρ−1(S )} ← Reconst(ρ−1(S ), M)

If e(A,C′) =
∏

i∈ρ−1(S )

{e(Ci, g)e(Tρ(i),Di)}ωi

then Return True else Return False.

Guess. When A returns A’s guess κ̂∗, B returns Z :=
κ̂∗/e(C′∗, g)α

′
as B’s guess.

By the above construction,B can perfectly simulate the
real view of A until the case Abort happens. To see why,
we prove the following claims.

Claim 5: The reply SKS to a key-extraction query of A is
a perfect simulation.

Proof. First, the index 1 components (K1, L1, (K1,x; x ∈ S ))
are correctly distributed, as is proved in the original work of
Waters [23]. By the construction, the index 2’ components
(K2′ , L2′ , (K2′,x; x ∈ S )) are distributed in the same way as
the index 1 (but with independent randomness).

For the index 2 components (K2, L2, (K2,x; x ∈ S )), note
that we have implicitly set l2 = l2′ (−τ∗). Using another im-
plicit relation (A· 2) together, we get

K2 = g
μ(K2′)

−τ∗ = gμ(gα1 Al2′ )−τ
∗
= gμ−α1τ

∗
Al2 = gα2 Al2 ,

L2 = (L2′ )
−τ∗ = (gl2′ )−τ

∗
= gl2 ,

K2,x = (K2′ ,x)−τ
∗
= (T l2′

x )−τ
∗
= T l2

x , x ∈ S .

�

Claim 6: The reply κ̂ = (d/e(C′, g)μ)1/τ−τ∗ to a decapsula-
tion query ofA is correct.

Proof. It is enough to prove that if DDHGT (e(g, g), Yτ
1Y2,

e(C′, g), d) = True, then κ̂ = Y s
1. This is deduced by using

the implicit relations (A· 2) as follows.

κ̂ = ((Yτ
1 Y2)s/e(C′, g)μ)1/(τ−τ∗) = (e(g, g)(α1τ+α2−μ)s)1/(τ−τ∗)

= (e(g, g)α1(τ−τ∗)s)1/(τ−τ∗) = Y s
1 .

�

Claim 7: The challenge ciphertext ψ∗ = (ψ∗cpa, d
∗) is cor-

rectly distributed.

Proof. Using the implicit relations (A· 2), a direct calcula-
tion shows

d∗ = e(C′∗, g)μ = e(g, g)s∗(α1τ
∗+α2) = (Yτ∗

1 Y2)s∗ .

Hence ψ∗ = (ψ∗cpa, d
∗) is legitimate and correctly distributed.

�
Now we are ready to evaluate the advantage of B in the

OW-sel-CPA game. First, we evaluate the probability that
the case Abort occurs.

Claim 8: The probability that Abort occurs is negligible
in λ. More precisely, the following equality holds.

Pr[Abort] = Advtcr
CF ,Hfamλ

(λ).

Proof. To reduce to the target collision resistance of an em-
ployed hash function family Hfamλ, we construct a PPT tar-
get collision finder CF by using A as a subroutine. The
construction is done in a similar way to the construction for
Claim 4.

�
By definition,A wins in the OW-sel-CCA game if and

only if κ̂∗ is correctly guessed. That is, κ̂∗ = Y s
1 = e(g, g)α1 s.

Using (A· 1) and C′∗ = gs,

Z := κ̂∗/e(C′∗, g)α
′
=e(g, g)(aq+1+α′)s/e(C′∗, g)α

′
=e(g, g)aq+1 s.

This is the definition that B succeeds in computing the an-
swer for the given instance �y.
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Therefore, the probability that B wins is equal to the
probability that A wins and Abort never occurs. So we
have:

Pr[B wins] = Pr[(A wins) ∧ (¬Abort)]

= Pr[A wins] − Pr[(A wins) ∧ ¬(¬Abort)]

� Pr[A wins] − Pr[Abort].

Substituting advantages and using the equality in Claim 8,
we have:

Advow-sel-cca
A,CP-ABKEM (λ) = Pr[A wins] � Pr[B wins] + Pr[Abort]

= Advc-pbdhe-gap
B,(e,G,GT) (λ) + Advtcr

CF ,Hfamλ
(λ).

This is what we should prove in Theorem 5.
�

Figure A· 3 shows the interaction of the obtained
VP-ABID.

Theorem 6 (Corollary to Theorem 4 and 5): Our PP-ABID
is selectively secure against cMiM attacks under the same
assumptions. More precisely,

Advsel-cmim
A,VP-ABID(λ) � Advc-pbdhe-gap

B,(e,G,GT) (λ) + Advtcr
CF ,Hfamλ

(λ).
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