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Diffie-Hellman0 00D OO00DOO (1976)

0oooo0 p: 00, beF; st (b)=F;
00000 0 O
OOoo0ogd Ke€Z/(p—1Z | Ky € Z/(p — 1)Z
00000 K! =b"e K{ =b"v
000 K/.OOO
00000 K = KXe K=K
0000 KOOODOOO




Jooood
K’ — K
Given: p: prime, b € F}, a € (b)
Find: x € [0,#(b) — 1] s.t. a = b~
Indya :=x

OO0 (x,b,p) — a=b*modp

000 (a,b,p) — x



Jogoboobbon

o 1[I0
- O(p)

e Square-root[]

- o (V1)

- Wp—1000000O

e 10O ONO (Adleman, 1979)

— Li(«, B) == exp (B(log x)*(loglog x)' %)
— O(Ly(1/2,2+ o(1)))
— O(L,(1/3,1.903 + o(1)))



HERERERERERERE
Given: p =47,a =40,b =11
Find: Indpa i.e. x s.t. a = b* mod p
oooodT=42,3,5,7,11,13}
#T0 O relationd

1142\ (125\ ( ) \ { 11nd;2 \

113 3%x5 11nd113 ¢ 171Indp5
1129 10 2 x5 ]]IndHZ > ]]IndHS
1t 39 3% 13 17Indn3 5 17Indy13 | mod P

S x 7 111nd115 ¢ 171Indg17

\111) \??) \ 11 ) K 111ndy 11 )




(2)

11
31

\1)

o
o = 0O =0

C — O = = 0O

/Inan\

Ind1]3
Ind115
Ind1 1 /
Ind]] 11

©C = O O O o

\Indn13)

40 x 1133

1]
—coCc o oo

12

/ Ind1 12 \
Ind113
Ind1 15
Il’ld] 1 /
Indn 11

\Indn 13)

mod p — 1

2? x 3 mod p

mod p — 1



Ind;740 = 2Indq12 + Indy13 — 33
2x42+16—33
21 modp —1



Jogooobobobobbon

120 {
100 {
80{
60{
a0 ]

20

o 200 400 600 800 1000 1200

Key Length (bit)

HERERERERE
[0 O Square-root [
OO0oodbdnbgdn



Jooooobobobood

e 00000 ODODOOOOONPOOOOOOO
e 200 0000000000000 00OOOn

= 2000000000 p000000

— Square-rootJ U log, p =~ 160
— 00000 Olog,p~ 1024 (7)

e DI OUOOODODO I

— Square-rootJ Olog,pO0 0O OO OO
- JOo0oonbD Olg,p0dddononoon

Jobogdbodtdl soutdboodobogd



HRERERERN

e UUDOOULOOOOOUOUOLDOULDODUOLOUOLODOOO

-+ = IF]D) (Z>Q>R)C)

- + # (N)

— x = F,\{0}, (Q\{0}, R\{0}, C\{0})
- x 7 (Z)

° F; = [, \{0}

e U OUDOOOO+DOOODO



Jogoboobbon

e JOOOOMO
—p:O00,be{l,...,p—1}, x€{0,...,p— 2}
— a=b"modp
)

e DO OOODOOODODOOOOOO
- bel;, xe{0,...,#F, -1}
— a=Db*
U
o 10D OO
- G:00000,beG, xe{0,...,#G—1}
—a=[xlb=b+b+---+D
x [

10



Jogoboobbon

oSquare—rootDDDDDDDD:ﬂ,lD#GDDDDDD
e IO GUUUUOUODOOUOODOUOOOOOOOO
= UJo0oooodooooodoooon

= oot
Jboooggdbbobggtdbbooggdbboogdgdbboogd
Joboodbogtdbootdbbogbbtgdbotdbootdbognod

soUubbotdbotbbootbbgtdbotdbootgbbtutdn

11



HRERERERERE

C:Y' +Y XY =X+ X+ 53X + X+ X2+ =0, f; €T,

12



O 0O O
EZY2=X3—|—(14X—|—(16, aiGIFp

m
Ux

13



HRERENERERERERERN
E:Y? =X+ asX + aq, a; €T,
1
E(F,) :={P = (x,y) EIF% | y? =3 4+ asx + ag} U{Ps)

1
E(F,)000000

#E(F,) ~p

14



odbobobbdd
P; =P+ Py

X

N
\_/

15



odbobobbdd
P; =P+ Py

-P3

P1

vx

15



odbobobbdd
P; =P+ Py

|~

-P3

%




OO ooboooggd
E:Y?=X34+ asX + ag
P1 = (x1,y1), P2 = (x2,2)
P3 = (x3,y3) = P1 + P2

WL py £ P,

A — X2—Xq

2

28 if Py =P
X3 = }\2—X1—X2,
ys = A(x1—x3) — Vi
0dgdg L] [

| 3M or 4M

16



Jogoboobbon
F,O0000000:

ab: M = O((logp)?)
a+b:0(logp) <K M
a':1~20M
—a:0(1)

O00I+3M =~ 23M
200 01+4M = 24M

Jubgdootdbootdgbootdd
D0oodooooooooooooooo20o0o000ooood

O00000oooooooooop0bOoool/S00o0ooooogn
Joooododooboooogo

17



Juoboguogd

- #E(Fp) = O(p)

— Square-rootJ 0 00 0O O

EDDD0O00000: O (\/#EF,)) =0 (\p)

Jooobon

F;DDDDDDDDDDDDDE(IFP)DDDDsquare—rootDDDDDDD

oot

F: | E(F,)

512 | 1207 | 4.3
1024 | 1607 | 6.4
2048 | 2207 | 9.3

18



Jogooobobobobbon

Algorithm 1 00O OOOOOOO

Input: p: OO
Output: A secure elliptic curve E and #E(F,)
1. repeat

2: repeat

3: Choose an elliptic curve E randmly

a: Compute N = #E(F,) /000000 */
5. until N : prime # p

6: until E satisfies MOV condition
7. Output E, #E(FF,) and terminate

19



OO0 gOOOoOOn0
C:Y =X 4 £,)X29 + - - + £1X + fo, f € F,

AP
u S~

X

20



O0oO0ooooon
C:Y =X 4 £,)X29 + - - + £1X + fo, f € F,
!
C(F,) :={P =(x,y) € IF% [ y? =x*9T o+ o U {Poo}

1
C(F,) 000000000

21



Dooogooboon
C:Y =X £, X290+ + f1X 4+ 1o, f; € F,
!
Jc(Fp) == {D ={P1,...,Pn € C(Fyo) \ {P}} I m < g,D" =D}
C(Fy) € Jc(Fy)
1
Je(F,)00D0D00DO

#jC(Fp) ~ .pg

22



Mumford ] []
C:Y?=F(X), FeF,[X], degF =2g + 1
D ={Py,...,Pn € C(F,9) \ {Pso}} I n < g,D” =D, Py = (%1, V1)

)

(U, V) € (F[X])* s.t. degU > degV,

u = JJ x—x),

1<i<n
u | F—V4
yi = V(xi).

23



O0000oOoOoooog (g=2)
D3 =Dy + D;, Di = {Pi1, Piz}

P11 P22

| I
N

P21

i

24



O0000oOoOoooog (g=2)
D3 =Dy + D;, Di = {Pi1, Piz}

Y=V(X)

P11 P22

P21

P12

24



O0000oOoOoooog (g=2)
D3 =Dy + D;, Di = {Pi1, Piz}

P21

Y=V(X)
P11 P22
-P31
P12
X
-P32

24



O0000oOoOoooog (g=2)
D3 =Dy + D;, Di = {Pi1, Piz}

Y=V(X)

L P32 P22

P12
P31 X

21 -P32

s




00000000000 (g=2)

Input Weight two coprime reduced divisors D7 = (U7, V1), D) = (U, V)
Output A weight two reduced divisor D3 = (U3,V3) =D 1+ D)
Step Procedure Cost

1 Compute the resultant r of Uy and U,. IM
2] U2 T W 22 U125 23 ¢ 2 U0 — UR0;
T = uqp(z3 —up) +upp(ugg — uyq21);

2 If r = 0 then call the sub procedure. —

3 Compute Iy = 1/U7 mod U;. I1+2M
wq T‘_1', i]] —wizy; i1 & wiz3;

4 Compute S = (V, — V7)1 mod U,. (Karatsuba) 5M
W1 Vo0 = Vi W2 € V21 — V1T W3 oWy Wy i
S (i]o +in)(W] +W2] — w3 —W4(] +u2]);
50 & W3 — U0W4s

5 If s = 0 then call the sub procedure. —

6 Compute Uz = 57 2((S7y +25V7)/Uy — (F— V§)/(UjUy)). I+6M
w1 s? ;
uzp — Wy (W] [S% +uy1 +up) — f4) + 2(\)” — 50W2)) + 2y + U109 — Up;
uzq & wil2sg —wq) —wy;
uzy 1;

7 Compute V3 = —(SUy + V7) mod Ujz.(Karatsuba) 5M
W1 & Uzp —U10s W2 U3 — Wy
W3 ¢ S1W); Wy & SoW1; Wg & (571 +sp)(Wy + W) — w3 —wy
V30 & W4 — W3u3p — V105
V31 & W5 —W3U31 — V115

Total 214+ 21M

25



00000000000 (g=23)

In.

Genus 3 HEC C: Y2 = F(X), F = X’ + f5X° + £4X7 + 13 + £,X2 + f1X + fg;
Reduced divisors D1 = (Uy,V7) and Dy = (U, V3),

Uy = X3 4+ upoX2 +upgX +ugg, Vi =viaX2 11X +vi0,

U = X3 + uszZ +up1X +upg, Vo =vpaX +vp1X +vp0;

Reduced divisor D3 = (U3,V3) = Dy + D3,
Uz = X3 + uzpX® +uz X +uzy, V3 = V32X2 +v31X +v30;

Procedure

Cost

Compute the resultant r of Uy and U,

. . . . . 2.
1 =ugquo — WUl B = uqpup0 — Uqu2i t3 = upp — Ui tg =gy —uqqits = upp —upite =1y

t7 = t3tg; tg = uqpupy —uqjupp +t31 to = t3 — tytsi tp = tots — t7i T = tgte + ty(tyo — t7) + fte

14M + 12A

If r = 0 then call the Cantor algorithm

Compute the pseudo-inverse I = iZX2 + 41X +1ig = r/Uy mod Uy
i) = tstg — tgi iy = upoip — typi o = upqip — (upptyp + tohi

4M +4A

Compute S/ = sZ/X2 + s]/X + 56 =18 = (V3 — V7)I mod U; (Karatsuba, Toom)

t =vip —vo0i t2 = Vi1 —va1i t3 = vip —vopi ty = Bl t5 = tyigs tg = 1315 t7 = Ut

tg = t4 +tg +t7 — (t) +13)(i] + )i to = Uy + uppi t1g = (tg + up7)(tg — tg)hi

to = (tg — 1) (tg + tg); 5§ = —(Uppts + t5); 55 = tg — (s§ +tg + (1 + t3)(ig + ip) + (tyg + t9)/2);
1=ty +t5 + (tg — t10)/2 — (t7 + (4 + )i + iy));

10M + 31A

If sJ = 0 then call the Cantor algorithm

Compute S, w and w; = T/w s.t. wS = S//r and S is monic

ty = (rsé)fl; t) =1ty W= t1s£2; wi =Tt 5 = tzséi 51 = t25]l3

I+7M

Compute Z = X0+ Z4X4 + Z3X3 + zZXz + 21X + 2z = SUy (Toom)
tg =so 51t =ugo gty = telty +Fugp)i t3 = (8 —upy)lsp —s7)i tg = ugpsy;
2y = UqpS0; 21 = (t) —13)/2 —t4;2) = (t) +13)/2 — 2y + uqp; 23 = Uyq + 59 + 145 24 = ugp + 575

4M + 15A

Compute Uy = x4 4 ut3X3 + utZXZ +ugX+ug =

(S(Z + 2w;Vy) — wh((F — V3)/Uy))/U; (Karatsuba)

t = spz3i tg = (upp +up)lwz +u)i 13 = upqugpi tg = 4 — 13 w3 = 24 + 57 —up
t5 = 8724 —upW3;

Wy =23+ 50 +t5 — Uy wyy =z +tglzg +23) +wi(2vyp —wi) — (t5 + t) + tg +upp);
uto =21 +tg + 512 + wi2(viq +s1vi2) +wingp) — (wppuyy + upoug3);

13M + 26A

Compute Vi = thXZ + v X +vig = wZ + V7 mod Uy
B = w3 =245 vy = witqugo +20) V0 v = wityugy +21 —wg) +vig
V2 = witwgp +2p —wyg) +vioi vz = witjws +23 —up);

8M + T1A

10

Compute U3z - X3+ u32X2 +uz1X +uzg=(F— Vtz)/ut

. 2. )
t =2v3iuzy = *(;&3 Fviz)iuzy = f5 — (ugp + uzpws + tyve);
uzp = fg — (g + vip + ugpuyy + uzqws + tve)s

M+ 11A

11

Compute V3 = v35X” +v31X +v3g = Vi mod U3z
V32 = Vi2 — U32V3: V31 = Vi1 — U31Ve3: V30 = V0 — U30Vt3:

3M +3A

Total

1+70M + 113A

26



HRERERNRERERNRN

e UDOOUUOODOOOOO

~ g=101+ 3M =23M if I = 20M
— g =201+25M =45M if I = 20M
— g =301+70M = 90M if I = 20M

e LU DDOOUOUDODO

— #E(IFy) = O(p) — #Jc(Fyp) = O(p?)
— Square-root0 0 OO OO (?7)

cooooooon: O(\/#jc(IFp))

27



HRERERNRERERNRN

e 1002000000000 p =200

—g=10p ~ 21
—g=20p ~ 2%
—g=30p~2*

e UDOUOUOUOLODOOOONO

— g =10Ligo + 3Mig0 = 23M;40
— g = 20 Igp + 25Mgy = 45Mg
- g = 30 154 + 7OM54 — 9OM54

= 23My¢0 > 45Mgy > 90M5, 777

28



Jogogoobobobobooooboboboooddd

e Adleman-DeMarrais-Huang (1991)

- J000000 <s—=UDOOO0O000 deg<'s
— 000: O(Ly2+1(1/2,¢ < 2.181)); logp < (2g+1)°7%, g — o0
- 000000: O(Lpe(1/2,%); pY — o0

Enge, Gaudry-Enge

= oottt

e Gaudry (1997)

- 00dooudodond deg =1
- 000: O(p?)
- 0ooooo: O(p*%9)
Gaudry-Harley, Thériault, Nagao, Gaudry-Thomé-Thériault-Diem

29



GaudryU O OGO oOoOad

C:Y? = XB4+5X"”74+4X" +6X" +2X8 4+ 6X" 4+ 5X* +5%3
+X?2+2X+6

#Jc(F,) = 208697: 18 bit 0O (7° = 117649)

D = (X®+2X° +4X* + X3 4 5X2 + 3,4X° 4 5X3 + 2X* 4 5X + 4)
Dy = (X° 4 6X3 +3X%2 4+ 1,3X* + X3 + 4X? + X 4 3)

Find Indp, Dy s.t. Dg = [Indp, Dg]Dy.

30



C(Fp) =1{P, (1,1),(1,6),(2,1),(2,6),(4,1),(4,6)(5,3),(5,4),(6,3),(6,4)}
#C(F,) =11
Oo0oooT={(1,1),(2,1),(4,1),(5,3),(6,3)}

[9343]Dy, = (X° 4+ 6X* +6X° +5X? + 6X + 4, X+ X3 + X2 +4X + 6)
X2+ 66XV 46X +5X2+6X+4=(X—-12*X—-4)*(X-5)
X' X3 X2+ 4X +6xo1=6

XP X+ X2+ 4AX 46 |xg=1
XP X+ X2+ 4X+6 |xes5=3

9343]Dy = —21(1,1) + 2](4,1) + (5,3)

31



(

[9343] Dy, \
120243]Dy,
121571

Dy
120688| Dy,
151649] Dy,

— — — — —

2 0 2 1 0\ /(1.1
0 -2 1 1 —2\ /}ZJ)\
=1 0o 2 =1 =1 ]@
2 1 0 2 o523
\1 0 1 =2 1)/ \(63))
160536 88295 13378 176590 189968
160536 192643 117727 176590 85619
176590 128429 101673 48161 149834
176590 128429 32107 48161 80268
\ 16054 40134 157860 80268 29432 )
( 85159
114347
182999 | mod #Jc(F,)
22360

\ 136908 /

( 9343 \

120243
121571
120688

\151649

32



Do +1105454]Dyp = (1,1) + 21(2,1) + (4,1) — (6, 3)

Do+ [105454]Dy = (1,1) 4+ [2(2,1) + (4,1) — (6,3)
Indp, Dy = Indp,(1,1)+ 2Indp,(2,1) + Indp,(4,1) — Indp, (6, 3)
—105454

85159 + 2 x 114347 4 182999 — 136908 — 105454
45793 mod #Jc(F,)

33
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Juooguobotdun

120 —

110 —

100 —

80

Cost

34



