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Abstract—Homomorphic signatures can provide a credential
of a result which is indeed computed with a given function on a
data set by an untrusted third party like a cloud server, when
the input data are stored with the signatures beforehand. Boneh
and Freeman in EUROCRYPT2011 proposed a homomorphic
signature scheme for polynomial functions of any degree, however
the scheme is not based on the normal short integer solution
(SIS) problems as its security assumption. In this paper, we
show a homomorphic signature scheme for quadratic polynomial
functions those security assumption is based on the normal SIS
problems. Our scheme constructs the signatures of multiplication
as tensor products of the original signature vectors of input data
so that homomorphism holds. Moreover, security of our scheme is
reduced to the hardness of the SIS problems respect to the moduli
such that one modulus is the power of the other modulus. We
show the reduction by constructing solvers of the SIS problems
respect to either of the moduli from any forger of our scheme.

I. INTRODUCTION

Homomorphic signatures can provide a credential of a
result which is indeed computed with a given function over
a certain data set, when the input data set is stored with
signatures beforehand. Let a client store an initial data set
(𝑥1, ⋅ ⋅ ⋅ , 𝑥𝑘) with its signatures (𝜎1, ⋅ ⋅ ⋅ , 𝜎𝑘) in a cloud
server, and 𝑓(𝑋1, ⋅ ⋅ ⋅ , 𝑋𝑘) denotes a given function. Then
homomorphic signature enables a server to output a signature
𝜎𝑦,𝑓 for a result 𝑦 = 𝑓(𝑥1, ⋅ ⋅ ⋅ , 𝑥𝑘). Moreover, the signature
can be publicly verified without the initial data. Homomorphic
signature schemes are considered to be applicable to electronic
voting, smart grids and electronic health records [1].

Boneh and Freeman [2] proposed a homomorphic signature
scheme for linear functions. That is, their scheme is limited to
the only case of deg 𝑓 = 1. Boneh and Freeman [3] also
proposed a homomorphic signature scheme for polynomial
functions of any degree. However, [3] was not based on
normal short integer solution (SIS) problems as its security
assumption. They assume SIS problems related with principal
ideals over ideal lattices, which is unclear as the security as-
sumption. Moreover, Gorbunov, Vaikuntanathan and Wichs [4]
proposed a homomorphic signature scheme based on normal
SIS problems as its security assumption. However the size of
signatures for initial data, what we call the initial signatures
hereafter, was large as 𝑂̃(𝑛2) for the security parameter 𝑛.
Our homomorphic signature scheme is based on normal SIS
problems as its security assumption, which can be reduced
to the worst-case lattice problems [5]. The size of the initial
signatures of our scheme is double as [2], that is 𝑂̃(𝑛).

Therefore, our scheme is efficient with respect to storage size
for the initial data comparing to [4]. Our homomorphic scheme
is applicable to the case up to deg 𝑓 = 2, however, it is worth
enough for statistical computation in the cloud.

Our scheme is based on the linear homomorphic signature
scheme in [3], which builds on the GPV signature scheme
[6] using trapdoors for lattices. When 𝑥1, 𝑥2 are an initial
data, then the initial signatures for 𝑥1, 𝑥2 are short vectors
𝜎1, 𝜎2 such that 𝐴𝜎1 ≡ 𝛼, 𝐵𝜎2 ≡ 𝛽 for certain matrices 𝐴,
𝐵 and given vectors 𝛼, 𝛽. Our scheme constructs a signature
of multiplication 𝑥1𝑥2 as a tensor product 𝜎1 ⊗ 𝜎2, what we
call the derived signature hereafter. Since tensor products have
a property: (𝐴⊗ 𝐵)(𝜎1 ⊗ 𝜎2) = 𝐴𝜎1 ⊗ 𝐵𝜎2, we have (𝐴⊗
𝐵)(𝜎1 ⊗ 𝜎2) ≡ 𝛼⊗ 𝛽 for the derived signature verification.

However, we cannot directly reduce a security of our
scheme to solving the SIS problem as (𝐴⊗𝐵)𝜎 ≡ 0, because
𝐴⊗𝐵 is not an uniformly random matrix, whereas 𝐴, 𝐵 are
even uniformly random matrices. For that reason, we reduce
the security of our scheme to solving the SIS problem with
respect to 𝐴 or 𝐵 by decomposing the SIS problem with
respect to 𝐴 ⊗ 𝐵 using two moduli such that one modulus
is the power of the other modulus.

II. PRELIMINARIES

A. Notations

Let ℕ, ℤ and ℝ be positive integers, integers and real num-
bers respectively, and ℤ𝑞 be a quotient ring with a modulus
𝑞 ∈ ℕ. We denote negl(𝑛) = 2−𝜔(log𝑛) a negligible function
with respect to 𝑛 ∈ ℕ.

For any 𝑛×𝑚 matrices 𝐴 and 𝐵, the tensor product (or
Kronecker product) of 𝐴 and 𝐵 denoted by 𝐴 ⊗ 𝐵 is an
𝑛2 ×𝑚2 matrix defined by:

𝐴⊗𝐵 =

⎛
⎜⎝

𝑎11𝐵 ⋅ ⋅ ⋅ 𝑎1𝑚𝐵
...

. . .
...

𝑎𝑛1𝐵 ⋅ ⋅ ⋅ 𝑎𝑛𝑚𝐵

⎞
⎟⎠ ,where 𝐴 = (𝑎𝑖𝑗).

For a 𝑚×𝑚 matrix 𝑉 , let vec(𝑉 ) denote a column vector
of dimension 𝑚2 formed by stacking each columns v𝑖 of 𝑉 :

vec(𝑉 ) :=

⎛
⎜⎝

v1
...

v𝑚

⎞
⎟⎠ ,where 𝑉 = (v1 ⋅ ⋅ ⋅ v𝑚).

Then we will use the following fact of tensor products and
matrix multiplications [7]: (𝐴 ⊗ 𝐵)vec(𝑉 ) = vec

(
𝐵𝑉 𝐴⊤).
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In particular, a⊗ b = vec(ba⊤) for 𝑛-dimensional vectors a,
b when 𝑚 = 1, 𝑉 = 1. We define ∥𝑉 ∥ := max𝑖 ∥v𝑖∥ for a
matrix 𝑉 whose columns are v𝑖.

Let Λ⊥
𝑞 (𝐴) := {z ∈ ℤ

𝑚∣𝐴z = 0 mod 𝑞} be a 𝑚-
dimensional lattice with a parity-check matrix 𝐴 ∈ ℤ

𝑛×𝑚
𝑞 .

For a lattice 𝐿 ⊂ ℤ
𝑚, a real 𝑠 > 0 and a vector c ∈

ℝ
𝑚, the discrete Gaussian distribution over 𝐿 is denoted by

𝐷c+𝐿,𝑠(x) :=
exp (−𝜋∥x−c∥2/𝑠2)∑

v∈𝐿 exp (−𝜋∥v−c∥2/𝑠2) for all x ∈ 𝐿.

B. SIS problems

Our scheme uses Short Integer Solution (SIS) problems [5]
as security assumption. SIS problems are defined as follows.

Definition 1 (SIS𝑛,𝑞,𝛽 problem). Let 𝑛, 𝑞,𝑚 ∈ ℕ, 𝛽 ∈ ℝ>0.
SIS𝑛,𝑞,𝛽 problem is that for a uniformly random chosen 𝐴 ∈
ℤ
𝑛×𝑚
𝑞 , find z ∈ ℤ

𝑚 ∖ {0} such that ∥z∥ ≤ 𝛽 and 𝐴z =
0 mod 𝑞.

If 𝑚 ≥ 2𝑛 log 𝑞 and 𝛽 ≥ √
𝑚 hold, then SIS𝑛,𝑞,𝛽

problem has a solution. Moreover, solving SIS𝑛,𝑞,𝛽 problem
for 𝛽 = poly(𝑛) and 𝑞 ≥ 𝛽⋅𝜔(√𝑛 log 𝑛

)
is known at least hard

as solving approximate Shortest Independent Vector Problem
(SIVP), where the SIVP approximate factor is 𝛽 ⋅ 𝑂̃(

√
𝑛)[6,

Proposition 5.7]. Therefore, SIS𝑛,𝑞,𝛽 problems are considered
as infeasible.

C. Algorithms for generating lattices with trapdoors and
sampling short vectors from the lattices

We explain an algorithm TrapGen for generating parity-
check lattices with trapdoors and an algorithm SamplePre for
sampling short vectors from these lattices. These algorithms
are used in our scheme as sub algorithms.

Micciancio and Peikert [8, Theorem 5.1] provide an al-
gorithm to output an uniformly random parity-check matrix
𝐴 ∈ ℤ

𝑛×𝑚
𝑞 and a trapdoor 𝑅 of the lattice Λ⊥

𝑞 (𝐴) for
given 𝑛, 𝑞,𝑚 ∈ ℕ such that 𝑞 ≥ 2 and 𝑚 = 𝑂 (𝑛 log 𝑞).
Moreover, they provide an algorithm to output z ∈ ℤ

𝑚 such
that 𝐴z ≡ 𝛼 (mod 𝑞), ∥z∥ = 𝑂(𝑛 log 𝑞) and its output
distribution is Gaussian over a coset of Λ⊥

𝑞 (𝐴) with the
deviation 𝑠 ⋅ 𝜔(√log 𝑛) for given 𝛼 ∈ ℤ

𝑛
𝑞 , 𝑠 = 𝑂

(√
𝑛 log 𝑞

)
.

By using these algorithms, we can obtain an algorithm
TrapGen(𝑛, 𝑞,𝑚) to output a matrix 𝐴 ∈ ℤ

𝑛×𝑚
𝑞 and a basis 𝑇

of Λ⊥
𝑞 (𝐴) such that ∥𝑇∥ = 𝑂(𝑛 log 𝑞). Also, according to [6],

we can obtain an algorithm SamplePre(Λ, 𝑇, t, 𝑠) to output a
vector z ∈ ℤ

𝑚 such that z ∈ t+Λ for a given 𝑚-dimensional
lattice Λ, its short basis 𝑇 , t ∈ ℤ

𝑚 and 𝑠 ≥ ∥𝑇∥ ⋅ 𝜔(√log 𝑛),
then the output satisfies ∥z∥ ≤ 𝑠

√
𝑚 with overwhelming

probability.

D. Hensel lifting algorithm

We describe the algorithm HenselLift which is used in our
scheme. Let 𝐵 ∈ ℤ

𝑛×𝑚
𝑞 be a parity-check matrix and 𝜎1 ∈ ℤ

𝑚

such that 𝐵𝜎1 ≡ 𝛽 (mod 𝑞) for some 𝛽. Then the algorithm
HenselLift outputs a vector 𝜎 ∈ ℤ

𝑚 such that 𝜎 ≡ 𝜎1 (mod 𝑞)
and 𝐵𝜎1 ≡ 𝛽 (mod 𝑞𝑟) for a given 𝑟 ∈ ℕ. Namely the
algorithm HenselLift lifts up 𝜎1 in a coset of Λ⊥

𝑞 (𝐵) to 𝜎

in a coset of Λ⊥
𝑞𝑟 (𝐵), where 𝐵 is considered in ℤ

𝑛×𝑚
𝑞𝑟 . The

following algorithm 1 describes HenselLift.

Algorithm 1 HenselLift(𝑞, 𝑟, 𝛽,𝐵, 𝜎1)

IN: 𝑞 ∈ ℕ: prime, 𝑟 ∈ ℕ, 𝛽 ∈ ℤ
𝑛
𝑞 , 𝐵 = [𝐵1∣𝐵2] ∈ ℤ

𝑛×𝑚
𝑞 s.t.

∃𝐵−1
1 ∈ ℤ

𝑛×𝑛
𝑞 , 𝜎1 ∈ ℤ

𝑚 s.t. 𝐵𝜎1 ≡ 𝛽 (mod 𝑞)
OUT: 𝜎 ∈ ℤ

𝑚 s.t. 𝜎 ≡ 𝜎1 (mod 𝑞), 𝐵𝜎 ≡ 𝛽 (mod 𝑞𝑟)
1: for 𝑖 = 2 to 𝑟 do
2: v← (𝛽 −𝐵𝜎𝑖−1)/𝑞

𝑖−1 ∈ ℤ
𝑛

/*𝐵𝜎𝑖−1 ≡ 𝛽 (mod 𝑞𝑖−1)*/

3: x2
$← ℤ

𝑚−𝑛
𝑞

4: x1 ← 𝐵−1
1 (v −𝐵2x2) mod 𝑞

5: 𝜎𝑖 ← 𝜎𝑖−1 + 𝑞𝑖−1

[
x1

x2

]
/*𝐵𝜎𝑖 ≡ 𝛽 (mod 𝑞𝑖)*/

6: return 𝜎𝑟

III. OUR SCHEME

In the following, we explain the outline of our scheme.
Let x𝑖 ∈ ℤ

𝑚 be a vector whose first coefficient has each
message 𝑥𝑖 in the data set. Let 𝑝, 𝑞 be primes s.t. (𝑝, 𝑞) = 1
and 𝑟 ∈ ℕ, and 𝐴 ∈ ℤ

𝑛×𝑚
𝑞𝑟 , 𝐵 ∈ ℤ

𝑛×𝑚
𝑞 denote parity-check

matrices. Let 𝛼𝑖 ∈ ℤ
𝑛
𝑞𝑟 , 𝛽𝑖 ∈ ℤ

𝑛
𝑞 be hash values for the identity

function 𝑋𝑖 of the message 𝑥𝑖.
By the Chinese remainder theorem and using the trapdoors

as in [3], we can obtain a short vector 𝜎𝐴,𝑖 ∈ ℤ
𝑚 such that

𝜎𝐴,𝑖 ≡ x𝑖 (mod 𝑝) and 𝐴𝜎𝐴,𝑖 ≡ 𝛼𝑖 (mod 𝑞𝑟). Similarly,
we can obtain a short vector 𝜎𝐵,𝑖 ∈ ℤ

𝑚 such that 𝜎𝐵,𝑖 ≡
x𝑖 (mod 𝑝) and 𝐵𝜎𝐵,𝑖 ≡ 𝛽𝑖 (mod 𝑞𝑟). We set the initial
signature for 𝑥𝑖 as (𝜎𝐴,𝑖, 𝜎𝐵,𝑖) ∈ ℤ

2𝑚.
We construct the derived signature 𝜎 of multiplication

𝑥𝑖𝑥𝑗 as a tensor product 𝜎 = 𝜎𝐴,𝑖 ⊗ 𝜎𝐵,𝑗 ∈ ℤ
𝑚2

. Then
the first coefficient of 𝜎 mod 𝑝 is equivalent to 𝑥𝑖𝑥𝑗 . Also,
(𝐴 ⊗ 𝐵)𝜎 mod 𝑞𝑟 is equivalent to 𝛼𝑖 ⊗ 𝛽𝑗 . Hence we can
verify the signature by these formulas and how short 𝜎 is.

The latter formula is considered as a verification with the
parity-check matrix 𝐴⊗𝐵, however, 𝐴⊗𝐵 is not uniformly
random in ℤ

𝑚2×𝑛2

although 𝐴 and 𝐵 are uniformly random in
ℤ
𝑚×𝑛. Therefore, the security of our scheme cannot be simply

reduced to the SIS problem with the parity-check matrices in
ℤ
𝑚2×𝑛2

.
We break down the problem into two SIS problems by using

the following observation. Let 𝑉 := 𝜎𝐵,𝑗𝜎
⊤
𝐴,𝑖 ∈ ℤ

𝑚×𝑚 and
𝑊 := (𝐵𝑉 )⊤ ∈ ℤ

𝑚×𝑛, then, since vec(𝑉 ) = 𝜎𝐴,𝑖 ⊗ 𝜎𝐵,𝑗 =
𝜎, 𝐵𝑉 = 𝑊⊤ and 𝑊⊤𝐴⊤ = (𝐴𝑊 )⊤, we have

(𝐴⊗𝐵)𝜎 = vec
(
𝐵𝑉 𝐴⊤) = vec

(
(𝐴𝑊 )⊤

)
.

Therefore, if 𝜎 is a nonzero solution for (𝐴⊗𝐵)𝜎 ≡ 0, then
the nonzero matrix 𝑉 satisfies 𝐵𝑉 ≡ 𝑂 or the nonzero matrix
𝑊 satisfies 𝐴𝑊 ≡ 𝑂. Since each of the column vectors of
𝑉 is short comparing to 𝑞, if there exists the nonzero column
vector then it is a solution for the SIS problem with respect to
𝐵. On the other hand, each of the column vectors of 𝑊 has
the relatively large size comparing to the modulus 𝑞 of 𝐵. For
this reason, by using the larger modulus 𝑞𝑟 for 𝐴, we make
the column vectors of 𝑊 to be short relatively. Thus, we can



reduce the security of our scheme to solve the SIS problem
with respect to 𝐵 or 𝐴.

We show the construction of our scheme in the following.
Let a security parameter 𝑛 ∈ ℕ, a maximum data set size
𝑘 ∈ ℕ, different primes 𝑝, 𝑞, positive integers 𝑟,𝑚 ∈ ℕ,
Gaussian parameters 𝑠1, 𝑠2 ∈ ℝ to be used in the signing,
and parameters 𝛿1, 𝛿2 ∈ ℝ for the verification. By using the
sub algorithms TrapGen, SamplePre, HenselLift in the section
II-C, II-D, we describe our homomorphic signature scheme 𝒮
consisting of four algorithms (Setup, Sign,Verify,Eval).

∙ Setup(1𝑛, 𝑘)→ (𝑝𝑘, 𝑠𝑘).

1) 𝑥𝑘+1

U∈ 𝔽𝑝 : a value for a dummy variable,
𝐻0 : {0, 1}∗ → 𝔽𝑝 : hash function on tags and
functions,
𝐻1 : {0, 1}∗ → ℤ

𝑛
𝑞𝑟 : hash function on data sets,

𝐻2 : {0, 1}∗ → ℤ
𝑛
𝑞 : hash function on data sets.

2) (𝐴, 𝑇𝐴)← TrapGen(𝑛, 𝑞𝑟,𝑚),
/*𝐴 ∈ ℤ

𝑛×𝑚
𝑞𝑟 , 𝑇𝐴 : a short basis for Λ⊥

𝑞𝑟 (𝐴)*/
(𝐵, 𝑇𝐵)← TrapGen(𝑛, 𝑞,𝑚),
/*𝐵 ∈ ℤ

𝑛×𝑚
𝑞 , 𝑇𝐵 : a short basis for Λ⊥

𝑞 (𝐵)*/
3) return 𝑝𝑘 = (𝐴,𝐵, 𝑥𝑘+1, 𝐻0, 𝐻1, 𝐻2), 𝑠𝑘 =

(𝑇𝐴, 𝑇𝐵).

The next algorithm is signing for an initial data set
(𝑥1, ⋅ ⋅ ⋅ , 𝑥𝑘) ∈ (𝔽𝑝)

𝑘 tagged with 𝜏 ∈ {0, 1}𝑛.

∙ Sign (𝑠𝑘, 𝑝𝑘, 𝜏, (𝑥1, ⋅ ⋅ ⋅ , 𝑥𝑘))→ (𝜎1, ⋅ ⋅ ⋅ , 𝜎𝑘+1).

1) x𝑖 := (𝑥𝑖, 1, . . . , 1)
⊤ ∈ 𝔽

𝑚
𝑝 for 𝑖 ∈ {1, . . . , 𝑘 + 1}

2) for 𝑖 = 1, ⋅ ⋅ ⋅ , 𝑘 + 1 :
𝛼𝑖 ← 𝐻1(𝜏∥𝑖),
Compute t ∈ ℤ

𝑚 s.t. t ≡ x𝑖 (mod 𝑝) and 𝐴t ≡ 𝛼𝑖

(mod 𝑞𝑟) using CRT,
𝜎𝐴,𝑖 ← SamplePre(𝑝Λ⊥

𝑞𝑟 (𝐴), 𝑝𝑇𝐴, t, 𝑠1),
/* 𝜎𝐴,𝑖 ≡ x𝑖 (mod 𝑝) ∧𝐴𝜎𝐴,𝑖 ≡ 𝛼𝑖 (mod 𝑞𝑟)*/
𝛽𝑖 ← 𝐻2(𝜏∥𝑖),
Compute t ∈ ℤ

𝑚 s.t. t ≡ x𝑖 (mod 𝑝) and 𝐴t ≡ 𝛽𝑖

(mod 𝑞) using CRT,
𝜎
(1)
𝐵,𝑖 ← SamplePre(𝑝Λ⊥

𝑞 (𝐵), 𝑝𝑇𝐵 , t, 𝑠2),

/* 𝜎
(1)
𝐵,𝑖 ≡ x𝑖 (mod 𝑝) ∧𝐵𝜎

(1)
𝐵,𝑖 ≡ 𝛽𝑖 (mod 𝑞)*/

𝜎𝐵,𝑖 ← HenselLift(𝑞, 𝑟, 𝛽𝑖, 𝐵, 𝜎
(1)
𝐵,𝑖)

/* 𝜎𝐵,𝑖 ≡ x𝑖 (mod 𝑝) ∧ 𝜎𝐵,𝑖 ≡ 𝜎
(1)
𝐵,𝑖 (mod 𝑞) ∧

𝐵𝜎𝐵,𝑖 ≡ 𝛽𝑖 (mod 𝑞𝑟) */
𝜎𝑖 := (𝜎𝐴,𝑖, 𝜎𝐵,𝑖) ∈ ℤ

2𝑚.
3) return (𝜎1, . . . , 𝜎𝑘+1)

The next algorithm generates the derived signature 𝜎 for
the result 𝑦 = 𝑓(𝑥1, . . . , 𝑥𝑘) of a function 𝑓(𝑋1, . . . , 𝑋𝑘) =∑

1≤𝑖,𝑗≤𝑘 𝑓𝑖𝑗𝑋𝑖𝑋𝑗 , 𝑓𝑖𝑗 ∈ 𝔽𝑝 , 𝑓𝑖𝑗 = 𝑓𝑗𝑖 on the input data set
tagged with 𝜏 .

∙ Eval(𝑝𝑘, 𝜏, (𝜎1, ⋅ ⋅ ⋅ , 𝜎𝑘+1), 𝑓) → 𝜎 for
𝑦 = 𝑓(𝑥1, . . . , 𝑥𝑘) ∈ 𝔽𝑝 with 𝜏 .

1) 𝑔 ← 𝐻0(𝜏∥𝑓).
2) f :=

∑
1≤𝑖,𝑗≤𝑘 𝑓𝑖𝑗 ⋅ (𝑋𝑖 ⊗𝑋𝑗) + 𝑔 ⋅ (𝑋𝑘+1 ⊗𝑋𝑘+1).

3) 𝜎 ← f
∣∣
𝑋𝑖⊗𝑋𝑗=𝜎𝐴,𝑖⊗𝜎𝐵,𝑗

∈ ℤ
𝑚2

.

The next algorithm verifies the result 𝑦 of the function 𝑓
and the input data tagged with 𝜏 using the signature 𝜎.

∙ Verify(𝑝𝑘, 𝜎, 𝜏, 𝑦, 𝑓)→ accept or reject.

1) 𝑔 ← 𝐻0(𝜏∥𝑓).
2) f :=

∑
1≤𝑖,𝑗≤𝑘 𝑓𝑖𝑗 ⋅ (𝑋𝑖 ⊗𝑋𝑗) + 𝑔 ⋅ (𝑋𝑘+1 ⊗𝑋𝑘+1).

3) for 𝑖 = 1, ⋅ ⋅ ⋅ , 𝑘 + 1 :
𝛼𝑖 ← 𝐻1(𝜏∥𝑖), 𝛽𝑖 ← 𝐻2(𝜏∥𝑖)

4) If the following three conditions hold, then output
accept. Otherwise output reject.

a) Set 𝑉 ∈ ℤ
𝑚×𝑚 s.t. 𝜎 = vec(𝑉 ), 𝑊 := (𝐵𝑉 )⊤.

i) ∥𝑊∥ < 𝛿1,
ii) ∥𝑉 mod 𝑞∥ < 𝛿2.

b) 𝜎 ≡ (𝑦 + 𝑔𝑥2
𝑘+1, ∗, ⋅ ⋅ ⋅ , ∗)⊤ (mod 𝑝).

c) (𝐴⊗𝐵)𝜎 ≡ f
∣∣
𝑋𝑖⊗𝑋𝑗=𝛼𝑖⊗𝛽𝑗

∈ ℤ
𝑛2

(mod 𝑞𝑟)

The correctness of homomorphic signature schemes is de-
fined as follows.

Definition 2. Let a message space be ℳ and a target
function space be ℱ . An homomorphic signature scheme
𝒮 = (Setup, Sign,Verify,Eval) is correct, if for any (𝑝𝑘, 𝑠𝑘)
generated by Setup(1𝑛, 𝑘), any data set (𝑥1, ⋅ ⋅ ⋅ , 𝑥𝑘) ∈ ℳ𝑘

tagged with 𝜏 ∈ {0, 1}𝑛 and any function 𝑓(𝑋1, . . . , 𝑋𝑘) ∈
ℱ , the following formula holds:

Verify (𝑝𝑘,Eval (𝑝𝑘, 𝜏,Sign (𝑠𝑘, 𝑝𝑘, 𝜏, (𝑥1, ⋅ ⋅ ⋅ , 𝑥𝑘)) , 𝑓)

, 𝜏, 𝑦 = 𝑓 (𝑥1, . . . , 𝑥𝑘) , 𝑓) = 1.

Our proposed homomorphic signature scheme satisfies the
following lemma.

Lemma 1 (Correctness). The above homomorphic signa-
ture scheme 𝒮 = (Setup, Sign,Verify,Eval) with parameters
𝑛, 𝑘, 𝑟,𝑚 ∈ ℕ, primes 𝑝, 𝑞 ∈ ℕ, 𝑠1, 𝑠2, 𝛿1, 𝛿2 ∈ ℝ, is correct
if (𝑘 + 1)2𝑝𝑞𝑠1

√
𝑚 ≤ 𝛿1 and (𝑘 + 1)2𝑝𝑠1𝑠2𝑚 ≤ 𝛿2.

Proof. Let (𝑝𝑘, 𝑠𝑘) be an output by Setup(1𝑛, 𝑘), a data
set (𝑥1, ⋅ ⋅ ⋅ , 𝑥𝑘) ∈ (𝔽𝑝)

𝑘 tagged with 𝜏 ∈ {0, 1}𝑛 and
signatures (𝜎1, . . . , 𝜎𝑘+1) ← Sign (𝑠𝑘, 𝑝𝑘, 𝜏, (𝑥1, ⋅ ⋅ ⋅ , 𝑥𝑘))
such that 𝜎𝑖 = (𝜎𝐴,𝑖, 𝜎𝐵,𝑖), 1 ≤ 𝑖 ≤ 𝑘 + 1.
Let 𝜎 ← Eval (𝑝𝑘, 𝜏, (𝜎1, . . . , 𝜎𝑘+1) , 𝑓) for a function
𝑓(𝑋1, . . . , 𝑋𝑘) =

∑
1≤𝑖,𝑗≤𝑘 𝑓𝑖𝑗𝑋𝑖𝑋𝑗 , (𝑓𝑖𝑗 ∈ 𝔽𝑝 , 𝑓𝑖𝑗 = 𝑓𝑗𝑖).

Then we have
𝜎 = f

∣∣
𝑋𝑖⊗𝑋𝑗=𝜎𝐴,𝑖⊗𝜎𝐵,𝑗

=
∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅ (𝜎𝐴,𝑖 ⊗ 𝜎𝐵,𝑗) + 𝑔 ⋅ (𝜎𝐴,𝑘+1 ⊗ 𝜎𝐵,𝑘+1) (1)

In the following, we will check the conditions (a), (b), (c) in
Verify.

(a) Let 𝑉 be a matrix s.t. 𝜎 = vec(𝑉 ), 𝑊 := (𝐵𝑉 )⊤. Since
𝜎𝐴,𝑖 ⊗ 𝜎𝐵,𝑗 = vec

(
𝜎𝐵,𝑗𝜎

⊤
𝐴,𝑖

)
for 1 ≤ 𝑖, 𝑗 ≤ 𝑘 + 1, we

have
𝑉 =

∑
1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅ 𝜎𝐵,𝑗𝜎
⊤
𝐴,𝑖 + 𝑔 ⋅ 𝜎𝐵,𝑘+1𝜎

⊤
𝐴,𝑘+1,

𝑊 =

⎛
⎝ ∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅𝐵𝜎𝐵,𝑗𝜎
⊤
𝐴,𝑖 + 𝑔 ⋅𝐵𝜎𝐵,𝑘+1𝜎

⊤
𝐴,𝑘+1

⎞
⎠

⊤

=
∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅ 𝜎𝐴,𝑖(𝐵𝜎𝐵,𝑗)
⊤ + 𝑔 ⋅ 𝜎𝐴,𝑘+1(𝐵𝜎𝐵,𝑘+1)

⊤



(i) By the triangular inequality,
∥𝑊∥ ≤

∑
1≤𝑖,𝑗≤𝑘

∥𝑓𝑖𝑗∥
∥∥𝜎𝐴,𝑖(𝐵𝜎𝐵,𝑗)

⊤∥∥
+ ∥𝑔∥∥∥𝜎𝐴,𝑘+1(𝐵𝜎𝐵,𝑘+1)

⊤∥∥ .

Since each 𝑓𝑖,𝑗 , 𝑔 < 𝑝 is satisfied for 1 ≤ 𝑖, 𝑗 ≤ 𝑘,

∥𝑊∥ <
∑

1≤𝑖,𝑗≤𝑘+1

𝑝
∥∥𝜎𝐴,𝑖(𝐵𝜎𝐵,𝑗)

⊤∥∥.
Since each 𝜎𝐵,𝑗 is outputted by HenselLift, 𝐵𝜎𝐵,𝑗 ≡
𝛽𝑗 (mod 𝑞𝑟) for 1 ≤ 𝑗 ≤ 𝑘+1. Also, since each 𝛽𝑗

is outputted by the hash function 𝐻2, each coefficient
of 𝛽𝑗 ∈ ℤ

𝑛
𝑞 is less than 𝑞. These imply

∥𝑊∥ <
∑

1≤𝑖,𝑗≤𝑘+1

𝑝𝑞 ∥𝜎𝐴,𝑖∥.

Moreover, since each 𝜎𝐴,𝑖 is outputted by SamplePre
with Gaussian parameter 𝑠1, ∥𝜎𝐴,𝑖∥ ≤ 𝑠1

√
𝑚 hold

for 1 ≤ 𝑖 ≤ 𝑘 + 1 with overwhelming probability.
Therefore, we have ∥𝑊∥ < (𝑘 + 1)2𝑝𝑞𝑠1

√
𝑚.

Consequently, ∥𝑊∥ < 𝛿1 by the assumption.

(ii) By the triangular inequality and 𝜎𝐵,𝑖 ≡ 𝜎
(1)
𝐵,𝑖

(mod 𝑞) according to HenselLift,
∥𝑉 mod 𝑞∥
≤

∑
1≤𝑖,𝑗≤𝑘

∥𝑓𝑖𝑗∥
∥∥∥𝜎(1)

𝐵,𝑗𝜎
⊤
𝐴,𝑖

∥∥∥+ ∥𝑔∥
∥∥∥𝜎(1)

𝐵,𝑘+1𝜎
⊤
𝐴,𝑘+1

∥∥∥ .

Since each 𝑓𝑖,𝑗 , 𝑔 < 𝑝 for 1 ≤ 𝑖, 𝑗 ≤ 𝑘, we have

∥𝑉 mod 𝑞∥ ≤
∑

1≤𝑖,𝑗≤𝑘+1

𝑝
∥∥∥𝜎(1)

𝐵,𝑗𝜎
⊤
𝐴,𝑖

∥∥∥.
Since each 𝜎

(1)
𝐵,𝑗 is outputted by SamplePre with

Gaussian parameter 𝑠2,
∥∥∥𝜎(1)

𝐵,𝑗

∥∥∥ ≤ 𝑠2
√
𝑚 hold for

1 ≤ 𝑗 ≤ 𝑘 + 1. Moreover, as in the above (i),
∥𝜎𝐴,𝑖∥ ≤ 𝑠1

√
𝑚 hold for 1 ≤ 𝑖 ≤ 𝑘+1. This implies

that each coefficient of 𝜎𝐴,𝑖 is at most 𝑠1
√
𝑚.

Therefore, we have ∥𝑉 mod 𝑞∥ < (𝑘 + 1)2𝑝𝑠1𝑠2𝑚.
Consequently, ∥𝑉 mod 𝑞∥ < 𝛿2 by the assumption.

(b) Since the initial signatures outputted by Sign algorithm
satisfy 𝜎𝐴,𝑖, 𝜎𝐵,𝑖 ≡ (𝑥𝑖, 1, . . . , 1)

⊤ (mod 𝑝) for 1 ≤ 𝑖 ≤
𝑘 + 1, the first coefficient in the formula (1) satisfies

𝜎 mod 𝑝

=
∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅ (𝜎𝐴,𝑖 ⊗ 𝜎𝐵,𝑗)

+ 𝑔 ⋅ (𝜎𝐴,𝑘+1 ⊗ 𝜎𝐵,𝑘+1) mod 𝑝

=

⎛
⎝ ∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗𝑥𝑖𝑥𝑗 + 𝑔𝑥2
𝑘+1, ∗, ⋅ ⋅ ⋅ , ∗

⎞
⎠

⊤

=
(
𝑓(𝑥1, . . . , 𝑥𝑘) + 𝑔𝑥2

𝑘+1, ∗, ⋅ ⋅ ⋅ , ∗
)⊤

=(𝑦 + 𝑔𝑥2
𝑘+1, ∗, ⋅ ⋅ ⋅ , ∗)⊤.

(c) By using the fact (𝐴⊗𝐵)(𝜎𝐴,𝑖⊗𝜎𝐵,𝑗) = 𝐴𝜎𝐴,𝑖⊗𝐵𝜎𝐵,𝑗

for 1 ≤ 𝑖, 𝑗 ≤ 𝑘 + 1, the formula (1) implies
(𝐴⊗𝐵)𝜎

=(𝐴⊗𝐵)

⎛
⎝ ∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅ (𝜎𝐴,𝑖 ⊗ 𝜎𝐵,𝑗)

+𝑔 ⋅ (𝜎𝐴,𝑘+1 ⊗ 𝜎𝐵,𝑘+1))

=
∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅ (𝐴⊗𝐵)(𝜎𝐴,𝑖 ⊗ 𝜎𝐵,𝑗)

+ 𝑔 ⋅ (𝐴⊗𝐵)(𝜎𝐴,𝑘+1 ⊗ 𝜎𝐵,𝑘+1)

=
∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅ (𝐴𝜎𝐴,𝑖 ⊗𝐵𝜎𝐵,𝑗)

+ 𝑔 ⋅ (𝐴𝜎𝐴,𝑘+1 ⊗𝐵𝜎𝐵,𝑘+1).

Since the initial signatures outputted by Sign algorithm
satisfy 𝐴𝜎𝐴,𝑖 ≡ 𝛼𝑖 (mod 𝑞𝑟) for 1 ≤ 𝑖 ≤ 𝑘 + 1 and
𝐵𝜎𝐵,𝑗 ≡ 𝛽𝑗 (mod 𝑞𝑟) for 1 ≤ 𝑗 ≤ 𝑘 + 1, we have

(𝐴⊗𝐵)𝜎 =
∑

1≤𝑖,𝑗≤𝑘

𝑓𝑖𝑗 ⋅ (𝛼𝑖 ⊗ 𝛽𝑗) + 𝑔 ⋅ (𝛼𝑘+1 ⊗ 𝛽𝑘+1)

= f
∣∣
𝑋𝑖⊗𝑋𝑗=𝛼𝑖⊗𝛽𝑗

mod 𝑞𝑟.

IV. SECURITY

This section discusses the security of our homomorphic
signature scheme.

Let a security parameter 𝑛 ∈ ℕ. For a homomorphic sig-
nature scheme 𝒮 = (Setup, Sign,Verify,Eval), the advantage
Adv𝒮𝒜(𝑛) is the probability that any probabilistic polynomial
time algorithm 𝒜 wins the following game:

1) A challenger 𝒞 generates (𝑝𝑘, 𝑠𝑘) by using Setup(1𝑛, 𝑘)
and sends the public key 𝑝𝑘 to 𝒜.

2) Sign queries: the next Steps a),b) are repeated for ℓ ∈
{1, . . . , 𝐿}.

a) 𝒜 asks 𝒞 the signatures for a data set (𝑥(ℓ)
1 , . . . , 𝑥

(ℓ)
𝑘 ).

b) 𝒞 tags the data set with 𝜏 (ℓ) ← {0, 1}𝑛
and generates signatures (𝜎

(ℓ)
1 , ⋅ ⋅ ⋅ , 𝜎(ℓ)

𝑘+1) by using

Sign(𝑠𝑘, 𝑝𝑘, 𝜏 (ℓ), (𝑥
(ℓ)
1 , . . . , 𝑥

(ℓ)
𝑘 )). Then 𝒞 answers the

signatures to 𝒜.

3) 𝒜 outputs a tag 𝜏 , a message 𝑚̃, a function 𝑓 , and a
signature 𝜎̃.

The adversary 𝒜 wins if Verify(𝑝𝑘, 𝜎̃, 𝜏 , 𝑚̃, 𝑓) = 1 and either

Type 1: 𝜏 ∕= 𝜏 (ℓ) for ∀ℓ,
or

Type 2: 𝜏 = 𝜏 (ℓ) for some ℓ, 𝑚̃ ∕= 𝑓(𝑥
(ℓ)
1 , . . . , 𝑥

(ℓ)
𝑘 ).

The security of a homomorphic signature scheme is defined
as follows.

Definition 3 (Unforgeability). A homomorphic signature
scheme 𝒮 with a security parameter 𝑛 is unforgeable if
Adv𝒮

𝒜(𝑛) ≤ negl(𝑛) for all probabilistic polynomial time
algorithm 𝒜.

Let the advantage AdvSIS𝑛,𝑞,𝛽

𝒮 (𝑛) be the probability to solve
the SIS𝑛,𝑞,𝛽 problem defined in the section II-B. The following
lemma holds for our scheme.



Lemma 2. Let 𝒮 be the homomorphic signature scheme
described in III with the parameters 𝑘, 𝑛,𝑚, 𝑝, 𝑞, 𝑟 ∈ ℕ,
𝑠1, 𝑠2, 𝛿1, 𝛿2 ∈ ℝ, and let 𝛾 = 𝛿1

√
𝑚, and let ℎ be a number

of queries to the hash oracle.
For any Type 1 adversary 𝒜1 of 𝒮 , there exist the solvers

𝒮, 𝒮′ for the SIS problems such that
Adv𝒮

𝒜1
(𝑛) ≤ ℎ ⋅ Adv

SIS𝑛,𝑞𝑟,𝛾

𝒮 (𝑛) + Adv
SIS𝑛,𝑞,𝛿2

𝒮′ (𝑛) + negl(𝑛).

For any Type 2 adversary 𝒜2 of 𝒮 , there exist the solvers
𝒮, 𝒮′ for the SIS problems such that

Adv𝒮
𝒜2

(𝑛) ≤ Adv
SIS𝑛,𝑞𝑟,𝛾

𝒮 (𝑛) + Adv
SIS𝑛,𝑞,𝛿2

𝒮′ (𝑛) + negl(𝑛).

Proof. At first, we construct the solver for the problem
SIS𝑛,𝑞𝑟,𝛾 using the Type 1 adversary 𝒜1. For an input

𝐴
U∈ ℤ

𝑛×𝑚
𝑞𝑟 of the SIS problem, set 𝐴′∈ℤ𝑛×(𝑚−1)

𝑞𝑟 and
a = (𝑎1, . . . , 𝑎𝑛)

⊤∈ℤ𝑛
𝑞𝑟 such that 𝐴 = [𝐴′∣a]. The solver

𝒮𝐴 for SIS𝑛,𝑞𝑟,𝛾 is constructed as follows.

1) Setup′:
By using Setup(1𝑛, 𝑘), 𝒮𝐴 can honestly generate 𝑝𝑘′ :=
(𝐴′, 𝐵, 𝑥𝑘+1, 𝐻0, 𝐻1, 𝐻2) and 𝑠𝑘′ := (𝑇𝐵) except 𝑇𝐴′ .
Then 𝒮𝐴 passes 𝑝𝑘′ to 𝒜1.

For sign queries by 𝒜1, 𝒮𝐴 answers the signatures
generated by the following Step 2 and 3:

2) 𝒜1 asks 𝒮𝐴 for signing the data set (𝑥(ℓ)
1 , . . . , 𝑥

(ℓ)
𝑘 ).

3) 𝒮𝐴 tags the data set with 𝜏 (ℓ) U← {0, 1}𝑛, and
Sign′:
for 𝑖 ∈ {1, ⋅ ⋅ ⋅ , 𝑘 + 1}:

𝜎
(ℓ)
𝐴′,𝑖 ← 𝐷ℤ𝑚,𝑠1 ∈ ℤ

𝑚−1,

𝐻1[𝜏
(ℓ)∥𝑖] := 𝛼

(ℓ)
𝑖 ← 𝐴′𝜎(ℓ)

𝐴′,𝑖 mod 𝑞𝑟 ∈ ℤ
𝑛
𝑞𝑟 .

𝒮𝐴 can generate 𝜎
(ℓ)
𝐵,𝑖 ∈ ℤ

𝑚−1 by using Sign with 𝑇𝐵 ,

𝜎
(ℓ)
𝑖 := (𝜎

(ℓ)
𝐴′,𝑖, 𝜎

(ℓ)
𝐵,𝑖) ∈ ℤ

2(𝑚−1).

𝒮𝐴 answers 𝜏 (ℓ), (𝜎
(ℓ)
1 , ⋅ ⋅ ⋅ , 𝜎(ℓ)

𝑘+1) to 𝒜1.

For hash queries except those in Sign′ by 𝒜1, 𝒮𝐴 guesses
the output (𝜏 /∈ {𝜏 (ℓ)}, 𝑓) of 𝒜1 and answers the hash
values according to the following Step 4 with respect
to the guess. Except for the guess, 𝒮𝐴 answers random
values in the domain of the hash function.

4) 𝒜1 asks 𝒮𝐴 for hash values of (𝜏 , 𝑓 =∑
1≤𝑖,𝑗≤𝑘 𝑓𝑖𝑗(𝑋𝑖 ⊗𝑋𝑗)), then

𝐻0[𝜏∥𝑓 ] := 𝑔
U← 𝔽𝑝 .

for 𝑖 ∈ {1, . . . , 𝑘}:
𝐻1[𝜏∥𝑖] := 𝛼𝑖

U← ℤ
𝑛
𝑞𝑟 .

for 𝑗 ∈ {1, . . . , 𝑘 + 1}:
𝐻2[𝜏∥𝑗] := 𝛽𝑗 = (𝛽𝑗,1 . . . 𝛽𝑗,𝑛)

⊤ U← ℤ
𝑛
𝑞 .

𝛼𝑘+1 ←
(
a−∑

1≤𝑖,𝑗≤𝑘 𝑓𝑖𝑗𝛽𝑗,1𝛼𝑖

)
/(𝑔𝛽𝑘+1,1).

𝐻1[𝜏∥𝑘 + 1] := 𝛼𝑘+1 ∈ ℤ
𝑛
𝑞𝑟 .

𝒮𝐴 answers 𝐻0[𝜏∥𝑓 ], 𝐻1[𝜏∥1], . . . , 𝐻1[𝜏∥𝑘 + 1],
𝐻2[𝜏∥1], . . . , 𝐻2[𝜏∥𝑘 + 1] to 𝒜1.

5) 𝒜1 outputs (𝜏 , 𝑚̃, 𝜎̃, 𝑓). If 𝜏 is not the guessed value in
the above Step 4, then abort.

6) Let the (𝑚− 1)× (𝑚− 1) matrix 𝑉 such that vec(𝑉 ) =
𝜎̃, and let the (𝑚 − 1) × 𝑛 matrix 𝑊 := (𝐵𝑉 )⊤. If
𝑊 ≡ 𝑂 (mod 𝑞), then abort𝒮𝐴

. Otherwise, there exists

the nonzero column w in 𝑊 . 𝒮𝐴 can output the column
vector z := (w⊤ ∣ − 1)⊤ ∈ ℤ

𝑚.
Since 𝐴′w ≡ a (mod 𝑞𝑟), the output z satisfies 𝐴z =
𝐴′w − a ≡ 0 (mod 𝑞𝑟). Since ∥𝑊∥ < 𝛿1, ∥z∥ <√
(𝑚− 1)𝛿21 + 1 < 𝛾 if 𝛿1 > 1. Therefore, 𝒮𝐴 outputs a

solution for SIS𝑛,𝑞𝑟,𝛾 with the input 𝐴.
Next, we construct the solver 𝒮𝐵 for the problem SIS𝑛,𝑞,𝛿2

with an input 𝐵
U∈ ℤ

𝑛×𝑚
𝑞 by using the Type 1 adversary 𝒜1

as follows.
1) Setup′:

By using Setup(1𝑛, 𝑘), 𝒮𝐵 can honestly generate 𝑝𝑘′ :=
(𝐴,𝐵, 𝑥𝑘+1, 𝐻0, 𝐻1, 𝐻2) and 𝑠𝑘′ := (𝑇𝐴) except 𝑇𝐵 .
Then 𝒮𝐵 passes 𝑝𝑘′ to 𝒜1.

For sign queries by 𝒜1, 𝒮𝐵 answers the signatures
generated by the following Step 2 and 3:

2) 𝒜1 asks 𝒮𝐵 for signing the data set (𝑥(ℓ)
1 , . . . , 𝑥

(ℓ)
𝑘 ).

3) 𝒮𝐵 tags the data set with 𝜏 (ℓ) U← {0, 1}𝑛, and
Sign′:
for 𝑖 ∈ {1, ⋅ ⋅ ⋅ , 𝑘 + 1}:

𝒮𝐵 can generate 𝜎
(ℓ)
𝐴,𝑖 ∈ ℤ

𝑚 by using Sign with 𝑇𝐴,

𝜎
(ℓ)
𝐵,𝑖 ← HenselLift(𝑞, 𝑟, 𝛽𝑖, 𝐵, 𝜎′ ← 𝐷ℤ𝑚,𝑠2)

𝐻2[𝜏
(ℓ)∥𝑖] := 𝛽

(ℓ)
𝑖 ← 𝐵𝜎

(ℓ)
𝐵,𝑖 mod 𝑞 ∈ ℤ

𝑛
𝑞 ,

𝜎
(ℓ)
𝑖 = (𝜎

(ℓ)
𝐴,𝑖, 𝜎

(ℓ)
𝐵,𝑖) ∈ ℤ

2𝑚.

𝒮𝐵 answers 𝜏 (ℓ), (𝜎
(ℓ)
1 , ⋅ ⋅ ⋅ , 𝜎(ℓ)

𝑘+1) to 𝒜1.

For hash queries except those in Sign′ by 𝒜1, 𝒮𝐵 answers
random values in the domain of the hash function.

4) 𝒜1 outputs (𝜏 , 𝑚̃, 𝜎̃, 𝑓).
5) Let the 𝑚×𝑚 matrix 𝑉 such that vec(𝑉 ) = 𝜎̃( ∕= 0). If

𝐵𝑉 ∕≡ 𝑂 (mod 𝑞), then abort𝒮𝐵
. Otherwise, there exists

the nonzero column v in 𝑉 . 𝒮𝐵 can output v ∈ ℤ
𝑚.

The output v satisfies 𝐵v ≡ 0 (mod 𝑞) and ∥v mod 𝑞∥ < 𝛿2.
Therefore, 𝒮𝐵 solves SIS𝑛,𝑞,𝛿2 with the input 𝐵.

By using the above solvers 𝒮𝐴 and 𝒮𝐵 , we will evaluate the
probability Adv𝒮

𝒜1
(𝑛). If 𝒮𝐴 or 𝒮𝐵 chooses the same tag for

the different queries in Step 3, then the simulation fails. But
the failure probability is negl(𝑛). Since the number of the hash
queries in 𝒮𝐴 is ℎ, the probability that the guess of 𝒮𝐴 in Step
4 is 1/ℎ. Moreover, if 𝒜1 succeeds in forging the signature
for 𝒮 , then both Step 6 of 𝒮𝐴 and Step 5 of 𝒮𝐵 does not abort
at the same time. Therefore, we have
Adv𝒮

𝒜1
(𝑛) ≤ ℎ ⋅ Adv

SIS𝑛,𝑞𝑟,𝛾

𝒮𝐴
(𝑛) + Adv

SIS𝑛,𝑞,𝛿2

𝒮𝐵
(𝑛) + negl(𝑛).

Secondly, by using the Type 2 adversary 𝒜2, we construct

the solver 𝒮′𝐴 for the problem SIS𝑛,𝑞𝑟,𝛾 with an input 𝐴
U∈

ℤ
𝑛×𝑚
𝑞𝑟 as follows.
1) Setup′:

By using Setup(1𝑛, 𝑘), 𝒮𝐴 can honestly generate 𝑝𝑘′ :=
(𝐴,𝐵, 𝑥𝑘+1, 𝐻0, 𝐻1, 𝐻2) and 𝑠𝑘′ := (𝑇𝐵) except 𝑇𝐴.
Then 𝒮′𝐴 passes 𝑝𝑘′ to 𝒜2.

For sign queries by 𝒜2, 𝒮′𝐴 answers the signatures
generated by the following Step 2 and 3:

2) 𝒜2 asks 𝒮′𝐴 for signing the data set (𝑥(ℓ)
1 , . . . , 𝑥

(ℓ)
𝑘 ).

3) 𝒮′𝐴 tags the data set with 𝜏 (ℓ) U← {0, 1}𝑛, and
Sign′:



for 𝑖 ∈ {1, ⋅ ⋅ ⋅ , 𝑘 + 1}:
𝜎
(ℓ)
𝐴,𝑖 ← 𝐷ℤ𝑚,𝑠1 ∈ ℤ

𝑚,

𝐻1[𝜏
(ℓ)∥𝑖] := 𝛼

(ℓ)
𝑖 ← 𝐴𝜎

(ℓ)
𝐴,𝑖 mod 𝑞𝑟 ∈ ℤ

𝑛
𝑞𝑟 .

𝒮′𝐴 can generate 𝜎
(ℓ)
𝐵,𝑖 ∈ ℤ

𝑚 by using Sign with 𝑇𝐵 ,

𝜎
(ℓ)
𝑖 = (𝜎

(ℓ)
𝐴,𝑖, 𝜎

(ℓ)
𝐵,𝑖) ∈ ℤ

2𝑚.

𝒮′𝐴 answers 𝜏 (ℓ), (𝜎
(ℓ)
1 , ⋅ ⋅ ⋅ , 𝜎(ℓ)

𝑘+1) to 𝒜2.
4) 𝒜2 outputs (𝜏 (ℓ′), 𝑚̃, 𝜎̃, 𝑓).

5) 𝜎′ ← Eval
(
𝑝𝑘′, 𝜏 (ℓ′), (𝜎

(ℓ′)
1 , ⋅ ⋅ ⋅ , 𝜎(ℓ′)

𝑘+1), 𝑓
)

.

6) Let the 𝑚×𝑚 matrix 𝑉 such that vec(𝑉 ) = 𝜎̃ − 𝜎′( ∕=
0), and let the 𝑚 × 𝑛 matrix 𝑊 := (𝐵𝑉 )⊤. If 𝑊 ≡
𝑂 (mod 𝑞), then abort𝒮′

𝐴
. Otherwise, there exists the

nonzero column vector w in 𝑊 . 𝒮′𝐴 can output the vector
w ∈ ℤ

𝑚.

The output w satisfies 𝐴w ≡ 0 (mod 𝑞𝑟) and ∥w∥ <
𝛿1
√
𝑚 = 𝛾 since ∥𝑊∥ < 𝛿1. Therefore, 𝒮′𝐴 outputs a solution

for SIS𝑛,𝑞𝑟,𝛾 with the input 𝐴.
Next, we construct the solver 𝒮′𝐵 for the problem SIS𝑛,𝑞,𝛿2

with an input 𝐵
U∈ ℤ

𝑛×𝑚
𝑞 by using 𝒜2 as follows.

1) Setup′:
By using Setup(1𝑛, 𝑘), 𝒮′𝐵 can honestly generate 𝑝𝑘′ :=
(𝐴,𝐵, 𝑥𝑘+1, 𝐻0, 𝐻1, 𝐻2) and 𝑠𝑘′ := (𝑇𝐴) except 𝑇𝐵 .
Then 𝒮′𝐵 passes 𝑝𝑘′ to 𝒜2.

For sign queries by 𝒜2, 𝒮′𝐵 answers the signatures
generated by the following Step 2 and 3:

2) 𝒜2 asks 𝒮′𝐵 for signing the data set (𝑥(ℓ)
1 , . . . , 𝑥

(ℓ)
𝑘 ).

3) 𝒮′𝐵 tags the data set with 𝜏 (ℓ) U← {0, 1}𝑛, and
Sign′:
for 𝑖 ∈ {1, ⋅ ⋅ ⋅ , 𝑘 + 1}:

𝒮′𝐵 can generate 𝜎
(ℓ)
𝐴,𝑖 ∈ ℤ

𝑚 by using Sign with 𝑇𝐴,

𝜎
(ℓ)
𝐵,𝑖 ← HenselLift(𝑞, 𝑟, 𝛽𝑖, 𝐵, 𝜎′ ← 𝐷ℤ𝑚,𝑠2 ∈ ℤ

𝑚)

𝐻2[𝜏
(ℓ)∥𝑖] := 𝛽

(ℓ)
𝑖 ← 𝐵𝜎

(ℓ)
𝐵,𝑖 mod 𝑞 ∈ ℤ

𝑛
𝑞 ,

𝜎
(ℓ)
𝑖 = (𝜎

(ℓ)
𝐴,𝑖, 𝜎

(ℓ)
𝐵,𝑖) ∈ ℤ

2𝑚.

𝒮′𝐵 answers 𝜏 (ℓ), (𝜎
(ℓ)
1 , ⋅ ⋅ ⋅ , 𝜎(ℓ)

𝑘+1) to 𝒜2.

4) 𝒜2 outputs (𝜏 , 𝑚̃, 𝜎̃, 𝑓).
5) Let the 𝑚 × 𝑚 matrix 𝑉 such that vec(𝑉 ) = 𝜎̃. If

𝐵𝑉 ∕≡ 𝑂 mod 𝑞, then abort𝒮′
𝐵

. Otherwise, there exists
the nonzero column vector v in 𝑉 . 𝒮′𝐵 can output
v ∈ ℤ

𝑚.

The output v satisfies 𝐵v ≡ 0 mod 𝑞 and ∥v mod 𝑞∥ < 𝛿2.
Therefore, 𝒮′𝐵 solves SIS𝑛,𝑞,𝛿2 with the input 𝐵.

By using the above solvers 𝒮′𝐴 and 𝒮′𝐵 , we will evaluate
the probability Adv𝒮

𝒜2
(𝑛). If 𝒮′𝐴 or 𝒮′𝐵 chooses the same tag

for the different queries in Step 3, then the simulation fails. But
the failure probability is negl(𝑛). Moreover, if 𝒜2 succeeds in
forging the signature for 𝒮 , then the abortion of either Step 6
in 𝒮′𝐴 or Step 5 in 𝒮′𝐵 does not occur. Therefore, we have

Adv𝒮
𝒜2

(𝑛) ≤ Adv
SIS𝑛,𝑞𝑟,𝛾

𝒮′
𝐴

(𝑛) + Adv
SIS𝑛,𝑞,𝛿2

𝒮′
𝐵

(𝑛) + negl(𝑛).

Lemma 2 implies the following corollary about the security
of our homomorphic signature scheme in section III.

Corollary 1 (Unforgeability). If the SIS𝑛,𝑞,𝛾 with parameters
𝑛,𝑚, 𝑞 ∈ ℕ, 𝛾 ∈ ℝ is infeasible, then the homomorphic
signature scheme 𝒮 described in section III is unforgeable in
the random oracle model.

V. PARAMETERS

We consider parameters such that our scheme satisfies its
correctness and unforgeability. First, we show 𝛿1, 𝛿2 such that
satisfy the correctness conditions in Lemma 1. Next, under
these 𝛿1, 𝛿2 we set up the parameters 𝑘,𝑝,𝑟,𝑞,𝑚 to make the
SIS problems infeasible. Followings are detail.

According to the parameter settings in section
II-C, we can choose 𝑠1 = Θ(𝑝𝑛𝑟 log 𝑞 log 𝑛),
because TrapGen(𝑛, 𝑞𝑟,𝑚) outputs (𝐴, 𝑇𝐴) such that
∥𝑇𝐴∥ = 𝑂(𝑛𝑟 log 𝑞) and SamplePre(𝑝Λ⊥

𝑞𝑟 (𝐴), 𝑝𝑇𝐴, t, 𝑠1)
requires 𝑠1 ≥ ∥𝑝𝑇𝐴∥ ⋅ 𝜔(

√
log 𝑛). Similarly, we can choose

𝑠2 = Θ(𝑝𝑛 log 𝑞 log 𝑛) for TrapGen(𝑛, 𝑞,𝑚)→ (𝐵, 𝑇𝐵) and
SamplePre(𝑝Λ⊥

𝑞 (𝐵), 𝑝𝑇𝐵 , t, 𝑠2). Therefore we have

𝛿1 = Θ
(
𝑘2𝑝2𝑞𝑟𝑚1/2𝑛 log 𝑛 log 𝑞

)
,

𝛿2 = Θ
(
𝑘2𝑝3𝑟𝑚𝑛2 log2 𝑛 log2 𝑞

)
so that our scheme is correct according to Lemma 1. Moreover,
we can choose

𝑘 = Θ(1), 𝑝 = Θ(1), 𝑟 = 2, 𝑞 = Θ(𝑛4),𝑚 = Θ(𝑛 log 𝑛).

Then we have 𝛾 = 𝛿1
√
𝑚 = Θ(𝑛6.5 log3 𝑛) in Lemma 2

and 𝑞𝑟 = Θ(𝑛8). Since 𝛾 < 𝑞𝑟, the SIS𝑛,𝑞𝑟,𝛾 problem is
infeasible according to the section II-B. Also, we have 𝛿2 =
Θ(𝑛3 log5 𝑛) and 𝑞 = Θ(𝑛4). Since 𝛿2 < 𝑞, the SIS𝑛,𝑞,𝛿2

problem is also infeasible. Consequently, corollary 1 implies
that our homomorphic signature scheme 𝒮 shown in section
III is unforgeable.
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