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Abstract—Homomorphic signatures can provide a credential
of a result which is indeed computed with a given function on a
data set by an untrusted third party like a cloud server, when
the input data are stored with the signatures beforehand. Boneh
and Freeman in EUROCRYPT2011 proposed a homomorphic
signature scheme for polynomial functions of any degree, however
the scheme is not based on the normal short integer solution
(SIS) problems as its security assumption. In this paper, we
show a homomorphic signature scheme for quadratic polynomial
functions those security assumption is based on the normal SIS
problems. Our scheme constructs the signatures of multiplication
as tensor products of the original signature vectors of input data
so that homomorphism holds. Moreover, security of our scheme is
reduced to the hardness of the SIS problems respect to the moduli
such that one modulus is the power of the other modulus. We
show the reduction by constructing solvers of the SIS problems
respect to either of the moduli from any forger of our scheme.

I. INTRODUCTION

Homomorphic signatures can provide a credential of a
result which is indeed computed with a given function over
a certain data set, when the input data set is stored with
signatures beforehand. Let a client store an initial data set
(z1, - ,xE) with its signatures (oq,---,0%) in a cloud
server, and f(X7,---,X}) denotes a given function. Then
homomorphic signature enables a server to output a signature
oy,5 for aresult y = f(x1,--- ,x). Moreover, the signature
can be publicly verified without the initial data. Homomorphic
signature schemes are considered to be applicable to electronic
voting, smart grids and electronic health records [1].

Boneh and Freeman [2] proposed a homomorphic signature
scheme for linear functions. That is, their scheme is limited to
the only case of deg f = 1. Boneh and Freeman [3] also
proposed a homomorphic signature scheme for polynomial
functions of any degree. However, [3] was not based on
normal short integer solution (SIS) problems as its security
assumption. They assume SIS problems related with principal
ideals over ideal lattices, which is unclear as the security as-
sumption. Moreover, Gorbunov, Vaikuntanathan and Wichs [4]
proposed a homomorphic signature scheme based on normal
SIS problems as its security assumption. However the size of
signatures for initial data, what we call the initial signatures
hereafter, was large as O(nQ) for the security parameter n.
Our homomorphic signature scheme is based on normal SIS
problems as its security assumption, which can be reduced
to the worst-case lattice problems [5]. The size of the initial
signatures of our scheme is double as [2], that is O(n).
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Therefore, our scheme is efficient with respect to storage size
for the initial data comparing to [4]. Our homomorphic scheme
is applicable to the case up to deg f = 2, however, it is worth
enough for statistical computation in the cloud.

Our scheme is based on the linear homomorphic signature
scheme in [3], which builds on the GPV signature scheme
[6] using trapdoors for lattices. When x1, xo are an initial
data, then the initial signatures for x1, xo are short vectors
01, 02 such that Aoy = «, Bog = 3 for certain matrices A,
B and given vectors «, 8. Our scheme constructs a signature
of multiplication x122 as a tensor product o1 ® g2, what we
call the derived signature hereafter. Since tensor products have
a property: (A ® B)(01 ® 02) = Aoy ® Boa, we have (A ®
B)(01 ® 02) = a ® f for the derived signature verification.

However, we cannot directly reduce a security of our
scheme to solving the SIS problem as (A® B)o = 0, because
A ® B is not an uniformly random matrix, whereas A, B are
even uniformly random matrices. For that reason, we reduce
the security of our scheme to solving the SIS problem with
respect to A or B by decomposing the SIS problem with
respect to A ® B using two moduli such that one modulus
is the power of the other modulus.

II. PRELIMINARIES
A. Notations

Let N, Z and R be positive integers, integers and real num-
bers respectively, and Z, be a quotient ring with a modulus
q € N. We denote negl(n) = 2-«(°8™) a negligible function
with respect to n € N.

For any n x m matrices A and B, the tensor product (or
Kronecker product) of A and B denoted by A ® B is an

n? x m? matrix defined by:

allB almB

A®B= ,where A = (a;;).

anlB ant
For a m x m matrix V, let vec(V') denote a column vector
of dimension m? formed by stacking each columns v; of V:
Vi
vec(V) :=

,where V = (vy -+ - vp,).

Vm
Then we will use the following fact of tensor products and
matrix multiplications [7]: (A ® B)vec(V) = vec (BVAT).



In particular, a® b = vec(baT) for n-dimensional vectors a,
b when m =1, V = 1. We define ||V := max; ||v;|| for a
matrix V' whose columns are v;.
Let Ay (4) = {ze€Z"|Az=0modq} be a m-
dimensional lattice with a parity-check matrix A € Zg*™.
For a lattice L C Z™, areal s > 0 and a vector ¢ €
R™, the discrete Gaussian distribution over L is denoted by

exp (—||x—c|*/s?)

Deyr,s(x) := DRy g o ey for all x € L.

B. SIS problems

Our scheme uses Short Integer Solution (SIS) problems [5]
as security assumption. SIS problems are defined as follows.

Definition 1 (SIS,, 4,3 problem). Let n,q,m € N, 8 € Ryq.
SIS, 4,5 problem is that for a uniformly random chosen A €
Zy*™, find z € Z™ \ {0} such that [|z]| < 3 and Az =
0 mod gq.

If m > 2nlogg and S > /m hold, then SIS, ;3
problem has a solution. Moreover, solving SIS,, ; 3 problem
for # = poly(n) and ¢ > B-w(y/nlogn) is known at least hard
as solving approximate Shortest Independent Vector Problem
(SIVP), where the SIVP approximate factor is 3 - O(y/n)[6,
Proposition 5.7]. Therefore, SIS,, ;, 3 problems are considered
as infeasible.

C. Algorithms for generating lattices with trapdoors and
sampling short vectors from the lattices

We explain an algorithm TrapGen for generating parity-
check lattices with trapdoors and an algorithm SamplePre for
sampling short vectors from these lattices. These algorithms
are used in our scheme as sub algorithms.

Micciancio and Peikert [8, Theorem 5.1] provide an al-
gorithm to output an uniformly random parity-check matrix
A € Z2*™ and a trapdoor R of the lattice A (A) for
given n,q,m € N such that ¢ > 2 and m = O (nlogq).
Moreover, they provide an algorithm to output z € Z" such
that Az = « (mod ¢q), ||z|| = O(nlogq) and its output
distribution is Gaussian over a coset of Aj(A) with the
deviation s - w(y/logn) for given o € Z7, s = O (v/nlogq).

By using these algorithms, we can obtain an algorithm
TrapGen(n, ¢, m) to output a matrix A € Z;*™ and a basis T
of AJ-(A) such that |T|| = O(nlogq). Also, according to [6],
we can obtain an algorithm SamplePre(A, T t, s) to output a
vector z € Z™ such that z € t+ A for a given m-dimensional
lattice A, its short basis 7', t € Z™ and s > ||T|| - w(y/log n),
then the output satisfies ||z|| < sy/m with overwhelming
probability.

D. Hensel lifting algorithm

We describe the algorithm HenselLift which is used in our
scheme. Let B € Zy ™™ be a parity-check matrix and 01 € Z™
such that Boy = 8 (mod ¢) for some . Then the algorithm
HenselLift outputs a vector o € Z™ such that o = 01 (mod ¢)
and Bo; = f (mod ¢") for a given » € N. Namely the
algorithm HenselLift lifts up oy in a coset of AqL(B) to o

in a coset of Aj.(B), where B is considered in Z{™. The
following algorithm 1 describes HenselLift.

Algorithm 1 HenselLift(q,r, 5, B, 01)
IN: ¢ € N: prime, r € N, 8 € Z, B = [B1|Bs] € Zy*m st
By € 2P, 0y € Z™ st Boy = 3 (mod q)
OUT: 0 € Z™ s.t. 0 = 01 (mod ¢), Bo = (mod ¢")
1: for i =2 to r do _
2: V (6—Bgi_1)/qzil ez
/*Boi_1 = (mod ¢~ 1)*/
$ m—n
X9 Zq
X1 Bl_l(v — Bsxy) mod ¢

i—1 | X1

5. 0, 0;.1+¢q Xz} /+Bo; = (mod qi)*/

6: return o,

III. OUR SCHEME

In the following, we explain the outline of our scheme.

Let x; € Z™ be a vector whose first coefficient has each
message x; in the data set. Let p, ¢ be primes s.t. (p,q) = 1
and r € N, and A € Zgrxm, B e ngm denote parity-check
matrices. Let a; € Zgr, Bi € Zq be hash values for the identity
function X; of the message x;.

By the Chinese remainder theorem and using the trapdoors
as in [3], we can obtain a short vector o4 ,; € Z™ such that
ca; = X; (mod p) and Aoy ,; = «o; (mod ¢"). Similarly,
we can obtain a short vector op; € Z™ such that op; =
x; (mod p) and Bop, = f; (mod ¢"). We set the initial
signature for z; as (04,4,05,;) € Z*™.

We construct the derived signature o of multiplication
x;x; as a tensor product ¢ = o4,; ® op; € Z™*. Then
the first coefficient of ¢ mod p is equivalent to x;z;. Also,
(A ® B)o mod ¢" is equivalent to o; ® ;. Hence we can
verify the signature by these formulas and how short o is.

The latter formula is considered as a verification with the
parity-check rglatrjzx A ® B, however, A® B is not uniformly
random in Z™ *™" although A and B are uniformly random in
Z™*™ . Therefore, the security of our scheme cannot be simply
reduced to the SIS problem with the parity-check matrices in
gm?xn®

We break down the problem into two SIS problems by using
the following observation. Let V' := UBJ-JXJ € Z™*™ and
W = (BV)T € Z™*", then, since vec(V) =04, ® 05, =
o, BV =WT and W'AT = (AW)T, we have

(A® B)o = vec (BVAT) = vec ((AW)T) .
Therefore, if ¢ is a nonzero solution for (A ® B)o = 0, then
the nonzero matrix V satisfies BV = O or the nonzero matrix
W satisfies AW = O. Since each of the column vectors of
V' is short comparing to g, if there exists the nonzero column
vector then it is a solution for the SIS problem with respect to
B. On the other hand, each of the column vectors of W has
the relatively large size comparing to the modulus ¢ of B. For
this reason, by using the larger modulus ¢" for A, we make
the column vectors of W to be short relatively. Thus, we can



reduce the security of our scheme to solve the SIS problem
with respect to B or A.

We show the construction of our scheme in the following.
Let a security parameter n € N, a maximum data set size
k € N, different primes p,q, positive integers r,m € N,
Gaussian parameters s;,s2 € R to be used in the signing,
and parameters 01,92 € R for the verification. By using the
sub algorithms TrapGen, SamplePre, HenselLift in the section
II-C, II-D, we describe our homomorphic signature scheme S
consisting of four algorithms (Setup, Sign, Verify, Eval).

o Setup(1™, k) — (pk, sk).

1) zp1 g F, : a value for a dummy variable,
Hy : {0,1}* — F, : hash function on tags and
functions,
Hy :{0,1}* — Zy- - hash function on data sets,
Hj :{0,1}* — Zj : hash function on data sets.
2) (A, T4) < TrapGen(n,q",m),
I*A € ZyX™, Ty : a short basis for A (A)*/
(B,Tg) < TrapGen(n,q,m),
I*B € Zy*™, Tg : a short basis for AqL(B)*/
3) return pk = (A, B,xk41,Ho, Hi,Hs), sk =
(Ta,TB).
The next algorithm is signing for an initial data set
(z1, -+ ,x1) € (Fp)* tagged with 7 € {0,1}".
e Sign (sk,pk,7,(z1, - ,2x)) = (01, , Okt1)-
D x;:=(x5,1,..., )T eFyforie{l,....k+1}
2) fori=1,--- ,k+1:
Q; Hl(TH’L),
Compute t € Z™ s.t. t = x; (mod p) and At = «;
(mod ¢") using CRT,
o4,i < SamplePre(pA(A), pTa, t, s1),
/¥ o4, =%; (mod p) A Aoa,; =ca; (mod ¢g")*/
Pi = Hy(7|2),
Compute t € Z™ s.t. t = x; (mod p) and At = 5,
(mod ¢) using CRT,

o), < SamplePre(pAL(B), pTs, . 52),

(mod p) A Bagy)i = 5; (mod q)*/

o5, + Hensellift(q,r, B, B, o))

/* ‘7}(31,)1‘ =x;

/¥ op; = x; (mod p) ANog,; = ag)i (mod q) A
Bop, = i (mod g7) |
g; = (O-A7i7O-B,i) € 72,
3) return (01,...,0%+1)

The next algorithm generates the derived signature o for
the result y = f(x1,...,xx) of a function f(Xy,..., X)) =
Zl<i7j<k fijX:X;, fij € Fp, fi; = f;: on the input data set
tagged with 7.

o Eval(pk,t, (01, - ,0k+1), f) — o for

y=f(z1,...,2x) € Fp with 7.

1) g« Ho(7]f).
D) £i=3 g < fii (X ® Xj)2+ g (Xkt1 ® Xpt1).
3) 0« f|Xi®Xj=oA,i®aB,,- ezZ™.

The next algorithm verifies the result y of the function f
and the input data tagged with 7 using the signature o.

o Verify(pk,o,7,y, f) — accept or reject.

1) g« Ho(7]lf).
D) =31 < fii (X ®@X;) + 9 (Xiy1 ® Xpq).
3) fori=1,--- ,k+1:
o Hl(THi), ﬁi — HQ(THZ)
4) If the following three conditions hold, then output
accept. Otherwise output reject.
a) Set V€ Zm*™ st o =vec(V), W := (BV)'.
i [W < oy,
i) ||V mod ¢ < da.
b) 0= (y+gxi %
¢) (A® B)

;)T (mod p).
2
0= f‘Xi@Xj:&i@ﬁj € Zn (mOd qr)
The correctness of homomorphic signature schemes is de-
fined as follows.

Definition 2. Let a message space be M and a target
function space be F. An homomorphic signature scheme
S = (Setup, Sign, Verify, Eval) is correct, if for any (pk, sk)
generated by Setup(1™, k), any data set (z1,---,zx) € MF
tagged with 7 € {0,1}"™ and any function f(Xy,...,X%) €
F, the following formula holds:

Verify (pk, Eval (pk, T, Sign (sk, pk, T, (x1,- -+ ,z)), f)

,T,y:f(:zzl,...,xk),f):l,

Our proposed homomorphic signature scheme satisfies the
following lemma.

Lemma 1 (Correctness). The above homomorphic signa-
ture scheme S = (Setup, Sign, Verify, Eval) with parameters
n,k,r,m € N, primes p,q € N, s1,592,01,d2 € R, is correct
if (k+ 1)%pgsi/m < 61 and (k + 1)%psyisam < &s.

Proof. Let (pk,sk) be an output by Setup(1”,k), a data
set (z1, - ,2r) € (Fp)* tagged with 7 € {0,1}" and
signatures (o1,...,054+1) < Sign(sk,pk, 7, (z1, - ,2k))
such that o, = (oa4,0B4), 1 < i < k + L
Let 0 <« Eval(pk,7,(01,...,06+1),f) for a function

F(Xa, s Xk) = D1 <ij<n 55 Xi Xy, (fij € Fp, fij = fii)-
Then we have
o=f Xi®X;j=04,iQ0B,;

= Z fij - (0ai®0B;)+ g - (Cakr+t1 @B r+1) (1)
1<i,j<k
In the following, we will check the conditions (a), (b), (c) in
Verify.
(a) Let V be a matrix s.t. ¢ = vec(V), W := (BV)T. Since
0ai®opj =vec(opjo,,) forl <i,j <k+1, we

have
V= fii- ol 4q. T
= ij "0B,jOA; T 9 OBk+10A k+t15
1<i,j<k
-
W = . Bogp.iok .B T
= fij OB,jOA; T 9 DOBE+10A jy1

1<i,j<k

= Y fij-0ai(Bop;) +9 0ars1(Bopri)’
1<i,j<k



(i) By the triangular inequality,
W< > AfilllloaiBosy)T|
1<i,j<k
+ gl [|oaksr(Bop i)' ||-
Since each f; ;,g < p is satisfied for 1 <,5 <k,
Wi< S plloaiBosy)T|.
1<i,j<k+1
Since each op ; is outputted by HenselLift, Bop ; =
B; (mod ¢") for 1 < j < k+1. Also, since each 3;
is outputted by the hash function Hs, each coefficient
of 8 € Zy is less than q. These imply
W< S palloal:
1<i,j<k+1
Moreover, since each o 4 ; is outputted by SamplePre
with Gaussian parameter s1, ||o4 || <
for 1 < ¢ < k + 1 with overwhelming probability.
Therefore, we have [|[W] < (k + 1)*pgsiv/m.
Consequently, ||| < d; by the assumption.

)

(ii) By the triangular inequality and op, = o}

(mod ¢) according to HenselLift,

|V mod q||
1 1
< 0 Wl oo k| + gl o sio kil
1<i,j<k

Since each f; ;,g < p for 1 <4i,5 <k, we have

1
IVimodal< 3 pllolod-
1<i,j<k+1

(€]

Since each o’ is outputted by SamplePre with

Gaussian parameter so, H )H < s94/m hold for
1 < 5 < k4 1. Moreover, as in the above (i),
lloa:l < s1y/mholdfor 1 <4 < k+1. This implies
that each coefficient of o4, is at most sii/m.
Therefore, we have ||V mod q|| < (k + 1)%psisam.
Consequently, ||V mod ¢|| < J2 by the assumption.

(b) Since the initial signatures outputted by Sign algorithm
satisfy 044,08, = (2;,1,..., 1) (mod p) for 1 <i <
k + 1, the first coefficient in the formula (1) satisfies
o mod p
Z fij - (0ai®0Bj)
1<i,j<k

+9-(0A k1 ® 0B ky1) mod p

T
= Z fijxixj+gxi+l7*7...7*
1<i,j<k
2 T
:(f(x1a~~;xk)+g$k+1,*,-~- 7*)
:(y +gxi+1, EI ’*)T.
(c) By using the fact (A® B)(04;®0p ;) = Aca,;® Bog,

for 1 <i,5 < k+ 1, the formula (1) implies
(A® B)o

=(A® B) Z fij - (cai®op;)

1<4,j<k
+9- (0Ak+1 ® 0B Kk+1))
> Jiy (A®B)(oa;®o5,)
1<i,j<k
+9- (A® B)(0A k1 ® 0B k11)
= Z Jij - (Aoa; ® Bop j)
1<i,j<k
+g- (AO’A7k+1 X BUB,k+1)-
Since the initial signatures outputted by Sign algorithm
satisfy Aoa, = a; (mod ¢") for 1 < i < k+ 1 and
Bop,; =6; (mod ¢") for 1 < j <k+1, we have
(A@B)o= > fij (i ®B;)+g- (hi1® Brya)
1<i,j<k

— T
= f‘X1;®X,-=ai®Bj mod ¢".

IV. SECURITY

This section discusses the security of our homomorphic
signature scheme.
Let a security parameter n € N. For a homomorphic sig-
nature scheme S = (Setup, Sign, Verify, Eval), the advantage
Advi(n) is the probability that any probabilistic polynomial
time algorithm A wins the following game:
1) A challenger C generates (pk, sk) by using Setup(1™, k)
and sends the public key pk to A.

2) Sign queries: the next Steps a),b) are repeated for ¢ €
{1,...,L}.
a) A asks C the signatures for a data set (xgg), e ,xg)).
b) C tags the data set with (9 <« {0,1}"

and generates signatures (a§ ),-~- 1(6421) by using

Sign(sk, pk, (9 (:c(le), ceey gf))). Then € answers the
signatures to A.
3) A outputs a tag 7, a message m, a function f and a
signature G.
The adversary A wins if Verify(pk, &, 7,m, f) = 1 and either
Type 1: 7 # 70 for V¢,
or
Type 2: 7 =71 for some ¢, i # f(azgé), cey T
The security of a homomorphic signature scheme is defined
as follows.

l
.

Definition 3 (Unforgeability). A homomorphic signature
scheme S with a security parameter n is unforgeable if
Adv (n) < negl(n) for all probabilistic polynomial time
algorithm A.

Let the advantage Advgls""“ﬂ (n) be the probability to solve

the SIS,, 4 3 problem defined in the section II-B. The following
lemma holds for our scheme.



Lemma 2. Let & be the homomorphic signature scheme
described in III with the parameters k,n,m,p,q,r € N,
S1,82,01,02 € R, and let v = 014/m, and let h be a number
of queries to the hash oracle.

For any Type 1 adversary A; of S, there exist the solvers

8, 8’ for the SIS problems such that

Advi1 (n) <h- Advzls"’qr'” (n) + Advzl,sn’q"s2 (n) + negl(n).

For any Type 2 adversary Ao of S, there exist the solvers
8, 8’ for the SIS problems such that
AdvS, (n) < Advg>™" (n) + Advg, """ (n) + negl(n).

Proof. At first, we construct the solver for the problem
SIS, 4~ ~ using the Type 1 adversary A;. For an input

A g ZyX™ of the SIS problem, set A’ EZZTX(m_l) and
a = (a1,...,a,)  €Z7 such that A = [A’|a]. The solver
8 4 for SIS, 4+ is constructed as follows.
1) Setup’:
By using Setup(1™, k), 84 can honestly generate pk’ :=
(A, B, xy41, Ho, Hy, Hy) and sk’ := (Tg) except Ta:.
Then 8 4 passes pk’ to Aj.

For sign queries by A;, 84 answers the signatures
generated by the following Step 2 and 3:

2) A asks 84 for signing the data set (Ig£)7 . ,z,(f)).

3) 84 tags the data set with 7(©) L {0,1}", and
Sign’:
forie{1,--- ,k+1}:
0'1(4[/),1» — Dgm 5, € z7m=1,
Hy[rO))4] = age) — A/U%,))i mod ¢" € Zg:.
84 can generate Ug,)i € Z™~1 by using Sign with Tg,
01@ = (aff,),i,ag?i) € 72(m-1),

8 4 answers 7 (a%e), e ,a,(ﬁl) to Aj.

For hash queries except those in Sign’ by A4, 84 guesses

the output (7 ¢ {7V}, f) of A; and answers the hash

values according to the following Step 4 with respect

to the guess. Except for the guess, § 4 answers random

values in the domain of the hash function.
4) A; asks 84 for hash values of

Zlgi,jgk fi(Xi ® X)), then

Hol7|lf] := g < F.

forie {1,...,k}:

H[7]li] = a; & 21
forje{l,....,k+1}:

Ho[F|l5] = 85 = (Bj1 -+ Bin) T & ZLy.
Qpy1 (a =D 1<ij<k fijﬁj,loéi) /(9Bk+1,1)-
H[7||k+ 1] := aga € L.

S84 answers Ho[7||f], Hi[7|1],..., Hi[T|k + 1],
HQ[’I:””, ceey HQ[;]:”k + 1] to .Al.

5) A, outputs (7,7m,d, f). If 7 is not the guessed value in
the above Step 4, then abort.

6) Let the (m —1) X (m — 1) matrix V such that vec(V') =
&, and let the (m — 1) x n matrix W := (BV)T. If
W = O (mod q), then abortg ,. Otherwise, there exists

(7-7 f =

the nonzero column w in W. 84 can output the column
vector z := (w' | —1)T € Z™.
Since A’w = a (mod ¢"), the output z satisfies Az =
Aw —a = 0 (modq"). Since |[W| < 61, |z|]| <
(m—1)62 +1 < v if 6; > 1. Therefore, S4 outputs a
solution for SIS,, 4~ o with the input A.
Next, we construct the solver 8p for the problem SIS, s,

with an input B g Zqy*™ by using the Type 1 adversary A,
as follows.
1) Setup’:

By using Setup(1™, k), 85 can honestly generate pk’ :=
(A, B,xy11,Ho, Hy, Hy) and sk’ := (Ta) except Tp.
Then 8p passes pk’ to Aj.
For sign queries by A;, Sp answers the signatures
generated by the following Step 2 and 3:

2) A; asks 8p for signing the data set (a;ﬁ‘), . ,x,(f)).

3) 8p tags the data set with 7(*) L {0,1}™, and
Sign’:
forie {1,--- ,k—l—l}:

8p can generate o Az?i € Z™ by using Sign with Ty,

o), + HenselLift(q,r, 5, B,o’ < Dym ;)
Hy[r O] := B « Boly), mod q € Z7,
O—z@) = (U,(f,)ivag,)i) Syl

85 answers 7, (U§€)7 e ,a,(fll) to Aj.

For hash queries except those in Sign’ by A1, 8 g answers
random values in the domain of the hash function.

4) Ay outputs (7,m, &, f).

5) Let the m x m matrix V such that vec(V) = 6(# 0). If
BV # O (mod q), then abortg . Otherwise, there exists
the nonzero column v in V. 8§ can output v € Z™.

The output v satisfies Bv = 0 (mod ¢) and ||[v mod ¢|| < d5.
Therefore, 8p solves SIS,, 4 5, with the input B.

By using the above solvers 8 4 and S g, we will evaluate the
probability Adv$ (n). If 84 or 8p chooses the same tag for
the different queries in Step 3, then the simulation fails. But
the failure probability is negl(n). Since the number of the hash
queries in 8 4 is h, the probability that the guess of 8 4 in Step
4 is 1/h. Moreover, if A; succeeds in forging the signature
for S, then both Step 6 of 84 and Step 5 of S does not abort
at the same time. Therefore, we have
AV, (n) < h- Adve™ " (n) + Advg. ™" (n) + negl(n).

Secondly, by using the Type 2 adversary Az, we construct

the solver 8’4 for the problem SIS, ;- , with an input A g
Zy=™ as follows.
1) Setup’:

By using Setup(1™, k), 84 can honestly generate pk’ :=
(A, B,xy41, Hy, Hi, Hy) and sk’ := (Tp) except T4.
Then 8’ 4 passes pk’ to As.
For sign queries by Ay, 8’4 answers the signatures
generated by the following Step 2 and 3:

2) Aj asks 8’4 for signing the data set (xge), e ,ng)).

3) 8’4 tags the data set with 7(9) - {0,1}™, and
Sign’:



forie{l,--- ,k+1}:
o0 Dy e 2,
H[rOi] == ol « A0}, mod ¢ € Z7..
8’ 4 can generate ‘71(55,)1‘ € Z™ by using Sign with T,
az(l) =( 0 (4)) c 72m.

0Ai9B
8’4 answers 79 (049, o ,a,(fll) to As.
4) A outputs (7, i, &, f).
5) o’ < Eval <p]€/,7'(2/), (O’;Zl), e ,O'I(:i;_)l),f).
6) Let the m x m matrix V such that vec(V) = & — o'(#
0), and let the m x n matrix W := (BV)T. If W =
O (mod q), then abortg:,. Otherwise, there exists the
nonzero column vector w in W. 8’ 4 can output the vector
weZm.
The output w satisfies Aw = 0 (mod ¢") and |w| <
d14/m = 7y since ||W|| < &;. Therefore, 8’ 4 outputs a solution
for SIS,, 4~ , with the input A.
Next, we construct the solver 8’ g for the problem SIS, 4,5,
with an input B g Zy*™ by using Ay as follows.
1) Setup’:
By using Setup(1”, k), 8’ g can honestly generate pk’ :=
(A,B7.’17k+1,H0,H1,H2) and sk’ = (TA) except Tp.
Then 8’ passes pk’ to As.

For sign queries by A, 8'p answers the signatures
generated by the following Step 2 and 3:

2) A, asks 8 for signing the data set (x@, . (Z)).

3) §'p tags the data set with 7(© < {0,1}", and
Sign’:
forie{1,--- ,k+1}:

(0)

S'(;Z can generate 0 ,; € Z™ by using Sign with T,

opli & Hensellift(q,r, 8;, B,0’ <= Dgm 4, € Z™)
Hy[rO|i] := ﬂi(é) — Bag?i mod q € Zy,
O_Z(K) — (Off,)i7ag)i) c ZQTYL.

ORI

8’ answers 7 ( L Opy) 10 Ag.

4) A, outputs (%,m,&,f).

5) Let the m x m matrix V such that vec(V) = 4. If
BV # O mod g, then abortg/ . Otherwise, there exists
the nonzero column vector v in V. 8'p can output
vezZm.

The output v satisfies Bv = 0 mod ¢ and ||v mod ¢|| < Js.
Therefore, 8’ solves SIS, ; 5, with the input B.

By using the above solvers 8’4 and 8’ g, we will evaluate
the probability Advi2 (n). If 8’ 4 or 8’ 5 chooses the same tag
for the different queries in Step 3, then the simulation fails. But
the failure probability is negl(n). Moreover, if A5 succeeds in
forging the signature for S, then the abortion of either Step 6
in 8 4 or Step 5 in 8’ g does not occur. Therefore, we have

Advy, (n) < Advzl,sj’qr’” (n) + AdeI,SB”’C”‘;2 (n) + negl(n).
O

Lemma 2 implies the following corollary about the security
of our homomorphic signature scheme in section III.

Corollary 1 (Unforgeability). If the SIS,, , , with parameters
n,m,q € N, v € R is infeasible, then the homomorphic
signature scheme S described in section III is unforgeable in
the random oracle model.

V. PARAMETERS

We consider parameters such that our scheme satisfies its
correctness and unforgeability. First, we show d1, do such that
satisfy the correctness conditions in Lemma 1. Next, under
these 1, 0o we set up the parameters k,p,r,q,m to make the
SIS problems infeasible. Followings are detail.

According to the parameter settings in section
II-C, we can choose s = O (pnrlogqlogn),
because TrapGen(n,q",m) outputs (A,T4) such that
[Tall = O(nrlogq) and SamplePre(pAg (A),pTa,t, s1)
requires s1 > |[pTa| - w(v/logn). Similarly, we can choose
s2 = O (pnlogqlogn) for TrapGen(n,q,m) — (B,Tg) and
SamplePre(pA;}- (B), pT's,t, s2). Therefore we have

01 =0 (k2p2qrm1/2nlognlog q) ,

d2 = © (k*p*rmn?log® nlog® q)
so that our scheme is correct according to Lemma 1. Moreover,
we can choose
E=0(1),p=06(1),r=2,qg=0(n*),m =0(nlogn).

Then we have v = §;/m = O(n%®log®n) in Lemma 2
and ¢" = O(n®). Since v < ¢", the SIS, ;- problem is
infeasible according to the section II-B. Also, we have d; =
O(n*log’n) and ¢ = O(n*). Since §y < ¢, the SIS, 45,
problem is also infeasible. Consequently, corollary 1 implies
that our homomorphic signature scheme S shown in section
IIT is unforgeable.
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