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This thesis i1s entitled "Countermeasures technologies against unknown
malware", which consists of Chapter 5 and an appendix. In recent years,
malware has increased rapidly, and many malware that evade detection of
antivirus software also appear and become a problem. In this paper, we
propose and verify three different approaches and aim to be able to detect
these malware as light as possible before malware infection.

Chapter 1, "Introduction", describes the background of this research. The
first 1s the limits of detection of anti-virus software because of explosive
growth of malware. The second is the limits of detection of malware which
includes zero-day vulnerability as used in targeted attacks. The third is the
issue of diversification of malicious sites on the Internet where malware is
distributed. Next, the conventional anti-malware technology category is
classified into 3 malware detection areas and 2 malware communication
detection areas, totaling 5 malware detection areas. We mapped the three
approaches we engaged in this research into these five fields and clearly
indicated the purpose of this research that to lightly detect malware before
infection. We further characterized the three approaches either indirectly or
directly, and summarize the merits of each approach.

Chapter 2 entitled "Malware Detection Using Statistical Methods" performs
a malware detection using statistical methods for characteristics of files. We
propose a lightweight malware judging method by constructing a suitable
model from a large number of header information of a file. We concluded that
this method is particularly effective for widely distributed malware, such as
distributed from a malware download site on the Internet. By this method,
malware that could not be detected by antivirus software is defined as
unknown malware, and it shows that they can be detected. In the evaluation
experiments, we evaluated the identification accuracy of malware or benign
in terms of known or not, packed or not. As a result, we showed that the
discrimination performance is higher than the conventional method.
Furthermore, we showed the higher discrimination performance by applying
our model into support vector machine which is a representative machine
learning method.

Chapter 3 entitled "ROP Code Detection Using Characteristics of Attack



Code Structure" detects ROP code by using the characteristics that ROP code
is arranged outside the shellcode encoding routine. This method is not a
widely used malware that is the detection target in Chapter 2, but it
indicates that it is effective for a specific malware used together with a
target type attack and an unknown zero-day vulnerability. The ROP attack
code is added to many attack codes for the purpose of breaking the host side
defense mechanism in the vulnerability of the past few years. In particular,
there are the following way that are used in recent targeted attacks. The
attacker sends a malicious document file in which the attack code is
embedded. Since the malicious document file is difficult to distinguish from
a normal file at first glance, the victim opens the file and malware infections
occur. After that, information is stolen by attacker. By statically detecting
this ROP attack code, we propose a malicious document file judgment
method and evaluate it with actual malicious document samples.
Furthermore, we analyzed the ROP code commonly used in each sample,
showed that some ROP codes can be used by different vulnerabilities.
Therefore, by detecting these ROP codes, the possibility of countermeasures
against zero-days vulnerability.

Chapter 4 entitled "Consideration of Effective Blacklisting", we do not detect
the malware by using characteristics of file as shown in Chapter 2 and
Chapter 3, but we will effectively take measures against unknown malware
by blacklist the malware download site. As a result, even if unknown
malware is downloaded due to a change in features such as a hash value of
the malware itself, it can be detected. In this study, we analyzed
approximately 43,000 malware download URLs to investigate malware
distribution and the behavior of malware download sites over an extended
period, i.e., over 1.5 years. We found that some sites survive for a very long
time and are revived frequently, a finding not revealed in previous research.
By focusing on the malware variation, we have identified three categories of
malware download sites. We also analyzed sites in terms of IP address
changes, anti-virus application results, URL features. We found that each
category had different attacker operational and resource characteristics.

Finally, based on our findings, we discuss effective countermeasures for each



category.
Chapter 5 "Conclusion" summarizes proposal and contribution of this thesis.
The appendix summarizes the references and a list of papers about this

thesis.



