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APPENDIX D: NEW YORK STATE SECURITY BREACH REPORTING FORM

NEW YORK STATE SECURITY BREACH REFORTING FORM
Fursuant to the Information Security Breach and Wotification Aer
{General Business Law §899-aa)

Street Address:
City: State: Fip Code:

Submitted by Title: Crated :
Firrm Name {if other than entity):

Telephome: Ermail
Ralatrenship ko Enhity whese informahion was compromised

Type of Organizgation (please select one): [ ] Governmental Entity in Mew York State; | ] Other Governmental Entity.
[ | Educational; [ JHealth Care; | [Financial Services; [ [Other Commerdal; or | MNot-foc-profit.

Total [nchedimg NS restdents): PIYE Residents:
[f the naumber of MNYS ressdents exceeds 5,000, have the consumer reporing, agencies been notified? | [ Yes [ | Mo

| Dates: Breach Ooourred: Breach Ciscoversd: Cansumer Motification:

Description of Breach (please select gll that applyl

| |Lossor theft of device or media (2.g. computer, laptop, extermal hard drive, thumb drive, CID, tape):
| |Internal systern breach; | [Inssder wrongdoang: | [Extemal systemn breach (e g hacking);

| Imadvertent disclosure ; [ [Other specifyl:

Information Acquired: Mame or other persenal identifier in combination with (plesse select all thatapply):

| |%acial Secanty Mumber

| |Drmiver's license number or non-driver identification card number

| [Fnanaal account number or credit or debit card number, in combination with the seourity code, aocess code,

Pd:u'.mn:l. ar PIN for the acoount

Manmer of Notification to Affected Persons - ATTACH A COPY OF THE TEAPLATE OF THE NOTICE TO
AFFECTED NYS RESIDENTS:

| |Writken | ]Electronic| | Telephone [ | Substbste notios

Li=t dates of any previous (within 12 months) breach notifications:

jom Seryvi ;] Jves [ Mo
Druraticon Provdader:

Brief Description of Servioe

8 hoDF
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% FEDERAL TRADE COMMISSION

¥ PROTECTING AMERICA'S CONSUMERS

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE | WOULD LIKE TO.

TAKE ACTION

1w
File a Consumer Complaint | ~ :) F |

N
Report Identity Theft "‘ N =| A 3 = |
L
Get Your Free Credit Report I |
HISTORIC DO NOT CALL RULING A L
$280 million penalty against Dish Network Register for Do Not Call l
Sese | Donotcall — |
) Get Scam Alerts
:
a VW / AUDI SETTLEMENT: CHECK TO SEE IF YOU ARE ELIGIBLE FOR COMPENSATION 2.0L OR 3.0L | 15

LATEST NEWS More News COMPETITION

FTC Amends Complaint Against Invention Promotion Scheme Defendants -T.

File an Antitrust Complaint
Jun 8,2017
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. FEDERAL TRADE COMMISSION

§ PROTECTING AMERICA’S CONSUMERS

* FTC COMPLAINT ASSISTANT

K' P o D~
s+

¥ Select a category below:

Identity Theft
| n Scams and Rip-offs
Welcome to Complaint Assistant
O 8 Unwanted Telemarketing. Text. or = Choose a complaint category on the left. Choosing a complaint category
SFAM will present several sub-categories.
* If you can’t find a match select the “No Match Found” option and we will
) . categorize your complaint for you.
8 Mobile Devices or Telephones » Answer a few questions related to your complaint and then tell us what
happened in your own words.
.I:- £ Internet Services. Online Shopping. |
mmil 2D pJ or Computers Complaints from consumers help us detect patterns of fraud and
abuse. The FTC would like to know about your complaint and the
8 8 T Education, Jobs, and Making Complaint Assistant will help guide you.
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= ©°PJ < Credit and Debt
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@ U

HAVING TROUBLE
CATEGORIZING YOUR COMPLAINTT

How We Handle Your Info Do Not Call Registry Report International Scams Related Items

-

The FTC cannot resolve The National Do Not Call &consumer
individual complaints, but Registry gives you a choice g0V
we can provide information about whether to receive
about what next steps to telemarketing calls at home,
take. Most telemarketers shoukl not

call your number once it has econsumer.gov is where .
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IdentityTheft gov can help you report and recover from identity theft

B

Put your plan Into action.

HERE'S HOW IT WORKS:

Poplok!' fid
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