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An automated tool that extracts an executable file
encoded with multiple methods

MIMURA MAMORUY'®  TaANAKA HIDEHIKO!:P)

Abstract: Today, targeted attacks that exploit confidential information or personal information are serious
threats for many organizations. If the malware is concealed in document files, it is more difficult to reveal
and analyze it. Analyzing malicious document files attached to spear phishing e-mails requires extracting an
encoded executable file swiftly. However, if we don’t know the condition that an exploit code runs normally,
it is difficult to extract the executable file by dynamic analysis. In this paper, we develop an automated tool
that extracts an executable file from the document files, and the experimental results show the performance.

Keywords: Malware, Targeted Attack, Malicious Document File, Shellcode, Dynamic Analysis
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