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Security enhancement of device drivers for virtual machine monitor
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Now, Virtualization Technology which attracted attention came to be used from the view-
point of cost cut. It is thought that it is used still more in future by a set of processor
enhancements that improve traditional software-based virtualization solutions. In particular,
software called Virtual Machine Monitor (VMM or Hypervisor) attracts attention at a point
of performance and the security. VMM provide security advantage. VMM can isolate the
resource that the Guest OS to operate on VMM uses and, VMM can defend the executing
environment of the Guest OS in VMM. However, these make ends meet by a premise that
VMM is secure. Even if the Guest OS on VMM is secure, if VMM has vulnerability to make
system vulnerability. This paper points out that vulnerability of VMM is device driver. And
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technique is proposed to prevent a problem to happen for it beforehand.
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