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Implementation of an Application Based VPN
that Conceals Traffic Patterns

MaMORU MIMURATL2 and HIDEHIKO TANAKAT!

Traffic analysis technologies that do not scan the payload of communications
can analyze encrypted traffic. Though these traffic analysis technologies do
not decrypt the payload, enable to obtain secondary information e.g., applica-
tion name. Thus, vulnerabilities of the application installed in the information
systems are known outside by the attacker’s traffic analysis, and it may cause
unauthorized computer access. Though the previous application based VPN
such as OpenSSH or OpenVPN protects the payload of communications, can
not conceal the secondary information by the traffic analysis technologies. In
this paper, we implement the application based VPN that conceals traffic pat-
terns by altering packet sizes and the timing. Our experiments analyze the
feature and reveal the problem to implement the application based VPN. In
addition, to solve the problem, we adopt SCTP (Stream Control Transmission

Protocol), and our verification experiments evaluate the performance of the
VPN.
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Table 1 Parameters of flow behaviors.
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Fig.1 An application based VPN that conceals traffic patterns.
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Fig.2 The implementation of the application based VPN that cpnceals traffic patterns.
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Fig.3 The network topology for the experiments.
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Fig.4 A packet sizes-number graph (UDP).
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Fig.5 A packet sizes-number graph (TCP).
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Fig.6 Rate of packet inter-arrival times (no delay).
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Fig.8 Encapsulation for packets between gateways.
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