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A Development of the Malware Dynamic Behavior

Analyzing System and BOTNET Monitoring

Kencur Horiar ™12 Takarumr IMarzumrt!
and HIDEHIKO TANAKAT?

Today, BOTNET activities such as massive spam E-mail spreading, DDoS at-
tacks and stealing information from exploited PCs are major concern regarding
to the internet security. Since, spreading the infection of the bots is controlled
by so called HERDER via command and control mechanism, and not spread-
ing autonomously like conventional worm, it is not easy task to understand the
behavior of the malwares of the botnets. We developed a Malware dynamic
behavior analyzing system which is coupled to internet monitoring sites and
provide useful information to understand the BOTNET characteristics. This
system is intended to provide not only overall trend information but also drilling
down to detailed information of each event including the result of the Malware
behavior analysis.
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Fig.1 An over view of proposed system.
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Fig.2 An overview of the overall monitoring display.
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Fig.3 Structure of the Malware execution environment.

O00000000000000 MalwareDOOOOOOODOOOOO MalwareOOODODO
0000000000 Malware DO0OOOO0O000O00OO0O0OO0OOOOOO VictimPC
O00Ohost-only 000 TCP/IP OO0 ftpOhttp0 0000000 0O Malware 00 00
OO0 VitimPCOOOOOOOODOOOOOOODOOOOOOOOODOOOOOOOO
Oo00O0O00000O0O0O0000000000VMWareJOOO OS« 000 OSOOO
0l/jOo000000UoooooS000io0DoUoO0oUO0DLO0oUDU0DOoUOO
O000000ooooooooooooo oSoooooooooooooooo

0000oooooo vietimPCOOOOOOOOOODOOOOOCOOOO DBOODO
0000000000000 000000000000scRscChgd O MalwareOQO OO0
O0000000oooooo HTMLOOOO000 WebOOOOOOOOOOOoooOooQ
OO0OMalwareOOOOODOODO 40000

OooooooooooobooooooooooD MalwareDOOOOO0OO0OO0OOOOO
oooooooooooboOoboOobOOoUooO0OOMalwareJO0O0O0O0OOOOOOCOOOOO
Oo0O0100 MalwareOOOOOOOOOOOOOOOOOO

3.6.2 Windows UOOUOOOOOO0O0O0O0O0O0OO

Malware 0000000000000 O0OOOOCOOOOOOOOOOOOODOOO
goboooobobooooooooobooobooobooboboOobooob1000000D0O0
ooboooobooooooo

010 *000 Function 0 VictimPCOUOOUOOUOOOUOOOOUOOOOOOO
0000000000 VietimPCOOOOOOOOOOOOOOOOOOODOOOoOSOO
ooooooooooco0oooobO pCcOCOOO0OO0OOOOOOOODODOOOOOOO
ViccimPCOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO0000o0o

(© 2008 Information Processing Society of Japan



1685 0000O000O000O0O0OO0O00O MalwareOOOOOOOOOOOOOO

NO v

| Run Malware |
Yes v

| Transfer logging tools | | { Wait specified period } |
v v

| Transfer Malware | | Get post execution log |

v
| Get pre execution log | | Transfer logging data |
— 1 — 1

04 Malware 000000

Fig.4 Malware Execution macro flow chart.
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Table 1 Software tools utilized.

Function Tool Source
Overall Execution control scExec in house scripts
Find resource changes scRscChg in house scripts
*Loader scLoader in house scripts

*VictimPC Execution Control [scVictim in house scripts

*File integrity scMd5sum  |in house scripts
*Registry autorunsc Microsoft[23]
*Process pslist Microsoft[23]
*Listen ports Fport Fundstone[24]
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{I== # Tool definition —>
<{tool_d>
{tool>process, pslist.exe{/tool>
{tool>listenport, fport. exe</tool>
<{tool>registry, autorunsc. exe</tool>
{tool>hosts, script_host1<{/tool>
<{tool>md5sum, script_md5</tool>
<{/tool_d>
<{|-— # inspection items definition =
{inspect>
{prior>
<{check>process</check>
<{check>listenport</check>
<{/prior>
<delay>180sec</delay>
{following>
{check>registry<{/check>
<{check>process</check>
<{check>listenport</check>
<{check>hosts</check>
<check>md5sum</check>
</following>
</inspect>
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Fig.5 An example of tools and checking items definition.
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Fig.8 A screenshot of the attacking history from specified IP address.
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Fig.6 A screenshot of overall situational display.
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b1390e8155::6375051931;2/3021115&90 (g |[2006 =] [z =] [24 =] [Tw =
Malware Behaviour Analysis Report.
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Fig.10 A screenshot of the searching behavioral analysis report by Malware hash value.
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Fig.11 A screenshot of the analysis report: PE_AGOBOT.
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Fig. 12 A screenshot of the analysis report: PE_BOBAX.AH.
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Table 3 Port used for attacks.

Port 445 139 135 1433]  Other
ratio 37.4% 31.1% 18. 7% 2.3% 10.5%
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Table 4 Top 5 of files that is created.

ratio Created files
12. 4%]C - YWINDOWSYSYSTEM32¥VCMGCD32. DLL
4. 4%|C: YWINDOWS¥SYSTEM32¥SPOOLSVC. EXE
4. 4%]C: YWINDOWSYSYSTEM32YLSSAS. EXE
4. 2%|C: YWINDOWSYSYSTEM32YWINIOGON. EXE
4. 2%|C: ¥WINDOWSY¥SYSTEM32¥ALGS. EXE

05 00000000DDOD KEYDOO 5
Table 5 Top 5 of Windows Registry KEY that is modified.
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Fig.13 Changes of Malware ratio that modifies system files.
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Fig.14 Changes of ports that are used by bot.
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Table 6 Top 5 of Malware that could not get data from PC.

ratio A/B Malware NoData (A) | Sample (B)
100. 0%|WORM_RBOT. EIC 14 14
91. 7%|WORM_RBOT. DSU 11 12
83. 9%|PE_PARITE. A 78 93
66. 7%|PE_TENGA. A 4 6
52. 9%|PE_VIRUT. D 9 17
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