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A proposal of DNS based information cooperation system for IP traceback
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Abstract

Generally information security attackers spoof their IP addresses so as not to be identified
their attacking from other networks like DoS (Denial of Service) attack. Some IP traceback
techniques have been developed to detect attacking routes on the Internet, and were expected
to prevent attacks with IP address spoofing. But there i1s a problem common to the conventional
techniques that related organizations such as ISPs are loaded with much cost and increase
operational works for the IP traceback. Therefore we suggest a new method which the
organizations could perform the IP traceback with less cost and low burden in cooperative use
of a DNS (Domain Name System) based information exchange infrastructure. We designed it
which could trace by using the existing facilities and techniques. In addition, we verified it
functions effectively and the performance problem is not caused, by using some tests using the

environment that is similar to the Internet.



