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A Study on Analysis and Evaluation of Security Solution for Businesses
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Operation of security countermeasures such as observation of Act on the Protection of Personal
Information is one of social responsibilities of businesses. However, there are so many issues to be
dealt with that businesses could hardly determine their priority. So this paper summarizes problems
in the operation and proposes a systematic method to effectively allocate resources to the security
countermeasures. The paper overviews the systems for risk management and information security
management, and focuses the following two critical making-decision processes in the operation. One
is making-decision process related with risk assessment, which evaluates security risk and prioritizes
security countermeasures, and the other is associated with risk solution, which chooses the best
security countermeasures among their candidates. For the making decision with risk assessment, this
paper presents a relative importance estimation of risks by using paired comparison, while the
conventional method scores the importance on scale absolutely defined. For that with risk solution, it
proposes a multiple criteria selection with Analytic Hierarchy Process (AHP), which can evaluate
not only economics and other factors such as climate of the business, conventionally not taken into
accounts. Finally, it applies the proposed method to a business and verifies its effectiveness.



