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A proposal of phishing countermeasures based on URL information analysis
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Abstract

Although phishing has been prevented by various countermeasures, there are still many
victims both at home and abroad. We analyzed the phishing URL information in order to
investigate the cause, and found that the phishing URL becomes difficult to distinguish and
tends to be mistaken for legitimate URL, comparing with the previous study results by
McGrath et al. in 2008. We also found that 65% of the phishing pages are on falsified websites,
and that in many cases phishers exploit the websites of the light users with inexpensive rental
servers. So we proposed a server-side countermeasure using whitelist filtering, which can be
easily introduced by website operator. By keeping the whitelist in advance to permit URL
access and combining with the black list of the brand name of phishing target, the proposed
countermeasure informs the risk to the user while preventing damage to the phishing. We

experimented the countermeasure and verified its effectiveness and ease of deployment.



