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Spam filtering in use of delivery information
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<Abstract>

Currently, two types of popular spam filters; contents base filter and network base
filter are used to determine if received E-mails are normal or spam. The contents
base filter investigates appropriateness of words in mail message and the network
base filter checks normality of sending mail servers. However, these conventional
filters respectively have defects in terms of filtering performance. That is, the
contents base filter is not good at reducing load on network/system resources with
spam because the contents base filter processes after receiving E-mails. The network
base filter, on the other hand, is not effective against the mail servers sending
both spam mails and normal mails. We propose a new method of network base filtering
for solving these problems. It analyzes information for E-mail delivery, and applies
Naive Bayes classifier as a machine learning algorithm. We collected actual E-mails
on the Internet to compare the proposed method with the conventional methods. As a
result, it is shown that the proposed method can reduce 73. 4% size of spam which passed

conventional filter.



