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A Study on Trust Management Scheme in Autonomous Distributed Network
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Abstract

The autonomous distributed networks are anticipated as a new type of
telecommunication network because of its high flexibility and applicability. But as their
core functions are distributed to individual nodes, it is also supposed that
malfunctioning and/or selfish behavior of the nodes may significantly affect network
availability. Therefore, the means are needed by which the nodes can verify the
trustworthiness of communicating peers.

This paper discusses a model of trust management in which every node has a
certificate denoting its trustworthiness and can exchange it with the peers. The
proposed model determines the trustworthiness objectively and uniformly, and enables
simple delivery and validation of the trustworthiness. The paper also discusses possible

attacks on the model, and gives countermeasures against them.



