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What about the origin of attacks? 500

Well, although many Pollyannas still cling to the Zzz 4

"conventional wisdom" that "80% of the problem 200 I

1000

is insiders, and only 20% of the problem is out-

0
siders," the number of respondents reporting their 1oee0b 200000 200100 200200 200300

Internet connections as a frequent point of attack 04 DOOO

has increased every year -- rising from 37% in

1999 [[H2000 [[2001 []2002 [ 2003

1996 to 59% in 2000. Meanwhile, the number of

9001
respondents citing their internal systems as fre- sott | 5
quent point of attack actually fell from 51% in 7ort
600
1999 to 38% in 2000. In the 1965 ballad "Outlaw 500]
n " 1 . 4000
Blues," Bob Dylan boasted, "Don't ask me nothing ol ‘l’l/
about nothing, | just might tell you the truth." 200 III
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2001 CSI/FBI Computer Crime & Security Survey

Conventional wisdom says "80% of computer
security problems are due to insiders, 20% are
due to outsiders." There are people who cling to
this axiom as if some Galileo had just suggested
that the Earth might actually be round. But for
the fourth yea in a row, more respondents
0 70%0 cited their Internet connection as a fre-
quent point of attack than cited their internal
systems as a frequent point of attack] 31%[l In-
deed, the number of those citing their Internet
connection as a frequent point of attack has
been rising, while the number of those reporting
both dial-up remote access and their own inter-
nal systems as a frequent point of attack have

been declinging.
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