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A study on the awareness of information security practitioners based
on related keyword analysis

YONOSUKE HARADA™

Recently, many information security incidents have occurred and hence many new incident keywords are created.
This is because progresses of IT and IT security have accelerated. Now, most of SMEs (Small and Medium size
Enterprise) use IT and Database to enhance productivity and efficiency. Hence, the number of keywords for
information security is increasing and has changed rapidly. Information Security Personnel should know these
keywords. This paper surveyed the awareness of Information Security Personnel by two consecutive questioners in
2011 and 2012) and found that result of awareness is lower than expected. This paper shows the survey, result and
analysis of this phenomenon. Keywords are selected from several sources such as IPA, INSA survey, and web site.
This paper proposes that awareness training for information security is necessary regardless of size. Also, this
paper concludes information acquisition by information security personnel should be not only by general
newspapers but also by information security specialized magazines.
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Night Dragon 0.05 | 008 | 0.00 0.09 0.13 0.00 0.00 0.33
Operation Aurora 0.04 | 0.03 0.05 0.04 0.13 0.15 0.00 0.33

I A H-ZFL 0.08 | 0.08 | 0.18 0.13 0.38 0.45 0.17 0.33

Sys Trust 002 | 002 | 000 [ 000 | 013 | 000 0.00 0.17
XSS 029 | 041 | 059 | 057 | 063 | 075 0.33 0.67
Jailbreak 013 | 019 | 032 | 022 | 038 | 065 0.17 0.50
APT % 005 | 007 | 018 | 004 | 025 | 005 0.00 0.50
AT/ HE 025 | 034 | 055 0.39 0.50 0.80 0.33 0.67
BT E 0.15 | 0.18 | 0.36 0.30 0.63 0.40 0.50 0.67
58 URL 027 | 021 | 045 | 030 | 063 | 055 0.83 0.67
ISAE3402 002 | 003 | 000 [ 000 | 000 | 000 0.00 0.00
RET 49y 0.12 | 008 | 014 | 022 | 038 | 030 0.17 0.33
Fi 018 | 022 | 033 | 028 | 044 | 044 0.26 0.48
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